2000-174797 



PATENT ABSTRACTS OF JAPAN 

(ll)Publication number : 2000-174797 
(43)Date of publication of application : 23.06.2000 



(5l)Int.Cl. H04L 12/46 

H04L 12/28 
G11B 20/10 
H04L 9/32 
H04L 12/66 
H04L 29/06 



(21) Application number : 11-209836 (7l)Applicant : TOSHIBA CORP 

(22) Date of filing: 23.07.1999 (72)Inventor : SAITO TAKESHI 

TAKAHATA YOSHIAKI 



(30)Priority 

Priority number : 10292824 Priority date : 30.09.1998 Priority country : JP 



(54) REPEATER AND COMMUNICATION EQUIPMENT 



2000-174797 



.X 
I 




"JSt 
I 



(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a 
repeater capable of a contents protection 
procedure between equipment not connected to 
the same network. 

SOLUTION: This repeater is connected to a 
first network 104 and a second network and is 
provided with a function for presenting the 
equipment 103 on the second network to the 
side of the first network 104 as the one on the 
present repeater 102, the function for 
transmitting a corresponding control command 
to the equipment 103 in the case of receiving the 
control command addressed to the equipment 
103 from the equipment 101 on the first 
network 104, the function for transmitting contents protection information to the 
equipment 103 without changing it in the case of receiving it addressed to the 
equipment 103 from the equipment 101 and the function for transmitting contents to 
the equipment 103 without changing them in the case of receiving the contents 
protected by a contents key obtained from the previous contents protection information 
from the equipment 101 to the equipment 103. 
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* NOTICES * 

JPO and NCI PI are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect 
the original precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the communication device which 
communicates through networks, such as the repeating installation and the IEEE 1394 
bus from which the data transfer between networks, such as an IEEE 1394 bus and a 
wireless network, is relayed, and a wireless network. 
[0002] 

[Description of the Prior Art] In recent years, the so*called "digitization of the home AV 
environment" attracts big attention for initiation of digital broadcasting, sale of a digital 
AV equipment, etc. Also as the possibility of various compression, and multimedia data, 
digital AV data have the possibility of processing, and the outstanding description, like 
there is no degradation, even if it reproduces how many times, and it is thought that the 
application will spread increasingly from now on. 

[0003] However, on the other hand, there is also a side face "contents can be copied 
illegally easily" in this digital AV technique. That is, since the duplicate which original 
quality moreover crosses eternally by "the copy of a bit", and does not have degradation 
theoretically about any digital contents can be made, the so-called problem of an "illegal 
copy" occurs. 

[0004] Some techniques for preventing this "illegal copy" are examined. One of them is 
"the 1394CP contents protection-system specification (1394CP Content Protection 
System Specification)" currently examined by CPTWG (copy protection technical 
workgroup). This technique is a technique of preventing from reading contents, except 
both who performed authentication procedure beforehand between transceiver nodes, 
enabled it to share a cryptographic key (contents key), enciphered and transmitted the 
contents to transmit henceforth, and performed authentication procedure between the 
nodes connected to the IEEE 1394 bus about the contents (for example, MPEG data etc.) 
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to transmit. Since the value of a contents key does not understand the node which omits 
authentication procedure by doing in this way, even if it is able to incorporate the data 
(data enciphered) transmitted, it cannot decrypt this code. The node which can 
participate in such authentication is what is considered only as the node which the 
certificate authority set beforehand permitted, and it becomes possible to prevent that 
an inaccurate node receives a cryptographic key and to prevent an illegal copy 
beforehand. 
[0005] 

[Problem(s) to be Solved by the Invention] Also at the minimum rate, it is a network 
system with the description which was very excellent to have the QOS transfer facility 
equipped with automatic configuration recognizing ability in 100Mbps(es) and the 
network itself etc., and, so, the IEEE 1394 bus has built the status of a de facto standard 
as a network for digital one AV for homes. 

[0006] However, IEEE 1394 has induced constraint various "when connecting other 
networks with IEEE1394" to because of that of these descriptions. For example, since 
the approach these networks extend not having the rapidity of 100 or more Mbpses 
generally and the automatic configuration recognizing ability of IEEE 1394 as it is to 
these networks cannot take easily when connecting an IEEE 1394 bus with a wireless 
network or a public network, the approach of extending an IEEE1394 protocol to 
wireless or a public network as it is cannot be used, then, the protocol conversion 
gateway is arranged between IEEE 1394 and other networks, such as a wireless 
network and a public network, and the approach of interconnecting, the approach of the 
so-called substitute server which also obtains one of the two's screen oversize service, 
and is offered as service of one of the two's network, etc. are proposed. 
[0007] When it is going to apply these approaches to 1394 copy protection stated by the 
Prior art, it is in the situation that this copy protection technique is defined only about 
the IEEE 1394 bus in the present condition. The present condition is that there is no 
technique for extending this copy protection technique "when connecting other networks 
with IEEE1394." 

[0008] This invention was made in consideration of the above-mentioned situation, and 
aims at offering extensible repeating installation and an extensible communication 
device also on the other networks which interconnected the copy protection technique 
not only with IEEE 1394 but with this. 

[0009] Moreover, this invention aims at offering the repeating installation and the 
communication device which enable contents protection procedure between the 
equipment which is not connected in the same network. 
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[0010] 

[Means for Solving the Problem] 1st interface means by which the repeating installation 
concerning this invention (claim l) was connected to the 1st network, The 2nd interface 
means connected to the 2nd network, and a substitute configuration means to indicate 
the equipment on said 2nd network, service, or a subunit to said 1st network side as a 
thing on self-repeating installation, A control command receiving means to receive this 
equipment, service, or the control command signal addressed to a subunit from said 1st 
network side, A control command transmitting means to transmit the signal 
corresponding to said control command signal received with this control command 
receiving means to the equipment on said 2nd network, service, or a subunit, A contents 
protection information receiving means to receive said equipment, the service, or the 
contents protection information addressed to a subunit disclosed with said substitute 
configuration means from the equipment on said 1st network, Modification is not added 
to the contents protection information received with this contents protection 
information receiving means, but it is characterized by providing a contents protection 
information transfer means to transmit to the equipment on said 2nd network, service, 
or a subunit. 

[0011] 1st interface means by which the repeating installation concerning this invention 
(claim 2) was connected to the 1st network, A substitute configuration means to indicate 
respectively the equipment on the 2nd interface means connected to the 2nd network, 
and the 1st and 2nd networks, service, or a subunit to the network side of another side 
as a thing on self-repeating installation, A control command receiving means to receive 
this equipment, service, or the control command signal addressed to a subunit from the 
network side indicated with said substitute configuration means, A control command 
transmitting means to transmit the signal corresponding to said control command 
signal received with this control command receiving means to the equipment on the 
network indicated with said substitute configuration means, and a different network, 
service, or a subunit, A contents protection information receiving means to receive said 
equipment, the service, or the contents protection information addressed to a subunit 
disclosed with said substitute configuration means from the equipment on said 1st or 
2nd network, A contents protection information transfer means not to add modification 
to the contents protection information received with this contents protection 
information receiving means, but to transmit to the equipment on the network of said 
another side, service, or a subunit, It is said equipment, the service, or addressing to a 
subunit indicated with said substitute configuration means from the equipment on said 
1st or 2nd network. A contents receiving means to receive the contents protected with 
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the contents key obtained from said contents protection information, Modification is not 
added to said contents which received with this contents receiving means, but it is 
characterized by providing a contents transfer means to transmit to the equipment on 
the network of said another side, service, or a subunit. 

[0012] desirable - said contents protection information - the authentication between 
the equipment on said 1st network, service or a subunit, and the equipment on said 2nd 
network, service or a subunit and or you may make it be the information about the 
procedure of the contents protection including key exchange 

[0013] "According to this invention, it is the pair which is performing the transmission 
or reception of contents which should be protected, for example. The equipment, the 
service, or the subunit on the 2nd network which the substitute configuration means 
offers It sets between "the equipment on the 1st network" as ". (Equipment, service, or a 
subunit is hereafter called equipment etc.) The partner of contents protection procedure 
recognizing it as "the equipment on the 1st network", or "the equipment on the 2nd 
network which the substitute configuration means offers etc. being" the repeating 
installation concerned to the last Since contents protection procedure can be performed, 
it becomes unnecessary to take into consideration about another network "the 
equipment on the 2nd network which the substitute configuration means offers etc. is 
connected in" through repeating installation. [ "the equipment on the 1st network" or ] 
Moreover, when repeating installation relays the procedure in fact, without changing 
contents, the contents protection procedure can be directly performed between "the 
equipment on the 2nd network which the substitute configuration means offers etc. and 
equipment". [ "the equipment on the 1st network" ] 

[0014] Moreover, according to this invention, the contents which should be protected can 
be sent into a receiving side, without changing the protection format, and contents can 
be sent into an end end in the protected form. 

[0015] 1st interface means by which the repeating installation concerning this invention 
(claim 4) was connected to the 1st network, A substitute configuration means to indicate 
respectively the equipment on the 2nd interface means connected to the 2nd network, 
and the 1st and 2nd networks, service, or a subunit to the network side of another side 
as a thing on self-repeating installation, A control command receiving means to receive 
this equipment, service, or the control command signal addressed to a subunit from the 
network side indicated with said substitute configuration means, A control command 
transmitting means to transmit the signal corresponding to said control command 
signal received with this control command receiving means to the equipment on the 
network indicated with said substitute configuration means, and a different network, 
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service, or a subunit, Between self-repeating installation with the equipment on said 1st 
network, service, or a subunit Between self- rep eating installation with the 1st contents 
safeguard which takes the necessary procedure for contents protection, and the 
equipment on said 2nd network, service or a subunit From the equipment on the 2nd 
contents safeguard which takes the necessary procedure for contents protection, and 
said network of either the 1st or a 2nd A contents receiving means to be the equipment 
on the self*repeating installation indicated with said substitute configuration means, 
service, or addressing to a subunit, and to receive the contents enciphered based on said 
contents safeguard of either the 1st or a 2nd, The contents which received with said 
contents receiving means are enciphered based on the contents safeguard of said 1st or 
2nd any or another side. It is characterized by providing a contents transmitting means 
to transmit to the equipment on the network of said 1st or 2nd any or another side, 
service, or a subunit. 

[0016] In between the "equipment" which are the pair which is performing the 
transmission or reception of contents which should be protected, for example according 
to this invention [ the equipment on the 2nd network etc. and "the equipment on the 1st 
network" ] Since the partner of contents protection procedure can perform contents 
protection procedure, recognizing it as "the equipment on the 1st network", or "the 
equipment on the 2nd network etc. being" the repeating installation concerned to the 
last, It becomes unnecessary to take into consideration about another network "the 
equipment on the 2nd network etc. is connected in" through repeating installation. 
[ "the equipment on the 1st network", or ] Moreover, for example, repeating installation 
will perform contents protection procedure after all by carrying out termination of the 
contents protection procedure, respectively, respectively between "the equipment on the 
2nd network, etc. and repeating installation", and between repeating installation and 
"the equipment on the 1st network", and can protect contents at an end end after all. 
[0017] Moreover, the data transmitted in all the paths between the equipment on the 
2nd network etc. from the equipment on the 1st network will be enciphered, and it 
becomes possible to prevent an illegal copy etc. 

[0018] You may make it the cipher system used by said 1st contents safeguard and said 
2nd contents safeguard preferably based on key information which is a different method 
or is different. 

[0019] Preferably, the closure of said contents receiving means and said contents 
transmitting means may be made to be carried out to the same LSI. By this, since the 
contents data which are not enciphered flow, it carries out that a probe is applied 
separately etc. between this decryption means and an encryption means, it intercepts 
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contents data from here, and becomes possible [ preventing beforehand ] about 
committing an illegal copy. 

[0020] Preferably, it may be made to make 1st key information used in the procedure of 
said contents protection in said 1st contents safeguard, and 2nd key information used in 
the procedure of said contents protection in said 2nd contents safeguard into the same 
thing. By this, the information (a key, seed, etc.) about the key of the encryption data 
transmitted to the network of another side told from one network by transmitting to the 
network of another side as it is With the equipment on the network of another side, 
since playback of this encryption key is attained, the code decode function and 
re-encryption function between a contents receiving means and a contents transmitting 
means become unnecessary, and it becomes possible to attain reduction of the large cost 
of repeating installation, and improvement in the speed of processing speed. 
[0021] Moreover, you may make it refuse the Request to Send of data to be enciphered 
from the equipment by the side of the network of another side, and the equipment of the 
others on the network of another side when the enciphered data transfer is being 
performed preferably. If it does in this way, it will become possible to prevent 
beforehand enciphered data transfer which is different in the network side of another 
side. 

[0022] desirable - either [ said ] the 1st or the 2nd - it may be made to perform 
procedure of said contents protection in the contents safeguard of another side per a 
contents unit, a service unit, or subunit using predetermined key information. When it 
becomes possible to transmit the enciphered data to coincidence since two or more 
cryptographic keys can be defined and two or more encryption data are transmitted 
from the equipment on one network between the equipment by the side of the network 
of another side by this, the management to the case where two or more equipments are 
on one network etc. is attained. 

[0023] You may make it provide further preferably a configuration information receiving 
means to receive the configuration information containing the existence of an 
authentication format (device certification) of this equipment from the equipment on 
said 1st and 2nd networks, service, or a subunit, and a configuration recognition means 
to perform this equipment, service, or configuration recognition of a subunit based on 
each configuration information which received with said configuration information 
receiving means. By this, the substitute service which a substitute configuration means 
constitutes can be automatically constituted now, it has it, and implementation by the 
plug and play of a procedure which results in contents protection procedure is attained. 
[0024] Moreover, in case said substitute configuration means transmits data to the 
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equipment of said 1st network, you may make it notify preferably the equipment, the 
service, or the subunit which transmits these data in which self-repeating installation 
has carried out the substitute configuration to the equipment of this 1st network 
beforehand. It becomes possible to notify where an authentication demand should be 
given by this to the equipment on the 1st network which received this notice. 
[0025] 1st interface means by which the repeating installation concerning this invention 
(claim 10) was connected to the 1st network, Between self-repeating installation with 
the 2nd interface means connected to the 2nd network, and the equipment on said 1st 
network, service or a subunit Between self- rep eating installation with the 1st contents 
safeguard which takes the necessary procedure for contents protection, and the 
equipment on said 2nd network, service or a subunit From the equipment on the 2nd 
contents safeguard which takes the necessary procedure for contents protection, and 
said network of either the 1st or a 2nd A contents receiving means to be the equipment 
on self-repeating installation, service, or addressing to a subunit, and to receive the 
contents enciphered based on said contents safeguard of either the 1st or a 2nd, The 
contents which received with said contents receiving means are enciphered based on the 
contents safeguard of said 1st or 2nd any or another side. A contents transmitting 
means to transmit to the equipment on the network of said 1st or 2nd any or another 
side, service, or a subunit is provided. It is characterized by making into the same thing 
1st key information used in the procedure of said contents protection in said 1st 
contents safeguard, and 2nd key information used in the procedure of said contents 
protection in said 2nd contents safeguard. 

[0026] The communication device concerning this invention (claim 11) between the 
interface means connected to the network, and other equipments on said network, 
service or a subunit at least - authentication procedure - and - or with a copy 
protection processing means to perform predetermined contents protection procedure 
including key exchange procedure The enciphered contents which gave the address of a 
self-communication device to other equipments on said network An identifiable 
identifier is further given to a meaning for the address and these contents of a 
self- communication device through a network virtual channel top. From a contents 
transmitting means to transmit, and other equipments on said network A receiving 
means to receive the inquiry about the service or the subunit which gave said identifier 
through said virtual channel top, and has transmitted said enciphered contents, or a 
plug, It is characterized by answering this inquiry and providing the notice means 
which gives the notice about the corresponding service, a subunit, or a plug to other 
equipments on said network. 
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[0027] The communication device concerning this invention (claim 12) between the 
interface means connected to the network, and other equipments on said network, 
service or a subunit at least - authentication procedure - and — or with a copy 
protection processing means to perform predetermined contents protection procedure 
including key exchange procedure From other equipments on said network, the 
enciphered contents to which the address of other equipments on this network was 
given In the form where these contents were given to the identifiable identifier by the 
meaning, other equipments on this network through a network virtual channel top As 
opposed to a contents receiving means to receive, and other equipments on said network 
A transmitting means to transmit the inquiry about the service or the subunit which 
gave said identifier through said virtual channel, and has transmitted said enciphered 
contents, or a plug, It is characterized by providing a receiving means to receive the 
notice about the service applicable to said inquiry, a subunit, or a plug from other 
equipments on said network. 

[0028] It becomes possible to specify the subunit or plug of transmission of the 
encryption data transmitted by the specific virtual channel, or each reception according 
to this invention. By subsequent authentication and key exchange Since it becomes 
possible to show clearly "To want to perform authentication and key exchange about the 
data transmitted or received from this subunit (or plug)", and it has and the same nodes 
can define two or more keys as coincidence, An exchange of two or more encryption data 
is attained. It becomes possible to specify the subunit or plug of transmission of the 
encryption data transmitted with the specific identifier, or each reception according to 
this invention. Or by subsequent authentication and key exchange Since it becomes 
possible to show clearly "To want to perform authentication and key exchange about the 
data transmitted or received from this subunit (or plug)", and it has and the same nodes 
can define two or more keys as coincidence, An exchange of two or more encryption data 
is attained. 

[0029] An interface means by which the communication device concerning this 
invention (claim 13) was connected to the network, the enciphered contents to other 
equipments on said network with a contents transfer means to transmit or receive 
through the flow of the transmitting address, a transmit port, the receiving address, 
and a receive port constructed, come out of and identified The logical port appointed 
beforehand is used among other equipments on said network, at least - authentication 
procedure and - or when a copy protection processing means to perform 
predetermined contents protection procedure including key exchange procedure is 
provided and it performs said predetermined contents protection procedure, it is 
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characterized by performing this in the unit of said flow. 

[0030] You may make it give the identifier of said flow to the information which sets for 
the procedure of at least a part included in said predetermined contents protection 
procedure, and is preferably made it. 

[0031] Since it becomes possible to show "To want to perform authentication and key 
exchange about this flow" clearly, and it has by subsequent authentication and key 
exchange, in order to be able to perform the definition of a different key for every flow 
according to this invention, and the same nodes can define two or more keys as 
coincidence, an exchange of two or more encryption data is attained. 
[0032] The communication device concerning this invention (claim 15) between the 
interface means connected to the network, and other equipments on said network, 
service or a subunit at least - authentication procedure — and - or with a copy 
protection processing means to perform predetermined contents protection procedure 
including key exchange procedure The enciphered contents to which the address of the 
equipment of a transmitting side was given to other equipments on said network In the 
form to which the identifiable identifier was given by the meaning, the equipment of 
this transmitting side these contents through a network virtual channel top To the 
information which sets for the procedure of at least a part which possesses a contents 
transceiver means to transmit or receive, and is included in said predetermined 
contents protection procedure, and is made it It is characterized by the service and the 
subunit which exchange said enciphered contents, a virtual channel, the identifier of a 
plug, or the equipment of said transmitting side giving at least one of identifiable 
identifiers to a meaning for said contents. 

[0033] Since according to this invention it becomes possible to show clearly "To want to 
perform authentication and key exchange about the data transmitted or received from 
this subunit, the plug, or the virtual channel", and it has and the same nodes can define 
two or more keys as coincidence by authentication and key exchange, an exchange of 
two or more encryption data is attained. Or since according to this invention it becomes 
possible to show clearly "To want to have this subunit or a plug to said specific identifier, 
and to perform authentication and key exchange about the data transmitted or 
received", and it has and the same nodes can define two or more keys as coincidence by 
authentication and key exchange, an exchange of two or more encryption data is 
attained. 

[0034] 1st interface means by which the repeating installation concerning this invention 
(claim 16) was connected to the 1st network, The 2nd interface means connected to the 
2nd network, and the equipment, the service or the subunit on the 1st network, at least 
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•■ authentication procedure - and - or with the copy protection processing means of 
predetermined contents protection procedure ****** l including key exchange 
procedure The equipment, the service, or the sub unit on the 2nd network, at least - 
authentication procedure -- and - or with the copy protection processing means of the 
predetermined contents protection procedure 2nd including key exchange procedure A 
contents receiving means to receive the data containing the specific contents enciphered 
from said 1st interface means, A decryption means to decrypt said enciphered data 
which were received from said 1st interface means with the key for contents protection 
for which it is provided with said 1st copy protection processing means, A conversion 
means to change said decrypted data into the data of another coding format, It is 
characterized by providing an encryption means to encipher said decrypted data with 
the key for contents protection for which it is provided with said 2nd copy protection 
processing means, and a contents transmitting means to transmit said enciphered data 
to said 2nd interface means. 

[0035] Like [ according to this invention / it is the contents from which the data to which 
the 1st network is made to transmit should be protected, and / in case the 
communication bands of the 1st network and the 2nd network differ remarkably ] 
Changing data format with a conversion means, when transmitting to the 2nd network 
in a different data format from the original data is called for It becomes possible to 
encipher the data transmitted in all the paths between the equipment on the 2nd 
network etc., and to prevent an illegal copy etc. from the equipment on the 1st network 
also in both the sections (both data format). 

[0036] Preferably, in repeating installation according to claim 16, while indicating the 
equipment on said 2nd network, service, or a subunit to said 1st network side as a thing 
on self-repeating installation When the information addressed to the equipment 
indicated as a thing on self-repeating installation, service, or a subunit is received from 
the equipment by the side of said 1st network While transmitting the information on 
the contents according to this information to the equipment on said 2nd network, 
service, or a subunit As a thing on self-repeating installation, while indicating the 
equipment on said 1st network, service, or a subunit to said 2nd network side When the 
information addressed to the equipment indicated as a thing on self-repeating 
installation, service, or a subunit is received from the equipment by the side of said 2nd 
network A substitute configuration means to transmit the information on the contents 
according to this information to the equipment on said 1st network, service, or a subunit 
is provided further. Said substitute configuration means The equipment on one [ said ] 
1st or 2nd network, the equipment on the network of said 1st or 2nd another side, 
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service, or a sub unit, at least - authentication procedure " and — or, in performing 
predetermined contents protection procedure including key exchange procedure While 
performing the equipment on one [ said ] network, and this predetermined contents 
protection procedure using one [ said ] 1st or 2nd copy protection processing means It 
may be made to perform the equipment on the network of said another side, service or a 
subunit, and this predetermined contents protection procedure using the copy 
protection processing means of said 1st or 2nd another side. 

[0037] In between the "equipment" which are the pair which is performing the 
transmission or reception of contents which should be protected according to this 
invention [ the equipment on the network of another side etc. and "the equipment on 
one network" ] Since the partner of contents protection procedure can perform contents 
protection procedure, recognizing it as "the equipment on one network", or "the 
equipment on the network of another side etc. being" the repeating installation 
concerned to the last, It becomes unnecessary to take into consideration about another 
network "the equipment on the network of another side etc. is connected in" through 
repeating installation. [ "the equipment on one network", or ] Moreover, in fact, 
repeating installation will perform contents protection procedure after all by carrying 
out termination of the contents protection procedure, respectively between "the 
equipment on the network of another side etc. and repeating installation" and repeating 
installation, and "the equipment on one network", and can protect contents at an end 
end after all. 

[0038] It sets to repeating installation according to claim 16 preferably. Moreover, said 
contents receiving means Said 2nd copy protection processing means is used. The 
equipment, the service, or the subunit on said 2nd network, When at least a part is 
performed among said predetermined contents protection procedure and it is completed 
normally It may be made to perform at least a part using said 1st copy protection 
processing means among the equipment of said 1st network, service or a subunit, and 
said predetermined contents protection procedure. In addition, at least a part is for 
example, authentication procedure among said predetermined contents protection 
procedure. When doing in this way, and the equipment on the 2nd network, service, or a 
subunit can know now beforehand whether it is the device which is sufficient for 
reliance, performs the equipment etc. and the authentication procedure on the 2nd 
network first and fails in authentication with the equipment on the 1st network etc. 
after that, it becomes saving of the part which does not need to perform authentication 
with the equipment on the 1st network etc. anew, a communication resource, or process 
resources. 
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[0039] Moreover, a processor means for the communication device concerning this 
invention to include the program for screen drawing with which control of the 1st 
equipment is presented and to receive the 1st control program and to work this, A 
screen creation means to create the panel screen which constitutes at least the part of 
the screens which this processor means draws, A storage means to memorize the 
correspondence relation between the command to said panel screen, and the command 
for control of said 1st equipment, A subunit processing means to open to the 2nd 
equipment by making said panel screen into a subunit, When the command to said 
subunit is received, it is characterized by having changed this command into the 
command for control of said 1st equipment with reference to said storage means, and 
providing a means to send this out. Generally, the appliance control which let the panel 
screen pass to being called a virtual machine and preparing a count environment in 
order to work the above control programs should just prepare the easy count 
environment in order just to prepare an easy command form. According to this 
invention, it becomes possible also to the 2nd equipment without said control program 
to offer the control interface of said 1st equipment in the form of a panel screen. 
[0040] In addition, this invention concerning equipment is materialized also as 
invention concerning an approach, and this invention concerning an approach is 
materialized also as invention concerning equipment. 

[0041] Moreover, this invention concerning equipment or an approach is materialized 
also as a record medium which recorded the program (or in order to realize the function 
which is equivalent to the invention concerned at a computer in order to operate a 
computer as a means equivalent to the invention concerned) for performing the 
procedure equivalent to the invention concerned on the computer and in which 
computer read is possible. 
[0042] 

[Embodiment of the Invention] Hereafter, the gestalt of implementation of invention is 
explained, referring to a drawing. 

[0043] (1st operation gestalt) Drawing 1 is an example of the whole configuration of the 
home network of a certain home. 

[0044] Three, the transmitting node 101, the junction node 102, and the wireless node 
103, are connected to this home network, the transmitting node 101 and the junction 
node 102 are connected to the IEEE 1394 bus (cable) 104, and the junction node 102 and 
the wireless node 103 are connected to the wireless network, respectively. However, the 
communication link of each node has become possible mutually by approach which is 
mentioned later. 
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[0045] With this operation gestalt, the MPEG image sent out from the transmitting 
node 101 is relayed by the junction node 102, and the case where it transmits to the 
wireless node 103 via the wireless section is explained as an example. The MPEG image 
data transmitted between the transmitting node 101 and the wireless node 103 for 
protection of copyrights (prevention of an illegal copy) in that case consider the case 
where it is enciphered. 

[0046] In addition, in drawing 1 , although three nodes are shown, of course, the node 
other than these may be connected (also in other operation gestalten mentioned later, it 
is the same). 

[0047] An example of the internal structure of the transmitting node 101 is shown in 
drawing 2 . 

[0048] The transmitting node 101 is equipment which is storing MPEG image data in 
the interior, and sends out MPEG image data through the IEEE 1394 bus 104 according 
to a demand. In order to prevent beforehand carrying out an illegal copy on an 
IEEE 1394 bus in that case, in being required, it has the function which enciphers and 
sends out the MPEG image data to send out. Therefore, it also has a device for 
exchanging authentication data, a cryptographic key, etc. for the node which receives 
MPEG image data. 

[0049] As shown in drawing 2 , this transmitting node 101 It lets the IEEE 1394 
interface 401, the AV/C protocol processing section 402 which performs processing of an 
AV/C protocol, the copy protection processing section 403 which performs processing 
about the copy protection in an AV/C protocol, and IEEE 1394 pass. A cryptographic key 
K is got from the ISO signal sender and receiver 404 which transmits and receives a 
synchronous channel among the data transmitted and received about the data which let 
it pass and are carried out, the MPEG storage section 406 which is the storage of an 
MPEG image, and the copy protection processing section 403. It has the encryption 
section 405 which enciphers an MPEG image and is sent out to the ISO signal sender 
and receiver 404. Here, the copy protection processing section 403 has the format Acert 
for authentication. 

[0050] Next, an example of the internal structure of the junction node 102 is shown in 
drawing 3 . 

[0051] The junction node 102 besides the function which acts to a wireless section side 
as the forward of the data (MPEG image data) received from the IEEE 1394 bus side It 
becomes the substitute server of a wireless node to the node by the side of an IEEE 1394 
bus. It becomes the substitute server of the node by the side of an IEEE 1394 bus (this 
operation gestalt transmitting node 101) to the node by the side of the function to offer 
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the function of a wireless node in a substitute, and the wireless section, and the function 
to offer the function of the node by the side of an IEEE 1394 bus in a substitute exists. 
[0052] As shown in drawing 3 , this junction node 102 The configuration information of 
the node on the IEEE1394 interface 201, the wireless interface 202, the AV/C protocol 
processing section 203, the ISO signal sender and receiver 204, the wireless ISO signal 
sender and receiver 205 that transmit and receive the signal of the synchronous channel 
by the side of the wireless section, and an IEEE 1394 bus Collect or As opposed to the 
1394 bus-arrangement recognition section 206 side with the function which advertises 
its configuration information (information about what kind of function he has etc.) on 
IEEE1394, and an IEEE 1394 bus side exhibit the node by the side of the wireless 
section, and service (subunit) in a substitute, or The node by the side of the wireless 
section, the command to service, etc. are received in a substitute, and the need is 
accepted in this at a wireless section side. Carry out protocol conversion, and send out or 
or collect the configuration information of the node on the substitute subunit 
configuration section 207 which performs substitute public presentation of the 
node/service by the side of IEEE 1394 (subunit), substitute reception / translation of a 
command, etc. to a wireless section side, and the wireless section, or Processing about 
the wireless section configuration recognition section 209 and copy protection with the 
function which advertises its configuration information (information about what kind of 
function he has etc.) on the wireless section is performed. It is related with the copy 
protection processing which straddles 1394 buses and the wireless section. It has the 
copy protection control / forward section 210 to which it acts as the forward of the 
information exchanged transparent, and the wireless node control packet transceiver 
section 211 which transmit and receive the control packet exchanged in the wireless 
section. 

[0053] Next, an example of the internal structure of the wireless node 103 is shown in 
drawing 4 . 

[0054] There is not necessarily no need that the so-called IEEE 1394 protocols (a 
physical-layer protocol, link layer protocol, etc.) are working in the wireless section, and 
although IEEE802.il, wireless LAN, etc. assume using the wireless protocol of 
arbitration, especially with this operation gestalt, it assumes that it is a wireless 
network with the so-called QOS function (synchronous transmission function). However, 
this operation gestalt will not be restricted if a wireless section part is asked for a QOS 
function. 

[0055] In order that the wireless node 103 which is not the so-called IEEE 1394 node 
may communicate with the node (this operation gestalt transmitting node 101) 
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connected with the IEEE 1394 bus, the junction node 102 has emulated the node and 
function (subunit) on an IEEE 1394 bus as mentioned above. That is, it sees from the 
wireless node 103 and the junction node 102 serves as a node by the side of the so-called 
IEEE 1394 bus, and a substitute server of a function. Although the wireless node 103 
communicates by considering these (the node and function by the side of IEEE 1394) to 
be the functions of the junction node 102, it changes in fact by the protocol conversion 
which needs the junction node 102, and data putting. 

[0056] As shown in drawing 4 , this wireless node 103 has the code decryption section 
305 which decrypts this using the contents key K to which the wireless interface 301, 
the wireless node control packet transceiver section 302, the copy protection processing 
section 303, the wireless ISO signal sender and receiver 304, and the enciphered 
streams (MPEG image etc.) that received are passed from the copy protection 
processing section 303, the MPEG decoding section 306, and the display section 307 
which displays an image. 

[0057] As the copy protection processing section 303 of the wireless node 103 is 
mentioned later, it has the authentication format Bcert and the issue engine of the 
authentication is the same issue engine as the issue engine of the authentication format 
Acert of the transmitting node 101 (image sending-out subunit). 

[0058] Next, the sequence of the whole MPEG image after performing actual copy 
protection is explained, referring to drawing 5 / drawing 6 (the whole example of a 
sequence), drawing 7 / drawing 8 (example of a flow chart of the transmitting node 101), 
drawing 9 / drawing 10 / drawing 11 (example of a flow chart of the junction node 102), 
and drawing 12 / drawing 13 (example of a flow chart of the wireless node 103). 
[0059] First, the wireless node 103 notifies its configuration information to the junction 
node 102 (step S501). This notice prepares IEEE 12 12 register in a wireless node, and 
may be performed in the form where its configuration information is described here. 
Configuration information is a it's (wireless node's) having MPEG decoding / display 
function, having the authentication format for authentication and key exchange, etc. 
Here, this authentication format may notify to coincidence that it is the format which 
the specific copy protection engine defined, or may notify the purport which is the 
authentication format for the copy protection for IEEE 1394 to coincidence. 
[0060] Here, authentication is explained briefly. 

[0061] When transmitting the contents (data) which should take copyrights, such as a 
movie and a TV program, into consideration for a network top, those contents should 
protect in the code. When intercepted on a network during these data transfers, it is 
because an illegal copy becomes possible. As a cure to this, the data encryption to 
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transmit is effective. 

[0062] Next, becoming a problem is the problem "whether there is any risk of having 
sent data to the doubtful thing." Even if it enciphered and sent data, when the node (it 
has the key which solves a code) of the sent point has malice even if, data should not be 
sent in a too decipherable form (when it is thought that you will copy illegally). The cure 
to this is authentication. That is, before passing the key which solves this code to a 
receiving side, a receiving side is the structure which takes the check of being what does 
not commit injustice (the key which solves a code is passed only to the receiving-side 
node which was able to take the check). 

[0063] Specifically, the certificate authority gives the data called "an authentication 
format" beforehand to both the node of a transmitting side, and the node of a receiving 
side to the node (or subunit) recognized as "This node (or subunit) does not work 
unjustly." that node (or subunit) can trust having this "authentication format" in the 
right form ** (injustice is not committed) " it can think. Then, in advance of the 
above-mentioned data transfer, an authentication format is exchanged between 
transceiver nodes (or subunit), when an authentication format is able to be checked in a 
right form, it restricts, and the key (or data which become the origin for generating a 
key) for solving a code is notified, and how to transmit a network top for the data 
enciphered with the key is taken. 

[0064] Now, such an authentication format is beforehand given to the wireless node 103 
by the certificate authority, and it has "the right which receives / reproduces encryption 
data in a just form." Here, the authentication format which the wireless node 103 has is 
set to "Bcert." 

[0065] In case the wireless node 103 notifies its configuration information at step S501 
of drawing 5 , he may add having the authentication format to this configuration 
information (step S80l). For example, like drawing 14 , this wireless node 103 has 
MPEG decoding / display function in configuration information, and this function's 
having an authentication format further and its authentication format have what which 
issue engine published, and the information on **. 

[0066] In addition, if it considers as the approach the junction node 102 recognizes the 
configuration of the wireless node 103, the approach transmit the packet which the 
junction node 102 asks that a configuration is to the wireless node 103, and the wireless 
node 103 replies to this etc. is possible. 

[0067] Now, the junction node 102 which received this configuration information checks 
that the wireless node 103 has an authentication format or having MPEG decoding / 
display function (step S70l). 
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[0068] The junction node 102 advertises this MPEG decoding / display function to an 
IEEE 1394 bus side as a subunit of junction node 102 self, in order that the wireless 
node 103 may tell having MPEG decoding / display function to the node by the side of an 
IEEE 1394 bus (step S502). The purport "he has MPEG decoding / display function" in 
IEEE 12 12 register is indicated, or when an AV/C protocol receives an inquiry of a 
subunit configuration, specifically, a response is returned in the form where he has 
MPEG decoding / display subunit (the node connected to IEEE 1394 will recognize it as 
this function existing in the junction node 102 by this). 

[0069] Therefore, the junction node 102 has the substitute table 208 in the substitute 
subunit configuration section 207. The substitute table 208 is a table which matching 
with the form which the junction node 102 is advertising in the substitute, and its 
stereo is describing like drawing 15 / drawing 16 . 

[0070] Here, the substitute advertisement of the MPEG decoding / display function of 
the wireless node 103 is carried out as an own subunit of a junction node like drawing 
15 (steps S702 and S703). 

[0071] For this reason, the structure of the junction node 102 seen from the 
transmitting node 101 will look like drawing 17 (step S601). 

[0072] Although the above was explanation about an IEEE 1394 bus side, the same 
relation as this is realized also at the wireless section. That is, the junction node 102 
investigates the device by the side of an IEEE 1394 bus, service, a subunit configuration, 
etc., and is offering these substitute services to the wireless section side. Therefore, a 
setup like drawing 16 is made and the structure of the junction node 102 seen firom the 
wireless node looks like drawing 18 . 

[0073] Now, the transmitting node 101 recognized that MPEG decoding / display 
subunit is in the junction node 102 For the purpose of transmitting an MPEG image to 
this subunit a 1394 bus top - synchronous channel #x - being established - an AV/C 
protocol - "-- with this synchronous channel #x (plug to receive (for example, plug in 
AV/C specified by 1394TAs)) MPEG decoding / display subunit is connected and the 
instruction with display an image" is issued (steps S503 and S602). Since the 
transmitting node 101 is interpreting it as that to which this subunit hits the junction 
node 101, the transmission place of an instruction is the junction node 102. 
[0074] The junction node 102 which received this (step S704) interprets the instruction 
packet which received, recognizes that that instruction is an instruction to MPEG 
decoding / display subunit to which oneself is offering substitute service, and recognizes 
that the stereo of this instruction place is in the wireless node 103 with reference to the 
substitute table 208 (step S705). 
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[0075] Therefore, the data received through synchronous channel #x of an IEEE 1394 
bus The synchronous channel (#y) of the wireless section is secured that it should act to 
a wireless node side as a forward (step S706). Furthermore, the ISO signal sender and 
receiver 204 (synchronous channel #x are received) and the wireless ISO signal sender 
and receiver 205 (synchronous channel #y is transmitted) are connected. It can be made 
to carry out at the wireless section the forward of the input data (ISO data) inputted 
from 1394 interfaces 201 (steps S504 and S707). 

[0076] Furthermore, the instruction with "since data are transmitted through wireless 
synchronous channel #y, receive this, input into an MPEG decoder and display the 
result on a display" is transmitted in the form of a wireless node control packet to the 
wireless node 103 (steps S505 and S708). 

[0077] An example of this wireless node control packet is shown in drawing 19 . 
[0078] As shown in drawing 19 , they are the contents to which it urges transmitting 
and displaying the data (MPEG image) transmitted to the wireless node 103 through 
wireless synchronous channel #y on MPEG decoding / display function. Moreover, the 
information about the subunit (the image transmitting function of the junction node 
102; in fact, if it has that function in the substitute of the transmitting node 101, it will 
advertise) which transmits this data (MPEG image) into this is also notified collectively. 
[0079] The wireless node 103 which received this recognizes that data are sent through 
wireless synchronous channel #y (step S802). The wireless node 103 recognizes it as the 
transmitting origin of this data being the image transmitting subunit of the junction 
node 102 (as mentioned above, actual data transmitting origin is the transmitting node 
101). For this reason, the information "the transmitting origin of the data transmitted 
through this wireless synchronous channel is the image transmitting subunit of the 
junction node 102" may be included in this wireless node control packet. 
[0080] Then, the transmitting node 101 lets synchronous channel #x pass, and 
transmits the enciphered MPEG image (steps S603 and S506). The junction node 102 
which received this acts as the forward of this at the wireless section, as set up 
previously (steps S709 and S507). 

[0081] Although the junction node 102 can recognize that this is encryption data when it 
receives the MPEG image enciphered at step S506, it recognizes as it being necessary to 
transmit to a wireless network side, and acts as the forward of this as it is. The purport 
which needs the procedure of authentication and key exchange may be memorized later. 
[0082] Thus, the enciphered MPEG image reaches the wireless node 103 (step S803). 
The node ID of the junction node 102 may be contained in this MPEG image as a source 
address. For this reason, although it can recognize the wireless node 103 that this 
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MPEG image reaches from the junction node 102, since the wireless node 103 does not 
have the key K for solving this code at this time (or it does not have data which become 
the origin for generating that key), it cannot solve a code in this condition and cannot 
take out an MPEG image. Here, it recognizes that authentication procedure is as 
required for the wireless node 103 as the transmitting origin of an MPEG image. 
[0083] Then, the wireless node 103 (copy protection processing section 303) transmits 
an authentication demand to the transmitting origin of encryption data. As stated 
previously, the transmitting origin of the above-mentioned encryption data is recognized 
to be the junction node 102 (an inner subunit classification = image transmitting 
subunit and subunit of subunit ID=b (referred to as b= 0)) by the wireless node 103. 
[0084] Moreover, like S521 of drawing 5 , in "wireless node, subunit classification 
=MPEG decoding / display subunit has received wireless synchronous channel #y to the 
junction node 102, and it is the subunit of subunit ID=c (referred to as c= 0). Which 
subunit has transmitted encryption data to wireless synchronous channel #y? An 
inquiry of the implications " may be transmitted. On the other hand, the junction node 
102 returns answerback with "subunit ID=0 of an image transmitting subunit has 
transmitted to wireless synchronous channel #y" (steps S522, S731, and S831). Thereby, 
the wireless node 103 can recognize that the point which attests is the image 
transmitting subunit of a junction node. 

[0085] Thus, the destination of an authentication demand is recognized and an 
authentication demand is transmitted to the junction node 102 (subunit ID=0 of an 
inner image transmitting subunit). As the method of this transmission, it may be good 
also considering the destination of an authentication demand packet as "an image 
transmitting subunit (subunit ID=0) of a junction node", the information of "an image 
transmitting subunit (subunit ID=0) n may be put into the location of the arbitration of 
an authentication demand packet, and you may indicate that it says that an 
authentication demand place is an image transmitting subunit (subunit ID=0) clearly. 
In the case of the former, it means that the procedure of authentication and key 
exchange is included in each subunit of a junction node. In the case of the latter, it 
means that the processing section of specification with a junction node bundles up, and 
performs authentication and key exchange of each subunit. 

[0086] The authentication format Bcert of the wireless node 103 is given to an 
authentication demand in that case (steps S804 and S508). Bcert may be an 
authentication format of MPEG decoding / display subunit of the wireless node 103. In 
addition, the copy protection processing section may prepare an authentication format 
for every subunit (every subunit classification) and every subunit ID. 
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[0087] The junction node which received the authentication demand (step S710) 
recognizes that the demand place of this authentication demand is the transmitting 
node 101 (subunit ID=a of an image transmitting subunit (referred to as a= 0)) in fact 
with reference to the substitute table 208. 

[0088] It is subunit ID=0 of MPEG decoding / display subunit that the junction node 102 
has received synchronous channel #x in "junction node to the transmitting node 101. 
Which subunit of a transmitting node has transmitted encryption data to synchronous 
channel #x? An inquiry of the implications " may be transmitted (steps S523, S631, and 
S732). On the other hand, the transmitting node 101 returns answerback with "subunit 
ID=0 of an image transmitting subunit has transmitted to synchronous channel #x" 
(steps S524, S631, and S732). 

[0089] Thus, if the partner of an authentication demand is recognized, it will act as the 
forward of the authentication demand which received at step S508 to the transmitting 
node 101, without changing contents (leaving Bcert etc. as it is) (steps S509 and S711). 
That is, a junction node can transmit a destination address, the authentication format 
of those other than the subunit which is the destination of an authentication demand, 
etc. transparent. 

[0090] In the case of a transfer of an authentication demand, as explained previously, it 
may be good also considering the destination of an authentication demand packet as an 
image transmitting subunit (subunit ID=0), and the information which specifies the 
subunit concerned may be put into the location of the arbitration of an authentication 
demand packet, and you may indicate that it says that an authentication demand place 
is the subunit concerned clearly. 

[0091] This authentication demand will reach the transmitting node 101 in a form as it 
is by acting as a forward, without changing the contents of the authentication demand 
here. After all between the transmitting node 101 and the wireless node 103 It is 
possible to perform the above procedure, without an actual authentication procedure's 
progressing, beginning the junction node 102 moreover, and information, such as a 
value of the key which becomes clear as a result of the authentication, being known by 
other nodes. 

[0092] The transmitting node 101 which received the authentication demand is 
interpreted as it being the authentication demand to which this has been sent from 
MPEG decoding / display subunit of the junction node 102 (step S604). Then, ID (Bdid) 
which can specify MPEG decoding / display subunit of the wireless node 103 tends to be 
extracted from Bcert (step S605), and it is going to give the same authentication 
demand to the transmitting origin of an authentication demand with this too. However, 
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the transmitting node 101 is not that Bcert is an authentication format of the wireless 
node 103 conscious, and if it is an authentication format of the junction node 102 
(MPEG decoding / display subunit) rather, it is conscious. 

[0093] The authentication formats Acert and Bdid of the transmitting node 101 (image 
sending-out subunit) are included in this authentication demand. Here, since the 
transmitting node 101 is interpreting the transmitting origin of this authentication 
demand (step S509) as it being the junction node 102 (MPEG decoding / display subunit), 
the transmission place of this authentication demand serves as the junction node 102 
too (steps S606 and S510). 

[0094] With reference to the substitute table 208, the junction node 102 which received 
this (step S712) recognizes that the original demand place of this authentication 
procedure is the wireless node 103 (MPEG decoding / display function), and acts as the 
forward of this authentication procedure demand to the wireless node 103, without 
changing contents (leaving Acert etc. as it is) (steps S511 and S713). The transmitting 
origin of this authentication demand is the junction node 102. 

[0095] The wireless node 103 which received this is interpreted as it being the 
authentication demand to which this has been sent from the image transmitting 
subunit of the junction node 102 (step S805). Then, ID (Adid) which can specify the 
image subunit of the transmitting node 10 1 tends to be extracted from Acert, and it is 
going to perform the remaining procedure required for exchange of an authentication 
key to the transmitting origin of an authentication demand. In addition, also in this 
case, the wireless node 103 is not that Acert is an authentication format of the 
transmitting node 101 conscious, and is that it is an authentication format of the 
junction node 102 (image transmitting subunit) rather conscious. 

[0096] As a remaining procedure required for exchange of this authentication key, the 
wireless node 103 transmits authentication and a key exchange procedure packet to the 
transmitting origin (node which the wireless node is interpreting) of an authentication 
demand (step S512). The device ID (Adid) of key exchange initial value, a signature, and 
the transmitting node (image transmitting subunit) contained in Acert etc. is contained 
in this authentication and key exchange procedure packet (step S806). Here, since the 
wireless node 103 is interpreting the transmitting origin of this authentication demand 
(step S511) as it being the junction node 102 (image transmitting subunit), the 
transmission place of this authentication demand serves as the junction node 102 too. 
[0097] With reference to the substitute table 208, the junction node 102 which received 
this recognizes that the original demand place of this authentication procedure is the 
transmitting node 101 (image transmitting subunit), and acts as the forward of this 
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authentication procedure packet to the transmitting node 101, without changing 
contents (steps S513 and S714). The transmitting origin of this packet is the junction 
node 102. 

[0098] The same procedure as this is performed also to the direction of the transmitting 
node 101 -> junction node 102 -> wireless node 103 (steps S514, S515, S609, S715, and 
S807). 

[0099] The transmitting node 101 and the wireless node 103 which received this 
authentication procedure packet perform the check of Tampa of whether the packet 
which received is altered, respectively, the check of whether the authentication format 
sent by the partner is a right thing, etc., and draw the common authentication key 
Kauth using the given value. This common authentication key Kauth is a key which it 
has in common between a transmitting node (image transmitting subunit) and a 
wireless node (MPEG decoding / display function), and it comes to be able to perform 
sharing this key Kauth, without being known by others other than these both (the 
transmitting node 101, wireless node 103) at this time (step S607, steps S608 and S808). 
[0100] It comes to be able to perform count of the contents key K which actually 
enciphers an MPEG stream using this authentication key Kauth. Although a concrete 
procedure is skipped here, you may come to be able to perform count of the contents key 
K by sending an exchange key and seed's (seed) value to the wireless node 102 
separately like the copy protection method (5C methods) of IEEE 1394 from the 
transmitting node 101 (steps S518 and S519). 

[0101] Now, it does in this way and the value of the contents key K can be shared now 
between the transmitting node 101 (image transmitting subunit) and the wireless node 
103 (MPEG decoding / display function). 

[0102] Here, the transmitting node 101 enciphers the MPEG image to transmit in the 
encryption section 405 using the contents key K (step S610), and transmits this to the 
junction node 102 (MPEG decoding / display subunit) through synchronous channel #x 
of 1394 buses (steps S516 and S611). 

[0103] The junction node 102 lets the wireless ISO signal sender and receiver 205 pass 
from the ISO signal sender and receiver 204, and transmits the enciphered MPEG 
image which is sent through synchronous channel #x from the transmitting node 101 to 
wireless synchronous channel #y (steps S517 and S716). 

[0104] The wireless node 103 which received this decrypts the value of an MPEG image 
using the value of Key K (step S809, step S810). The decrypted MPEG data are 
decrypted in the MPEG decoding section 306 (step S811), and indicate this by playback 
in the display section 307 (step S812). 
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[0105] Thus, also in the environment of interconnect where a substitute node exists 
between 1394 buses and a wireless network, the nodes (at this operation gestalt, they 
are the transmitting node 101 and the wireless node 103) of - end can perform 
authentication procedure and key exchange procedure, and it has become the structure 
in which other nodes including the junction node 102 cannot know the contents further. 
Moreover, the required data transfer of contents protection, such as an actual MPEG 
image, is also enciphered in all the paths as it cannot copy, and safe data transfer is 
possible. It becomes possible to perform data transfer which took copy protection into 
consideration also in the environment of such interconnect by this. 

[0106] In addition, although the above operation gestalt has performed authentication 
procedure, exchange procedure of a cryptographic key, etc. per subunit of a node, it can 
also perform this per wireless node. In addition, what is necessary is just to apply this, 
for example, since the 2nd following operation gestalt explains the example performed 
per node. 

[0107] Moreover, although procedure for authentication and key exchange has been 
performed after reception of encryption data, of course, the above operation gestalt is 
available, even if it performs this procedure in advance of encryption data reception. For 
example, this procedure may be performed at the time of starting of equipment and 
applicable application. 

[0108] (2nd operation gestalt) Next, the 2nd operation gestalt is explained. 
[0109] With the 1st operation gestalt, the transmitting node and the wireless node have 
performed authentication procedure and key exchange procedure directly and mutually. 
That is, directly, the transmitting node (image subunit) and the wireless node (MPEG 
decoding / display function) attested each other, performed exchange procedure of a 
cryptographic key, and have exchanged encryption data. Under the present 
circumstances, although the junction node achieved the redundancy of MPEG decoding / 
display function of a wireless node to the transmitting node and came the redundancy of 
the image transmitting subunit of a transmitting node sure enough to the wireless node, 
it was a form carried out to a function about the above-mentioned authentication 
procedure and the part of an exchange of encryption data in the subunit which was 
acting for the mere forward of these data. 

[0110] On the other hand, the 2nd operation gestalt shows the example in the case of 
carrying out termination of the exchange, a series of copy protection procedure, i.e., 
authentication procedure, of encryption data in a junction node. That is, each copy 
protection procedure is closed between a transmitting node and a junction node and 
between the junction node and the wireless node. That is, also in this operation gestalt, 
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a junction node is an example in the case of carrying out termination of the 
responsibility about an MPEG data encryption transfer of the wireless section while the 
junction node itself has an authentication format and the junction node itself carries out 
termination of the responsibility about an MPEG data encryption transfer of the 1394 
bus sections about copy protection, although substitute service is offered to a 
transmitting node or a wireless node. 

[0111] An example of the whole configuration of the home network of a certain home is 
shown in drawing 20 . This whole configuration is the same as that of the 1st operation 
gestalt fundamentally. 

[0112] An example of the internal structure of the transmitting node 2101 is shown in 
drawing 2 1 . The same is fundamentally [ as the 1st operation gestalt ] said of this. 
[0113] Next, an example of the internal structure of the junction node 2102 is shown in 
drawing 22 . 

[0114] Like the 1st operation gestalt, the junction node 2102 serves as a substitute 
server of a wireless node to the node by the side of an IEEE 1394 bus, serves as a 
substitute server of the node by the side of an IEEE 1394 bus (this operation gestalt 
transmitting node 2101) to the node by the side of the function to offer the function of a 
wireless node in a substitute, and the wireless section, and has the function offer the 
function of the node by the side of an IEEE1394 bus in a substitute. 
[0115] Although it has the function which acts to a wireless section side as the forward 
of the data (MPEG image data) received from the IEEE 1394 bus side, moreover, the 
point which is different from the 1st operation gestalt The procedure about copy 
protection authentication data, encryption, etc. about both the IEEE 1394 bus section 
and the wireless section Termination is carried out in this junction node 2102. About an 
IEEE 1394 bus side, the authentication format Bcert in the IEEE 1394 copy protection 
processing section 2208 About a wireless section side, it has the authentication format 
Ccert in the wireless section copy protection processing section 2212, respectively. About 
the encryption data inputted from the synchronous channel of 1394 buses It is the point 
which steps on the process of transmission for the MPEG image decrypted [ which were 
decrypted and was code -decrypted ] in the receiving > code decryption section 2204 in 
the ISO signal receive section 2203 on a wireless synchronizing signal in the encryption 
section 2205 in the re-encryption ■> wireless ISO signal sender and receiver 2206. 
[0116] These authentication formats may also be at a time as one for every IEEE 1394 
interface and every wireless section interface, and you may have them one [ at a time ] 
for every (every sub unit classification) subunit (also including a substitute). 
[0117] Although it assumes that Acert and Bcert are the authentication formats which 
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the same certificate authority (for example, certificate authority which takes charge of 
the copy protection of IEEE 1394) published here, you may be the authentication format 
which another certificate authority which this certificate authority may similarly 
publish about an authentication format (Ccert and Dcert which are mentioned later) of 
the wireless section mentioned later, and takes charge of the wireless section publishes. 
[0118] Next, an example of the internal structure of the wireless node 2103 is shown in 
drawing 23 . It is the same as that of the wireless node of the 1st operation gestalt 
fundamentally except the copy protection processing section 2303 having the 
authentication format Dcert for the wireless sections. 

[0119] Next, the sequence of the whole MPEG image after performing actual copy 
protection is explained, referring to drawing 24 / drawing 25 (the whole example of a 
sequence), drawing 26 / drawing 27 (example of a flow chart of the transmitting node 
2101), drawing 28 / drawing 29 / drawing 30 / drawing 31 (example of a flow chart of the 
junction node 2102), and drawing 32 / drawing 33 (example of a flow chart of the 
wireless node 2103). 

[0120] First, the wireless node 2103 notifies its configuration information to the 
junction node 2102 (step S2501). having [ a one (wireless node) ]-with configuration 
information-MPEG decoding / display function ****** it is things, having the 
authentication format for authentication, etc. (refer to drawing 14 ). Here, the 
authentication format for authentication may notify the purport which is the 
authentication format for the wireless sections (step S2801). 

[0121] The junction node 2102 which received this checks that the wireless node 2101 
has an authentication format or having MPEG decoding / display function (step S2701). 
The junction node 2102 advertises this MPEG decoding / display function to an 
IEEE 1394 bus side as a subunit of junction node 2102 self like the 1st operation gestalt 
using IEEE1212 register, an AV/C protocol, etc. (step S2502). 

[0122] Therefore, the junction node 2102 has the substitute table 2214 in the substitute 
subunit configuration section 2210. This substitute table 2214 is the same as that of the 
1st operation gestalt fundamentally, and is a table which matching with the form which 
the junction node 2102 is advertising in the substitute, and its stereo is describing like 
drawing 34 / drawing 35 . 

[0123] Here, the substitute advertisement of the MPEG decoding / display function of 
the wireless node 2103 is carried out as an own subunit of a junction node like drawing 
34 (steps S2702 and S2703). 

[0124] For this reason, the structure of the junction node 2102 seen from the 
transmitting node 2101 will look like drawing 36 (step S2601). 
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[0125] Although the above was explanation about an IEEE 1394 bus side, the same 
relation as this is realized like the 1st operation gestalt also at the wireless section. 
That is, the junction node 2102 investigates the device by the side of an IEEE 1394 bus, 
service, a subunit configuration, etc., and is offering these substitute services to the 
wireless section side. Therefore, a setup like drawing 35 is made and the structure of 
the junction node 2102 seen from the wireless node looks like drawing 37 . 
[0126] Now, the transmitting node 2101 recognized that MPEG decoding / display 
subunit is in the junction node 2 102 a purpose [ transmit / to this subunit / an MPEG 
image ] - a 1394 bus top - synchronous channel #x - being established - an AV/C 
protocol - with this synchronous channel #x (plug to receive) MPEG decoding / 
display subunit is connected and the instruction with display an image" is issued (steps 
S2503 and S2602). Since the transmitting node 2101 is interpreting it as what has this 
subunit in the junction node 2102, the transmission place of an instruction is the 
junction node 2102. 

[0127] The junction node 2102 which received this (step S2704) interprets the 
instruction packet which received, recognizes that that instruction is an instruction to 
MPEG decoding / display subunit to which oneself is offering substitute service, and 
recognizes that the stereo of this instruction place is in the wireless node 2103 with 
reference to the substitute table 2210 (step S2705). 

[0128] Here, the wireless section of drawing 20 is the wireless LAN corresponding to 
QOS, and if the procedure defined beforehand is completed, it will presuppose that 
there is no quality degradation of packet abandonment, delay, etc., and it is possible to 
transmit transfer data to a transmission place. On this wireless LAN, data are 
transmitted like drawing 38 with a wireless frame with the same format as an Ethernet 
frame, i.e., a format like "the transmitting agency address, a destination address, and 
data." 

[0129] Now, a QOS setup of the wireless section is performed that it should act to a 
wireless node side as the forward of the data received through synchronous channel #x 
of an IEEE 1394 bus. Furthermore, the ISO signal sender and receiver 2203 
(synchronous channel #x are received) and the wireless ISO signal sender and receiver 
2206 (it transmits with the wireless frame which offers a QOS guarantee) are connected 
like the dotted line of drawing 22 (since a decryption of a code cannot be performed yet), 
and it is made to carry out at the wireless section the forward of the ISO input data 
inputted from 1394 interfaces 2201 as it is (steps S2504, S2706, and S2707). 
[0130] Furthermore, the instruction with "since it lets the above-mentioned wireless 
frame pass and data are transmitted, receive this and display the result on a display" is 



29 



2000-174797 



transmitted in the form of a wireless node control packet to the wireless node 2103 
(steps S2505, S2708, and S2802). An IEEE1394AV/C protocol or IEC61883 protocol, and 
the thing that transformed these may be used for this control protocol, the data 
transmitted with this operation gestalt although there is no concept of a synchronous 
channel on wireless LAN so that it may mention later - the source - ID (SID) - a field 
is prepared, the QOS data which have transmitted QOS data to the wireless section and 
which have been transmitted for every node can be uniquely distinguished now, and this 
value of SID can be used for distinction of data flow like the synchronous channel of 
IEEE 1394. An example of a wireless node control packet is shown in drawing 39 . The 
transmitting origin of a packet is the junction node 2102. 

[0131] the wireless node 2103 which received this alpha - it recognizes that SID is 
given and the QOS transfer of the data is carried out. 

[0132] Then, the transmitting node 2101 lets synchronous channel #x pass, and 
transmits the enciphered MPEG image (steps S2506 and S2603). A contents key is set to 
Kl. This cryptographic key is drawn as the exchange key mentioned later or seed's 
function. 

[0133] Moreover, the "transmitting node ID" which identifies a transmitting node 
besides a synchronous channel number may be contained in the frame which transmits 
this enciphered MPEG image. 

[0134] While the junction node 2102 which received this recognizes that data are 
enciphered For example, with reference to the "transmitting node ID" contained in 
received data, recognize that the transmitting node 2101 has transmitted this data 
(step S2709), and the transmitting node 2101 is received. In order to confirm "You let 
synchronous channel #x pass. Whether the subunit of transmitting node 2101 throat 
has sent out this data", the inquiry of an authentication place is performed (steps S2507 
and S2710). Under the present circumstances, the synchronous channel number (#x) to 
which data are transmitted is indicated, and while the transmitting node 2101 enables 
it to specify the subunit which has transmitted data, the subunit (in the case of this 
operation gestalt subunit ID= of MPEG decoding / display subunit of the junction node 
2102 0) of the self which receives this data is also notified. This has the role which 
notifies the authentication place seen from the transmitting node 2101. 
[0135] In addition, this authentication place inquiry packet and the authentication 
place response packet mentioned later indicate the data hashed and enciphered as 
electronic signature with the private key of a certificate authority, and may enable it to 
check that there is no alteration etc. 

[0136] Now, the transmitting node 2101 which received the authentication place inquiry 
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(step S2604) While the subunit which has received the data transmitted to synchronous 
channel #x recognizes that it is MPEG decoding / display subunit of the junction node 
2102 oneself - this - the subunit which has transmitted to synchronous channel #x 
notifies that it is an image transmitting subunit (subunit ID=0) to the junction node 
2102 as an authentication place response packet (steps S2508 and S2605). 
[0137] Thereby, the junction node 2102 can recognize that the subunit which has 
transmitted data to synchronous channel #x is an image transmitting subunit (subunit 
ID=0) of the transmitting node 2101 (step S2711). 

[0138] The junction node 2102 (redundancy of MPEG decoding / display subunit) the 
subunit which has transmitted data to synchronous channel #x has recognized it to be 
that it is the image transmitting subunit of the transmitting node 2101 performs an 
authentication demand to the image transmitting subunit of the transmitting node 
2101 continuously. An authentication format (Bcert) of MPEG decoding / display 
subunit of a junction node or a junction node is transmitted to this authentication 
demand both (steps S2509, S2606, S2607, and S2712). Like the 1st operation gestalt, 
exchange of this authentication demand and an authentication format is performed, 
even if it turns to the junction node 2102 (MPEG decoding / display subunit) from the 
transmitting node 2101 (image transmitting subunit) (steps S2510, S2608, S2713, and 
S2714). Thus, if the subunits with which the communication link of the same 
equipments is also communicating differ, also in the 2nd operation gestalt, the 
information about a subunit will also be exchanged for authentication and key exchange, 
because it can be made to perform use of a different key. 

[0139] Both the nodes that authentication completed to each other perform 
authentication and key exchange procedure like the 1st operation gestalt (steps S25111, 
S25112, S2609, and S2715), and share the authentication key KauthL Using this 
authentication key, the transmitting node 2101 can perform a transfer of an exchange 
key and seed to the junction node 2102 (steps S2512, S2610, and S2716), and can know 
now the value of the contents key Kl by the junction node 2102 after all (step S2717). 
[0140] Henceforth, the MPEG image (synchronous channel #x course) (steps S2513, 
S2611, and S2612) enciphered with the contents key Kl transmitted It is decrypted by 
the junction node 2102 (steps S2514 and S2718). Furthermore, it is re-enciphered with 
the contents key k2 independently prepared in the wireless sections (steps S2515, 
S2516, and S2719), and is transmitted to the wireless node 2103 in the form where a 
wireless section top is guaranteed to QOS (steps S2517, S2720, and S2803). An MPEG 
image passes along pass called the ISO signal sender and receiver 2203, the code 
decryption section 2204, the encryption section 2205, and the wireless ISO signal sender 
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and receiver 2206 at this time. 

[0141] as stated previously, in order to be able to perform distinction of the data which 
the junction node 2102 has transmitted to the wireless section side at this time the 
source - ID - a meaning value may be given and sent out by the junction node 2102. 
Here, this meaning value is set to alpha. That is, the data which the value of alpha 
attached are data (what decrypted with the contents key Kl and was re-enciphered with 
the contents key K2) received from synchronous channel #x of IEEE 1394. The junction 
node 2102 recognizes that the data which attached SID of alpha and have been sent out 
at the wireless section are data transmitted from the redundancy of the image 
transmitting subunit by the side of the own wireless section. 

[0142] Actuation of the wireless node 2103 which received this is the same as actuation 
of the junction node 2102 which received the encryption data explained previously 
fundamentally. Namely, while recognizing that data are enciphered, the "transmitting 
agency address" included, for example in received data is referred to. the junction node 
2102 has transmitted this data - recognizing - the junction node 2102 receiving - 
"alpha " having given the value and having sent out this data In order to confirm 
whether it is the subunit of junction node 2102 throat", the inquiry of an authentication 
place is performed to a junction node (steps S2518 and S2804). 

[0143] Under the present circumstances, the value (alpha) of SID to which data are 
transmitted is indicated, and while the junction node 2102 enables it to specify the 
subunit which has transmitted data, the subunit (in the case of this operation gestalt 
subunit ID= of MPEG decoding / display subunit of the wireless node 2103 0) of the 
receiving side which receives this data is also notified. This has the role which notifies 
the authentication place seen from the junction node 2102. 

[0144] The junction node 2102 which received the authentication place inquiry (step 
S2721) While the subunit which has received the data transmitted to SID=alpha 
recognizes that it is MPEG decoding / display subunit (subunit ID=0) of the wireless 
node 2103 The subunit which oneself gave SID=alpha and has transmitted notifies that 
it is an image transmitting subunit to the wireless node 2103 as an authentication place 
response packet (steps S2519, S2722, and S2805). 

[0145] Thereby, the subunit which the wireless node 2103 gave SID=alpha and has 
transmitted data can recognize that it is the image transmitting subunit of the junction 
node 2102. 

[0146] The wireless node 2103 (MPEG decoding / display subunit) the subunit which 
gave SID=alpha and has transmitted data has recognized it to be that it is the image 
transmitting subunit of the junction node 2102 performs an authentication demand to 
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the image transmitting subunit of the junction node 2102 continuously (steps S2520, 
S2723, S2724, and S2806). An authentication format (Dcert) of a wireless node (or 
MPEG decoding / display subunit of a wireless node) is transmitted to this 
authentication demand both. Exchange of this authentication demand and an 
authentication format is performed even if it turns to the wireless node 2103 (MPEG 
decoding / display subunit) from the junction node 2102 (image transmitting subunit) 
(steps S2521, S2725, and S2807). 

[0147] Both the nodes that authentication completed to each other perform 
authentication and key exchange procedure continuously (steps S2522, S2523, S2726, 
and S2808), and share the authentication key Kauth2. Using this authentication key, 
the junction node 2102 performs a transfer of an exchange key and seed to the wireless 
node 2103 (steps S2524, S2727, and S2809), after all, is the wireless node 2103 and can 
know now the value of the contents key K2 (step S2810). 

[0148] In addition, it is also possible for reverse sequence to be sufficient and to perform 
both in parallel at old explanation, although the form performed one by one explained 
the authentication and key exchange between a transmitting node and a junction node, 
and the authentication and key exchange between a junction node and a wireless node. 
[0149] Henceforth, the MPEG image (step S2525) enciphered with the contents key Kl 
transmitted In the form where it is decrypted by the junction node 2102 (step S2526), 
and is re-enciphered with the contents key K2 further prepared for the wireless sections 
independently (steps S2527, S2528, and S2728), and a wireless section top is 
guaranteed to QOS It is transmitted to the wireless node 2103 in the form of a wireless 
frame where SID=alpha was given (steps S2529 and S2729). 

[0150] Shortly, since the wireless node 2103 can calculate the contents key K2 using the 
exchange key which came to hand previously, and seed's value, it is possible to decrypt 
this (steps S2530 and S2811), and this is reproduced in the display section 2307 (step 
S2812). 

[0151] Also in an IEEE1394 bus, that of a wireless network, and the environment of 
interconnect where a substitute node exists in between, the junction node which offers 
redundancy, a transmitting node, and a junction node and a receiving node thus, in each 
section By performing authentication procedure and key exchange procedure, it is 
enciphered in all the paths that it cannot copy, the required data transfer of contents 
protection, such as an actual MPEG image, can be performed, and safe data transfer is 
possible. The data transfer which took copy protection into consideration also in the 
environment of such interconnect by this becomes possible. 

[0152] On the part and concrete target with which "the raw MPEG data" of the junction 
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node 2102 flows, of course, between the code decryption section 2204 and the encryption 
section 2205 Since risk of data being copied can be considered, if the device (for example, 
the code decryption section and the encryption section are set to LSI of one) not to make 
a data copy in this part is made Since it becomes impossible substantially for a probe to 
be applied between them and to intercept data (illegal copy), it is useful to perform such 
a cure. 

[0153] (3rd operation gestalt) Next, the 3rd operation gestalt is explained. 
[0154] It is an operation gestalt when the AV equipment control software equivalent to 
the high order layer of AV/C represented with the 3rd operation gestalt by HAVI 
specification (Specification of the Home Audio/Vidio Interoperability (HAVI) 
Architecture) etc. on IEEE 1394 is working. 

[0155] An example of the whole configuration of the home network of a certain home is 
shown in drawing 40 . This whole configuration is the same as that of the 1st operation 
gestalt fundamentally. 

[0156] An example of the internal structure of the transmitting node 4101 is shown in 
drawing 41 . Although this is the same as that of the case of the 1st operation gestalt 
almost, additional description is carried out for emphasis of IEEE 12 12 register 4407. 
Information, such as the attribute of the transmitting node 4101, for example, 
"Arrangement URL and the control icon of the information which shows the product of 
what kind of genres, such as the information which shows of which vendor it is a 
product, for example, VTR, and a tuner, a serial number, and the control software, a 
command list", etc., is included in IEEE 12 12 register 4407. 

[0157] Next, an example of the internal structure of the junction node 4102 is shown in 
drawing 42 . Although the junction node 4102 is also the almost same configuration as 
the 1st operation gestalt, the point of having described IEEE 12 12 required register 
4213 especially into the 1394 bus-arrangement recognition section 4206 when 
explaining the sequence of this operation gestalt, and a point with the HAVI processing 
section 4212 differ from the 1st operation gestalt. The virtual machine (VM) which 
processes the so-called HAVI cutting tool code exists in the HAVI processing section 
4212. Moreover, in this operation gestalt, the substitute subunit configuration section 
4207 has the redundancy of the "panel subunit" which describes a control screen. 
[0158] Next, an example of the internal structure of the wireless node 4103 is shown in 
drawing 43 . The same is fundamentally [ as the case of the 1st operation gestalt ] said 
of this. 

[0159] Next, the sequence of the whole MPEG image after performing actual copy 
protection in the HAVI environment is explained, referring to drawing 44 / drawing 45 
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(the whole example of a sequence), drawing 46 / drawing 47 (example of a flow chart of 
the transmitting node 4101), drawing 48 / drawing 49 / drawing 50 (example of a flow 
chart of the junction node 4102), and drawing 51 / drawing 52 (example of a flow chart of 
the wireless node 4103). 

[0160] First, the wireless node 4103 notifies its configuration information to the 
junction node 4102 (step S4501). At this time, such configuration information shall be 
sent to the junction node 4101 as information on an IEEE 1212 register format. That is, 
the junction node 4102 requires "the information about the part equivalent to this 
address of the CSR (command status register) space specified in IEEE 12 12" from the 
wireless node 4103, and this exchange may be performed in the form where the wireless 
node 4103 replies to this. Here, that a them (wireless node) has MPEG decoding / 
display function, having the authentication format for authentication, etc. are included 
in this configuration information as mentioned above. Here, the authentication format 
which the wireless node 4103 has is set to Bcert. 

[0161] The junction node 4102 which received this checks that the wireless node 4101 
has an authentication format or having MPEG decoding / display function (step S4701). 
The junction node 4102 advertises this MPEG decoding / display function to an 
IEEE1394 bus side as a subunit of junction node 4102 self, in order that the wireless 
node 4101 may tell having MPEG decoding / display function to the node by the side of 
an IEEE1394 bus (step S4502). The purport "he has MPEG decoding / display function" 
in IEEE 12 12 own register is indicated, or when an AV/C protocol receives an inquiry of 
a subunit function, specifically, a response is returned in the form where he has MPEG 
decoding / display subunit (the node connected to IEEE 1394 of transmitting node 4101 
grade will recognize it as this function existing in a junction node by this). 
[0162] Therefore, the junction node 4102 has the substitute table 4208. The substitute 
table 4208 is a table which matching with the form which the junction node 4102 is 
advertising in the substitute, and its stereo is describing like drawing 53 / drawing 54 . 
[0163] Here, the substitute advertisement of the MPEG decoding / display function of 
the wireless node 4103 is carried out as an own subunit of a junction node like drawing 
53 (steps S4702 and S4703). 

[0164] Procedure contrary to the above is performed in the form where substitute 
registration of the transmitting node 4101 on the IEEE 1394 bus 4104 is shown to a 
wireless section side (steps S4503 and S4504). That is, it describes that he has an image 
transmitting function and having a panel feature (control screen function) to IEEE 12 12 
register 4407 of the transmitting node 4101, and the junction node 4102 reads this into 
it (steps S4601 and S4704). As a function of the junction node 4102, it acts for the 
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function of this transmitting node 4101, and I reflect it in the 1212 about IEEE function 
by the side of the wireless section (CSR space by the side of the wireless section), and 
have you recognize to the wireless node 4103 side as that the above-mentioned image 
transmitting function and whose panel feature are functions of the junction node 4102. 
This correspondence relation is reflected in the substitute table 4208 like drawing 54 
(step S4705). 

[0165] Thus, the substitute table 4208 is constituted like drawing 53 / drawing 54 . 
Moreover, the internal structure of the junction node 4102 which looked at the internal 
structure of the junction node 4102 seen from the transmitting node 4101 from the 
wireless node 4103 to drawing 55 is shown in drawing 56 , respectively 
[0166] In addition, the cutting tool code of HAVI for controlling the transmitting node 
4101 is contained in the transmitting node configuration information of step S4503 at 
this time, and the junction node 4102 may have the substitute server of the 
transmitting node 4101, i.e., the function of DCM (device control module). In this case, 
this cutting tool code will work on the virtual machine in the HAVI processing section 
4212 of the junction node 4102. 

[0167] Now, the wireless node 4103 recognized to be a thing with a panel feature sends 
out the command of a display demand of a panel to the junction node 4102 to the (panel 
subunit) of the junction node 4102 (steps S4505 and S4802). The junction node 4102 
which received this (step S4706) recognizes that the stereo of this panel feature exists in 
the transmitting node 4101 with reference to the substitute table 4208, and acts as the 
forward of said panel display demand command to the transmitting node 4101 (steps 
S4506 and S4707). 

[0168] The transmitting node 4101 which received this (step S4601) performs a panel 
response (that is, transmission of a control screen) with an AV/C protocol. A 
transmission place is the junction node 4102 (steps S4603 and S4507). The junction 
node 4102 which received this (step S4708) acts to the wireless node 4103 as the 
forward of this with reference to the substitute table 4208 (steps S4709, S4508, and 
S4803). 

[0169] Here, an example of the control screen sent to drawing 57 at the wireless node 
4103 is shown. On this control screen (panel), the carbon button which displayed the 
title of six movies is offered. These carbon buttons shall serve as structure sent to the 
transmitting origin of a panel, for example in the form of the command "the carbon 
button 1 was pushed", if the carbon button which identifiers, such as "a carbon button 1", 
"a carbon button 2", and --, are attached, and has a user is pushed. 

[0170] Now, it thinks that the image transmitting service recognized that the junction 
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node 4102 offers the wireless node 4103 will be received (what is actually offered is the 
transmitting node 4101), wireless synchronous channel #y for passing an image is 
secured using a wireless node control packet (step S4509), and the command for 
connecting this channel to the image transmitting subunit of the junction node 4102 is 
published to the junction node 4102 (step S4804). The junction node 4102 which 
received this refers to the substitute table 4208. While checking the node (transmitting 
node 4191) by which this AV/C command should actually be published and securing a 
band required on an IEEE 1394 bus (synchronous channel #x), the internal ISO signal 
sender and receiver 4204 is set up. Synchronous channel #x and wireless synchronous 
channel #y of an IEEE1394 bus are connected mutually (steps S4710, S4711, S4712, 
and S4510). Moreover, the junction node 4102 publishes the command which connects 
synchronous channel #x to an image transmitting subunit to the transmitting node 
4101 (steps S4511 and S4713). The transmitting node 4101 which received this (step 
S4604) connects to synchronous channel #x of an IEEE 1394 bus the pass (part which is 
a double arrow head by drawing 41 ) with which the image stream of the interior which 
is the stereo of an image transmitting subunit flows. 

[0171] It gets mixed up with this, and the user of the wireless node 4103 pushes the 
carbon button of a control screen that a suitable program should be chosen out of the 
panel of drawing 57 , in order to choose an image to see (for example, it touches 
[ clicking using a mouse, carrying out a pen input, ]). This actuation is transmitted to 
the junction node 4102, and this is changed into the command to the transmitting node 
4101 through reference of the substitute table 4208 (steps S4805, S4714, S4715, S4605, 
S4512, and S4513). 

[0172] Then, the transmitting node 4101 lets synchronous channel #x pass, and 
transmits the enciphered MPEG image (steps S4514 and S4606). This is relayed by the 
junction node 4102 and reaches the wireless node 4103 (step S4716). 
[0173] the MPEG image which that of a next procedure is the same as that of the case of 
the 1st operation gestalt, and was enciphered - the wireless node 4103 - reaching (step 
S4806) - at this time, since the wireless node 4103 does not have the key for solving this 
code, it starts authentication procedure the transmitting origin of an MPEG image. 
Since it is the same as that of the 1st operation gestalt about the procedure after 
authentication procedure, detailed explanation here is omitted. 

[0174] in addition, the function in which authentication is equivalent to the image 
transmitting subunit of the transmitting node 4101 if the 1st operation gestalt is 
followed and the function equivalent to the image receiving subunit of a wireless node 
** - although it is thought that it is carried out in between, in the case of the 3rd 
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operation gestalt, a method with which the panel subunit of the transmitting node 4101 
is set as the object of authentication at everything but such an authentication method is 
also considered. In this case, a device ID will be assigned to the panel of the 
transmitting node 4101. 

[0175] In addition, in HAVI, the control screen information for controlling the 
transmitting node 4101 may be contained in DCM which is the cutting tool code sent 
from the transmitting node 4101. Such a module is called DDI (data driven interaction). 
Such a module is developed in the HAVI processing section 4212 in the junction node 
4102, and a control screen is generated. Although it is necessary to consider showing 
this control screen (or control screen with a function equivalent to it) as a wireless node 
side with this operation gestalt In this case, the substitute subunit configuration section 
4207 recognizes the screen configuration information contained in this DDI (for 
example, carry out the event of the system call for a screen configuration, and it is 
recognized). This control screen is reconfigurated as a panel which can consider how to 
guess the outline of the last screen generated, the approach based on the completed 
control screen, etc., and how to open this to the wireless section as a "panel subunit" can 
be considered. In this case, this panel and the correspondence table of HAVI or the 
command (published from the junction node 4102 to the transmitting node 4101) of 
AV/C which should be generated by DDI will be prepared for the substitute table 4208. 
Even if the virtual machine of a HAVI cutting tool code does not exist in the wireless 
node 4103, since it is effective, this approach is the approach of enabling control of a 
HAVI device from the wireless node 4103 without a HAVI virtual machine. 
[0176] (4th operation gestalt) Next, the 4th operation gestalt is explained. 
[0177] An example of the whole configuration of this operation gestalt is shown in 
drawing 58 . 

[0178] As shown in drawing 58 , with the 4th operation gestalt, the IEEE 1394 bus 6104 
which is the home network of a certain home, and a public network (here, a telephone 
network etc. may be used although considered as the Internet as an example) 6105 are 
connected in the home gateway 6102, and after passing through authentication 
procedure and the procedure of encryption between the transmitting node 6101 and the 
receiving node 6103, image data are exchanged. Here, the Internet 6105 (a part for an 
access mesh part) has a very thin communication band compared with the IEEE 1394 
bus 6104, and the image information (suppose that it is an MPEG 2 image as an 
example) exchanged by IEEE 1394 bus considers transmitting, after performing code 
translation from transformer coding, i.e., an MPEG 2 sign, to an MPEG4 sign in the 
home gateway 6102, since it cannot let a band pass, without being insufficient. 
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[0179] Also in the 4th operation gestalt, termination of the exchange, a series of copy 
protection procedure, i.e., authentication procedure, of encryption data is carried out 
like the 2nd operation gestalt in the home gateway. That is, copy protection procedure is 
respectively closed by the transmitting node, and the home gateway and a home gate 
wait receiving node. Also in this operation gestalt, the home gateway offers substitute 
service to a transmitting node or a receiving node, and the home gateway itself has an 
authentication format about copy protection, and the home gateway itself carries out 
termination of each responsibility about an MPEG data encryption transfer of the 1394 
bus sections and the wireless section. 

[0180] Next, an example of the internal structure of the transmitting node 6101 is 
shown in drawing 59 . This is the same configuration as an old operation gestalt 
fundamentally. 

[0181] Next, an example of the internal structure of the home gateway 6102 is shown in 
drawing 60 . 

[0182] The fundamental configuration of the home gateway 6102 is the same as the 
configuration of the junction node of the 2nd operation gestalt almost, if the point of 
having the point and not the substitute subunit configuration section but substitute 
homepage creation section 6210 which has not a wireless interface but the Internet 
interface 6202, the point of having creation / are recording section 6211 of a homepage, 
and the point of having MPEG 2 / MPEG4 transducer 6214 between the code decryption 
section 6204 and the encryption section 6205 are removed. Sequential explanation is 
given about the above-mentioned difference. 

[0183] The home gateway 6102 serves as a substitute server of the node by the side of 
an IEEE 1394 bus (this operation gestalt transmitting node 2101) to the node by the side 
of the Internet, and has the function to offer the function of the node by the side of an 
IEEE 1394 bus in a substitute. It is possible to access service (image transmitting 
service when it is this operation gestalt) which the transmitting node 6101 offers 
through the homepage which the home gateway 6102 offers. Here, from the receiving 
node 6103, since it is visible through the homepage of the home gateway 6102, service of 
the transmitting node 6101 may be interpreted as service on IP (Internet) which the 
home gateway 6102 provides with this. 

[0184] Moreover, although the home gateway 6102 has the function which acts to the 
Internet side as the forward of the data (MPEG 2 image data) received from the 
IEEE 1394 bus side like the 2nd operation gestalt, in this home gateway 6102, 
termination of the procedure about copy protection, such as authentication and a data 
encryption, is carried out about both the IEEE 1394 bus section and the Internet section. 



39 



» 

2000-174797 



About an IEEE 1394 bus side, the authentication format Bcert in the IEEE 1394 copy 
protection processing section 6208 about the Internet section side It has the 
authentication format Ccert in the Internet side copy protection processing section 6212, 
respectively. About the encryption data inputted from the synchronous channel of an 
IEEE 1394 bus To the ISO signal sender and receiver 6203 ****** -> A transformer code 
■>MPEG4 image is transmitted for the MPEG 2 image decrypted [ which were 
decrypted and was code-decrypted ] in the code decryption section 2204 to the Internet 
side in the encryption section 6205 by MPEG 2 / MPEG4 transducer 6214 in the 
re-encryption ->AV signal sender and receiver 6206. The process to say is stepped on. 
[0185] Although it assumes that Acert and Bcert are the authentication formats which 
the same certificate authority (for example, certificate authority which takes charge of 
the copy protection of IEEE 1394) published here, you may be the authentication format 
which another certificate authority which this certificate authority may similarly 
publish about an authentication format (Ccert and Dcert which are mentioned later) of 
the Internet section mentioned later, and takes charge of the Internet section publishes. 
[0186] In addition, in this operation gestalt, it may not have an authentication format 
(Acert*Dcert) in every [ one ] node (or network interface), but you may have it one for 
every subunit (every subunit classification) and every Internet application. That is, a 
different authentication format may be used in different Internet application. Here, a 
flow points out a series of data styles expressed in the group of the (the transmitting 
address, the transmit port, the receiving address, and the receive port) of the Internet. 
[0187] Next, an example of the internal structure of the receiving node 6103 is shown in 
drawing 6 1 . 

[0188] The copy protection processing section 6303 has the authentication format Dcert 
for the Internet. The difference with the 2nd operation gestalt is a point that the 
interface (the Internet interface 6301, the control packet transceiver section 6302, AV 
signal sender and receiver 6304) serves as Internet-compatible. Here, the control packet 
transceiver section 6302 may be a transceiver module of a packet in which TCP and the 
AV signal sender and receiver 6394 have the transport protocol of UDP. 
[0189] Next, the sequence of the whole image transmission after performing actual copy 
protection is explained, referring to drawing 62 / drawing 63 (the whole example of a 
sequence), drawing 64 / drawing 65 (example of a flow chart of the transmitting node 
6103), drawing 66 / drawing 67 / drawing 68 / drawing 69 (example of a flow chart of the 
home gateway 6102), and drawing 70 / drawing 71 (example of a flow chart of the 
receiving node 6103). 

[0190] First, the home gateway 6102 lets reading of IEEE 12 12 register of the 
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transmitting node 6101 etc. pass, and collects the attribute about a transmitting node, 
and configuration information (steps S6501, S6601, S6701, S6502, S6602, and S6702). 
Letting this pass, the home gateway 6102 grasps that the transmitting node 6101 has 
an image transmitting function, having a panel feature, having an authentication 
format, etc. 

[0191] In response, the home gateway 6102 creates the homepage for carrying out 
remote control of the transmitting node 6101 (step S6503). Fundamentally, the same 
screen as the panel which the transmitting node 6101 has is created as "a homepage for 
transmitting node control." It carries out that the carbon button for control arranged on 
a homepage is equivalent to the carbon button of the panel subunit of the transmitting 
node 6101, respectively etc., and the list of correspondence is described by the 
translation table in the substitute homepage creation section 6210. For example, when 
"playback" and the carbon button which has withered exist in the panel subunit of the 
transmitting node 6101, "playback" and the carbon button which has withered are 
prepared also for this homepage, and this relation is described to said translation table. 
When the user of this homepage pushes this carbon button, it becomes the form where 
the interaction "the carbon button was pushed" returns to "playback" carbon button of 
the panel subunit of the transmitting node 6101 from the home gateway 6102. An 
example of the homepage for transmitting node control to which the home gateway 6102 
created an example of the panel which the panel subunit of the transmitting node 6101 
has in drawing 72 (a) to drawing 72 (b) is shown, respectively. 

[0192] Now, the receiving node 6103 on the Internet accesses this home gateway 6201 
through the Internet, a homepage including the control screen of the transmitting node 
6101 is required, and this homepage is sent (steps S6504, S6801, and S6703). Seeing 
this, the user of the receiving node 6103 should push the carbon button (for example, 
"playback" carbon button of drawing 72 (b)) which requires the image transmission on a 
screen. As a result, for example, the interaction "the playback carbon button was 
pushed", it is notified to the home gateway through HTTP via the Internet (steps S6505, 
S6802, and S6704). 

[0193] IP flow to which the stream which gets mixed up with this notice and is 
exchanged between a home gateway 6102 and the receiving node 6103 is transmitted - 
that is, (a transmitting IP address, a transmit port, a receiving IP address, receive port), 
the decision of a group, the negotiation of session control (a coding method, 
authentication method, etc.), etc. are performed (steps S6505, S6705, and S6803). For 
example, the decision of a coding method, the method of authentication, and the number 
of a port etc. is made using RTSP (real-time transport streaming protocol), SDP (session 
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desk RIPUSHON protocol), etc. 

[0194] In response to these processings, a home gateway 6102 recognizes that the stereo 
which performs image transmission is the image transmitting subunit of the 
transmitting node 6101, to the transmitting node 6101, is an AV/C protocol etc. and 
publishes commands, such as a demand of image transmission, to a setup of 
synchronous channel #x for data transfer, and an image transmitting subunit (step 
S6506). 

[0195] In response, from the transmitting node 6101, it lets synchronous channel #x 
pass and the enciphered MPEG image is sent out to a home gateway 6102 (steps S6507, 
S6603, and S6604). It is a procedure by the side of IEEE 1394 of the 2nd operation 
gestalt, and the same procedure, an authentication place inquiry / response, an 
authentication demand, authentication and key exchange procedure, an exchange key / 
seed transfer, etc. are performed, and it comes to be able to perform count of the 
contents key Kl in a home gateway 6102 after that (step S6508- S6514, S6605-S6611, 
S6706-S6715). 

[0196] Henceforth, the home gateway 6102 which received the MPEG image (steps 

56515, S6612, and S6613) enciphered through synchronous channel #x decrypts this on 
an MPEG 2 image in the code decryption section 6204 using the contents key Kl (steps 

56516, S6517, and S6716). Next, the transformer code of the extracted MPEG 2 image is 
carried out to an MPEG4 image by MPEG 2 / MPEG4 transducer 6214 (step S6518). 
This MPEG4 image is re-enciphered in the encryption section 6205 using the contents 
key K2 (steps S6519, S6520, S6717, and S6718), and this is IP-packet-ized. In that case, 
as decided in the procedure of previous session control, as for C (IP address of a home 
gateway), and a transmit-port number, c and a receiving IP address generate [ a 
transmitting IP address ] an IP packet [ as / D (IP address of a receiving node) and 
whose receive-port number are d ] (steps S6521 and S6719). 

[0197] The receiving node 6103 which received this recognizes that the received data 
are enciphered (step S6804). The receiving node 6103 recognizes that the home gateway 
6102 has transmitted this data by referring to IP header of the packet which arrived etc., 
and an authentication demand is transmitted to a home gateway 6102 (steps S6522 and 
S6805). An IP packet is sufficient also as the packet of this authentication demand. The 
number currently beforehand assigned to the procedure which attests may be used for 
the port number for an authentication demand. Under the present circumstances, the 
flow ID of a stream transmission (C, c, D, d) is given and transmitted to the packet of 
this authentication demand. By this, a home gateway 6102 can recognize the 
authentication demand to which flow it is. Although illustration has not been carried 
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out, the authentication format (for these streams) of a receiving node etc. is included in 
this authentication demand. 

[0198] Moreover, you may tell using RTP (Realtime Transport Protocol) as a transport 
protocol etc. to coincidence. 

[0199] In response, it recognizes that a home gateway 6102 is the authentication 
demand for a flow (C, c, D, d), and the authentication demand including the 
authentication format for this flow is returned to a receiving node (steps S6523, 
S6720-S6722, S6806, S6807). At this time, said flow ID etc. is included in this 
authentication demand. 

[0200] Next, both perform a transfer of authentication and key exchange procedure, and 
an exchange key / seed etc. on an IP packet (step S6524- S6526, S6723, S6724, 
S6808-S6810). Thereby, the receiving node 6103 can generate the contents key K2 now. 
[0201] Therefore, the MPEG4 data (step S6527- S6533, S6725, S6726, S6811) which 
were enciphered with the contents key K2 and which are sent through a flow (C, c, D, d) 
become possible [ decrypting with the contents key k2 prepared as mentioned above ] 
henceforth (step S6534). The decrypted MPEG4 data are decrypted in the MPEG 
decoding section 6306 (step S6812), and reproduce this in the display section 6307 (step 
S6813). 

[0202] Thus, also in the environment where a home network and the Internet 
interconnected, it is enciphered in all the paths that it cannot copy, the required data 
transfer of contents protection, such as an actual MPEG image, can be performed, and 
safe data transfer is possible because the home gateway and the transmitting node 
which offer redundancy, and the home gateway and a receiving node perform 
authentication procedure and key exchange procedure. Thus, also in the environment of 
such interconnect, it becomes possible to perform data transfer in consideration of copy 
protection. 

[0203] In the home gateway 6102, the cure of closing to a device, for example, LSI of one, 
specifically not making [ the part into which "raw MPEG data" flows, and ] a data copy 
between the code decryption section 6204, the MPEG 2 / MPEG4 transducer 6214, and 
the encryption section 6205 may be formed like the 2nd operation gestalt. 
[0204] (5th operation gestalt) Next, the 5th operation gestalt is explained. 
[0205] It is the case where the 5th operation gestalt exchanges contents between home 
networks through a public network to the 4th operation gestalt having been the case 
where contents were exchanged, between the terminal of the home screen oversize after 
accessing the home network through the public network (Internet) and taking copy 
protection into consideration, and the terminal on the Internet. 
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[0206] This whole operation gestalt block diagram is shown in drawing 73 . 
[0207] As shown in drawing 73 , with the 5th operation gestalt, two home networks 
8105 and 8107 are connected with the public network (here, B'ISDN etc. is sufficient 
although considered as the Internet as an example) 8106. From the transmitting node 
8101 on the 1st home network 8105, AV contents are transmitted to the receiving node 
8104 on the 2nd home network 8107 in the form where copy protection was taken into 
consideration. Here, although the 4th operation gestalt showed the example when the 
communication band of a public network part is very thin, with this operation gestalt, 
the communication band of a public network shall have sufficient capacity. 
[0208] In the 5th operation gestalt, substitute service of the service on the IEEE 1394 
bus 8105 and 8107 is carried out like the junction node of the 1st operation gestalt in 
the home gateways 8102 and 8103 at a public network side. That is, from on the 
Internet, the equipment of a home screen oversize, and service and contents can be seen 
as service of the Internet. Moreover, the home gateways 8102 and 8103 act as the 
forward of these about an exchange, a series of copy protection procedure, i.e., 
authentication procedure, of encryption data. 

[0209] The transmitting node 8101 and the receiving node 8104 are the same 
configurations as the 4th operation gestalt fundamentally. 

[0210] An example of the internal structure of the home gateways 8102 and 8103 is 
shown in drawing 74 . 

[0211] The fundamental configuration of the home gateway 8102 is the same as the 
configuration of the home gateway of the 4th operation gestalt almost except for the 
point (this is the same as that of the junction node of the 1st operation gestalt) which 
does not carry out termination of the copy protection, and the point (this is the same as 
that of the junction node of the 1st operation gestalt) of not performing coding, 
decryption, and code translation of a code. 

[0212] An example of the whole sequence is shown in drawing 75 . 

[0213] Here, the case where the user of the 2nd home network 8107 makes the contents 
of the transmitting node 8101 distribute to the receiving node 8104 through the 
Internet 8106 using the control screen of the home gateway 8103 is considered. 
[0214] First, configuration recognition of step S8301 and homepage creation for 
transmitting node control of step S8302 are performed like the 4th operation gestalt. 
[0215] The user of the 2nd home network 8107 operates the home gateway 8103, and 
brings the homepage for transmitting node control (control screen) from the home 
gateway 8102 (step S8303). Moreover, the control screen of the receiving node 8104 
which is illustrated, for example to drawing 76 is also opened to coincidence. Then, like 
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drawing 76 , a suitable thing is dragged and dropped from the contents list in a 
transmitting node, for example, and video delivery through the Internet is ordered to 
the home gateway 8103 (step S8304). 

[0216] Then, an image Request to Send is published like the 4th operation gestalt in the 
home gateway 8102 (step S8305). (as the Internet command) This is translated into an 
AV/C protocol command in the home gateway 8102. The communication path between 
the receiving nodes 8104 (synchronous channel #y on synchronous channel #x on the 
IEEE 1394 bus 8105, the connection on the Internet, and an IEEE 1394 bus) is set up 
from the transmitting node 8101 (steps S8306 and S8307). Besides, the MPEG 2 image 
enciphered by the cryptographic key K is distributed (steps S8308-S8310). 
[0217] The receiving node 8106 which received this publishes an authentication demand 
to a transmitting agency like the 1st operation gestalt (step S8311). Since the receiving 
node 8104 is interpreting it as this image being distributed from the home gateway 
8103, this authentication demand is given to the home gateway 8103. 
[0218] The home gateway 8103 acts to the home gateway 8102 as the forward of this 
with reference to the internal translation table 8211 like the 4th operation gestalt. It is 
because this is interpreting the home gateway 8103 as the distribution origin of an 
image being the home gateway 8102. This forward is performed by the Internet packet 
in the form where the contents of the authentication demand 8311 are not changed (step 
S8312). Similarly, the home gateway 8102 acts to the receiving node 8101 as the 
forward of this (step S8313). The transmitting node 8101 interprets this as it being the 
authentication demand published from the home gateway 8101. 

[0219] The same procedure as this is constructed bidirectionally, and authentication 
procedure is performed between the transmitting node 8101 and the receiving node 
8104 (step S8314). In the meantime, the home gateway acts as the forward of the packet 
of this procedure, without changing contents. The receiving node 8104 receives a key 
and exchanging key information, comes to be able to perform a decryption of the 
enciphered MPEG 2 image after all in parallel to authentication. 

[0220] A deer is carried out, the MPEG image which the transmitting node 8101 
transmits is enciphered using the contents key K, and this follows the path synchronous 
CHIENERU#y of synchronous CHIENERU #x of 1394 buses, the home gateway 8102, a 
public network, the home gateway 8103, and 1394 buses, and reaches the receiving 
node 8103 (steps S8315-S8317). And in the receiving node 8103, using a cryptographic 
key K, a code decryption is carried out, the enciphered MPEG image is decoded, and it is 
indicated by playback. 

[0221] Thus, also in the environment where a home network and the Internet 
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interconnected, through the home gateway which offers redundancy, it is enciphered in 
all the paths that it cannot copy, the required data transfer of contents protection, such 
as an actual MPEG image, can be performed, and safe data transfer is possible because 
a transmitting node and a receiving node perform authentication procedure and key 
exchange procedure. Thus, also in the environment of such interconnect, it becomes 
possible to perform data transfer in consideration of copy protection. 
[0222] In addition, in the 5th operation gestalt, when the communication band of a 
public network is not large enough, it enables some advanced depreciation deduction to 
perform data transfer which took copy protection into consideration between both the 
home networks of a certain thing by performing coding conversion (for example, the 
home gateway 8102 the home gateway 8103 MPEG 2 / MPEG4 conversion, MPEG4 / 
MPEG 2 conversion) of the 4th operation gestalt in both the home gateway. 
[0223] (6th operation gestalt) In the 1st operation gestalt, the junction node was 
connected with both the IEEE 1394 bus and the wireless network, and the 
authentication and key exchange system in the case of exchanging the image data 
enciphered between the transmitting node on an IEEE 1394 bus and the wireless node of 
a wireless screen oversize were explained. With the 1st operation gestalt, actual 
authentication and key exchange represented by exchange of an authentication format 
etc. are the forms where a direct deed and junction node relays these data transparent 
between a transmitting node and a wireless node, and this has been realized. 
[0224] On the other hand, with the 6th operation gestalt, the unit of authentication and 
key exchange is performed like the 2nd operation gestalt, respectively between a 
transmitting node and a junction node and between a junction node and a wireless node. 
However, unlike the 2nd operation gestalt, an approach which does not have the need of 
performing decryption of the code of contents data and re*encryption in a junction node 
is explained. That is, although the procedure of having decrypted the code of the 
IEEE 1394 section in a junction node, and enciphering the wireless section again about 
the data which arrived was used with the 2nd operation gestalt, it is the approach that 
the encryption data which arrived from the IEEE 1394 bus side can be transmitted to a 
wireless screen oversize as it is with the 6th operation gestalt. 

[0225] An example of the whole configuration of the home network of a certain home is 
shown in drawing 77 . This whole configuration is the same as that of the 2nd operation 
gestalt fundamentally. 

[0226] An example of the internal structure of the transmitting node 9101 is shown in 
drawing 78 . The same is fundamentally [ as the 2nd operation gestalt ] said of this. The 
authentication format Acert is prepared for one node. 
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[0227] An example of the internal structure of the junction node 9102 is shown in 
drawing 79 . One (it is Ccert to Bcert and wireless network side in IEEE 1394 side) 
preparation of the authentication formats Bcert and Ccert is carried out for every 
network interface. Between the ISO signal sender and receiver 9203 by the side of 
IEEE 1394, and the wireless ISO signal sender and receiver 9206, it is the same as that 
of the 2nd operation gestalt except for the point that the stream signal enciphered 
directly (** which does not pass through the process of a decryption / re-encryption) is 
exchanged. 

[0228] An example of the internal structure of the wireless node 9103 is shown in 
drawing 80 . The same is fundamentally [ as the 2nd operation gestalt ] said of this. The 
authentication format Dcert is prepared for one node. 

[0229] By the junction node, it considers as the thing of service on IEEE 1394 which has 
a substitute service function, respectively like an old operation gestalt at an IEEE 1394 
side at the wireless network side of service of a wireless screen oversize. In addition, 
detailed explanation here is omitted. 

[0230] Next, the example of a sequence of this whole operation gestalt is shown in 
drawing 81 . The junction node is advertising in the substitute the service (image 
transmitting subunit) which the transmitting node offers to the wireless network side 
like an old operation gestalt, and a wireless node (image decoding subunit) performs an 
actual image transfer request to the image transmitting subunit of the transmitting 
node which offers a demand and service with an actual junction node for service (MPEG 
image transfer request) to the redundancy of a junction node. A wireless synchronous 
channel #y top shall be transmitted for synchronous channel #x top to a wireless screen 
oversize by the IEEE 1394 top in the form where actual image data were enciphered. In 
addition, since it is the same as that of an old operation gestalt for details, detailed 
explanation here is omitted. 

[0231] Moreover, the example of operations sequence of the junction node 9102 is shown 
in drawing 83 / drawing 84 , and the example of operations sequence of the wireless 
node 9103 is shown for the example of operations sequence of the transmitting node 
9101 in drawing 82 at drawing 85 / drawing 86 , respectively. 

[0232] With this operation gestalt, the procedure which applies in authentication and 
key exchange system of "5C Digital TransmissionContent ProtoctionSpecification" 
which is a protection-of-copyrights method on IEEE 1394 fundamentally shall be 
completed. In addition, this operation gestalt explains the case where authentication 
and key exchange system are held per node (the 7th operation gestalt explains the case 
where it carries out per subunit). 
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[0233] Now, the transmitting node 9101 transmits the MPEG image enciphered with 
the contents key K on synchronous channel #x of IEEE1394 (steps S8501, S8601, and 

58701) . The junction node 9102 which received this is transmitted to wireless 
synchronous channel #y by the side of a wireless network as it is (have enciphered the 
received MPEG image with the contents key K) (steps S8509 and S8701). 

[0234] It is recognized as the junction node 9102 recognized that the data received 
through synchronous channel #y are enciphered being carried out with reference to the 
transmitting node ID field (SID field) of the CIP header of data which arrived etc., and 
carrying out authentication and key exchange with the transmitting node 9101 (step 
S8801). An authentication demand packet including the authentication format Bcert of 
the junction node 9102 is transmitted to the transmitting node 9101 (steps S8502 and 

58702) . 

[0235] The transmitting node 9101 which received this transmits an authentication 
demand packet including the authentication format Acert of a transmitting node to the 
junction node 9102 (steps S8503, S8602, S8603, and S8703). 

[0236] Next, authentication and key exchange procedure are performed and the 
authentication key Kauthl is shared between both transmitting node 9101 and junction 
node 9102 in secrecy (steps S8504, S8505, S8604, and S8704). 

[0237] In an IEEE 1394 protection-of-copyrights method, the contents key K is 
calculated with the function J of three variables, the exchange key Kx, Seed Nc, and the 
code control information EMI. That is, it is K=J (Kx, Nc, EMI). EMI is a value surely 
given to the encryption data transmitted here, therefore, the transmitting node 9101 
needs to notify the value of the exchange key Kx and Seed Nc also for a wireless node 
the case of a junction node and this operation gestalt - to a receiving side. 
[0238] Then, the transmitting node 9101 transmits to the junction node 9102 in the 
form of f (Kx, Kauth) using the known function fusing the authentication key Kauthl 
shared between the junction nodes 9102 (steps S8506, S8605, S8708, and S8709). The 
junction node 9102 can compute the value of Kx from this value. Similarly, Seed's Nc 
value is also transmitted to the junction node 9102 from the transmitting node 9101 
(steps S8507, S8606, and S8710). It means that the junction node 9102 had recognized 
the value of Kx required to generate the contents key K which decodes a code, and Nc 
here at this time. 

[0239] Now, same procedure is performed also between the junction node 9102 and the 
wireless node 9103 (step S8510- S8513, S8705-S8707, S8802-S8804). Since this 
procedure is the same as the authentication and key exchange procedure between the 
transmitting node 9101 and the junction node 9102, detailed explanation here is 
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omitted. Here, the address information which can identify the junction node 9102 which 
is a transmitting agency node may also be given to the enciphered data to which the 
wireless synchronous channel #y top of a wireless network is transmitted. 
[0240] Now, the authentication key Kauth2 should be sharable by the junction node 
9102 and the wireless node 9101. With this operation gestalt, in order for the junction 
node 9102 to perform forward processing on a wireless network (wireless synchronous 
channel #y) as it is, without decrypting a code for the enciphered MPEG image, the 
junction node 9102 needs to notify the value of the same exchange key Kx as the 
IEEE 1394 section, and Seed Nc to the wireless node 9103 (if it can notify conversely, a 
decryption of a code is possible for the wireless node 9103.). However, the IEEE 1394 
section and the wireless network section shall be managed by the same contents 
protection policy. Then, the junction node 9102 transmits similarly each value of Kx and 
Nc which were computed from the data received by S8506 and S8507 to the wireless 
node 9103 (steps S8514, S8515, S8709, S8711, S8805-S8807). Specifically the value of 
Kx calculates f (Kx, Kauth2) using the value of the authentication key Kauth2, and 
sends it out to the wireless node 9103, and the value of Nc is transmitted as it is. 
[0241] In the wireless node 9103, since the value of Kx and Nc can be recognized using 
the same procedure as a junction node, the value of the contents key K is computable 
using the same function J (step S8516). 

[0242] Therefore, the MPEG image enciphered with the contents key K sent from the 
transmitting node 9101 Even when a decryption of a code is not made, but it acts as a 
forward as it was and it has been transmitted to the wireless node 9103 by the junction 
node 9102 (steps S8508, S8517, S8607, S8712, and S8809) A decryption of a code can be 
performed using the value of the contents key K previously calculated by S8516 (steps 
S8518 and S8810). Then, decoding of an MPEG image, a display display, etc. are 
performed. 

[0243] In addition, although this operation gestalt has explained noting that the 
wireless synchronous channel is defined by the wireless screen oversize and this 
wireless synchronous channel top is transmitted to the enciphered MPEG image Like 
the 2nd operation gestalt, also when transmitting the wireless frame as Ethernet with 
the same QOS data transfer in a wireless screen oversize, the same approach (it acts to 
a wireless node as the forward of the value of Kx and Nc from a junction node) can be 
applied. 

[0244] Conversely, if it says, construction of a low cost junction node will be attained 
from a decryption and re -encryption of a code becoming unnecessary in the junction 
node 9102, and a high-speed packet transfer being attained by approach like this 
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operation gestalt. 

[0245] In addition, node (another node) with the another transmitting node 9102 exists 
in the IEEE 1394 side in this case, and the data (data which had the same EMI strictly) 
enciphered by the wireless node 9103 with another contents key through the junction 
node 9102 from this another node cannot be transmitted. Since the contents key serves 
as structure which the transmitting node 9101 of data determines fundamentally, there 
is possibility of enough that another node will choose another contents key. However, 
the contents key K is already defined as a meaning between the junction node 9102 and 
the wireless node 9103. That is, between the junction node 9102 and the wireless node 
9103, only one contents key is sharable about the same EMI value. Therefore, among 
both nodes, since another contents key cannot be generated in case this is transmitted 
to the wireless node 9103 from the junction node 9102 even if it receives the data 
(enciphered with another contents key) from another node, since only at most one 
contents key can be used, this can be decrypted. 

[0246] Therefore, the junction node 9102 becomes possible [ avoiding the 
above-mentioned conflict beforehand ] by refusing this, when there is a Request to Send 
of encryption data with the need of using another contents key, to the node (in the case 
of this operation gestalt wireless node 9103) which has already transmitted encryption 
data (for example, when there is a service request to substitute service of another node 
of IEEE 1394 etc.). moreover - the case where the junction node 9102 has already 
transmitted encryption data to the wireless node 9103 - this wireless node 9103 — 
receiving ■• other services (subunit) - not showing (the substitute service provision itself 
being interrupted or offer of the substitute service accompanied by an encryption 
stream transmission being interrupted **) - the same effectiveness can be considered 
also in the way to say. 

[0247] (7th operation gestalt) It was the approach which does not have the need that 
perform the unit of authentication and key exchange, respectively between a 
transmitting node and a junction node and between a junction node and a wireless node, 
and a junction node performs decryption of a code, and re-encryption with the 6th 
operation gestalt. 

[0248] On the other hand, with the 7th operation gestalt, although the thing without 
the need of performing decryption of a code and re-encryption in a junction node is the 
same, it is a case so that the unit of the authentication and key exchange by the side of a 
wireless network may be made per subunit as well as the 2nd operation gestalt and can 
have two or more contents keys also between the same nodes. According to this 
operation gestalt, coincidence reception of the encryption data from two or more 
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transmitting node on IEEE 1394 is attained. 

[0249] An example of the whole configuration of the home network of a certain home is 
shown in drawing 87 . This whole configuration is the same as that of the 6th operation 
gestalt fundamentally except a point with two transmitting nodes (P and Q). 
[0250] The internal configuration of the transmitting nodes 9801 and 9811 is the same 
as that of the 6th operation gestalt. 

[0251] In an IEEE 1394 side, the unit of authentication and key exchange is between 
nodes, and the internal configuration of the junction node 9802 is the same as that of 
the 6th operation gestalt at a wireless network side except for the point that the unit of 
authentication and key exchange is between subunits. 

[0252] The internal configuration of the wireless node 9803 is the same as that of the 
6th operation gestalt except for the point that the unit of authentication and key 
exchange is between subunits. 

[0253] In addition, the operations sequence of the transmitting nodes 9801 and 9811 
and the wireless node 9802 is the same as that of the 6th operation gestalt 
fundamentally. Moreover, the operations sequence of the junction node 9803 in the case 
of acting as intermediary to one transmitting node is the same as that of the 6th 
operation gestalt fundamentally. 

[0254] By the junction node, it considers as the thing of service on IEEE 1394 which has 
a substitute service function, respectively like an old operation gestalt at an IEEE 1394 
side at the wireless network side of service of a wireless screen oversize. In addition, 
detailed explanation here is omitted. 

[0255] Next, the example of operations sequence of the junction node 9802 in the case of 
acting as intermediary to two or more transmitting nodes is shown in drawing 88 , and 
the example of a sequence of this whole operation gestalt is shown in drawing 89 / 
drawing 90 . The junction node is advertising in the substitute the service (image 
transmitting subunit) which the transmitting node offers to the wireless network side 
like an old operation gestalt, and a wireless node (image decoding subunit) performs an 
actual image transfer request to the image transmitting subunit of the transmitting 
node which offers a demand and service with an actual junction node for service (MPEG 
image transfer request) to the redundancy of a junction node. A wireless synchronous 
channel #y top shall be transmitted for synchronous channel #x top to a wireless screen 
oversize by the IEEE 1394 top in the form where actual image data were enciphered. 
Since it is the same as that of an old operation gestalt for details, detailed explanation 
here is omitted. 

[0256] The procedure which applies in authentication and key exchange system of M 5C 
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Digital Transmission Content ProtoctionSpecification" which is a 
protection-of-copyrights method on IEEE 1394 fundamentally also with this operation 
gestalt shall be completed. 

[0257] Now, the transmitting node P (9801) transmits the MPEG image enciphered with 
the contents key Kl on synchronous channel #x of IEEE1394 (steps S9201 and S9301). 
The contents key Kl shall be calculated in K1=J (Kxp, Ncp, EMI) like the 6th operation 
gestalt. The junction node 9802 which received this is transmitted to wireless 
synchronous channel #y by the side of a wireless network as it is (have enciphered the 
received MPEG image with the contents key Kl) (steps S9209 and S9301). 
[0258] Since the procedure (step S9202- S9207, S9302) in which the junction node 9802 
carries out an authentication demand to the transmitting node P, performs key 
exchange etc., and gains the exchange key Kxp and Seed Ncp is the same as that of the 
6th operation gestalt, detailed explanation here is omitted. It means that the junction 
node 9802 had recognized the value of Kxp Ncp required in order to decode a code at this 
time. 

[0259] Now, same authentication and key exchange procedure are performed also 
between the junction node 9802 and the wireless node 9803 (step S9210- S9217, S9303). 
Since this procedure is the same as the authentication and key exchange procedure 
between the transmitting node of the 2nd operation gestalt, and a junction node, 
detailed explanation here is omitted. However, the identifier of a plug which will 
perform transmission and reception of others, a channel number, or encryption data to 
an authentication place inquiry, an authentication place response, or an authentication 
demand may be carried, and this may be performed. [ ID / of a subunit ] Even if it is the 
authentication and key exchange between the same nodes, about the encryption data of 
a different key, it becomes possible to notify a different key, so that the junction node 
9802 or the wireless node 9803 can identify now "the authentication and key exchange 
procedure it is" and it may be mentioned later. [ about which encryption data ] 
[0260] In addition, when including a channel number in an authentication demand in 
this case, the authentication place response of an authentication place inquiry of step 
S9210 and step S9211 becomes unnecessary. 

[0261] Now, the authentication key Kauthl should be sharable by the junction node 
9802 and the wireless node 9803. Also with this operation gestalt, in order for the 
junction node 9802 to perform forward processing on a wireless network (wireless 
synchronous channel #y) as it is, without decrypting a code for the enciphered MPEG 
image, the junction node 9802 needs to notify the value of the exchange key Kxp and 
Seed Ncp to the wireless node 9803 (if it can notify conversely, a decryption of a code is 
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possible for the wireless node 9803). Then, the junction node 9802 transmits similarly 
each value of Kxp and Ncp which were computed from the data received by S9206 and 
S9207 to the wireless node 9803 (steps S9216 and S9217). The value of Kxp calculates f 
(Kxp, Kauthl) using the value of the authentication key Kauthl, and sends it out to the 
wireless node 9803 (step S9216). 

[0262] In the wireless node 9803, since the value of Kxp and Ncp can be recognized 
using the same procedure as the junction node 9802, the value of the contents key Kl is 
computable using the same function J (step S9218). 

[0263] Therefore, even when it acts as the forward of the MPEG image enciphered with 
the contents key Kl sent from the transmitting node P as it was and has been 
transmitted to the wireless node 9803 by the junction node 9802, without decrypting a 
code (steps S9208 and S9219), a decryption of a code can do it using the value of the 
contents key Kl previously calculated at step S9218 (step S9220). Then, decoding of an 
MPEG image, a display display, etc. are performed. 

[0264] Construction of a low cost junction node is attained from a decryption of a code 

and re-encryption becoming unnecessary in the junction node 9802, and a high-speed 

packet transfer being attained also by approach like this operation gestalt. 

[0265] Now, the case (steps S9221, S9229, and S9304) where the data as which another 

transmitting node Q (9811) was enciphered by coincidence with another contents key 

K2 to the wireless node 9803 next through the junction node 9802 are transmitted is 

considered. 

[0266] Like the first half of this operation gestalt, authentication and key exchange are 
performed between the transmitting node Q and the junction node 9802 (steps 
S9222-S9227), and the junction node 9802 can acquire the value of the exchange key 
Kxq and Seed Ncq, respectively. 

[0267] In this operation gestalt, since the authentication between the junction node 
9802 and the wireless node 9803 is a unit between subunits, two or more authentication 
and key exchange between the thing currently performed between the subunits from 
which transmission and reception of encryption data differ, then the junction nodes 
9802 and the wireless nodes 9803 of it are attained. 

[0268] That is, authentication and key exchange are performed like the first half of this 
operation gestalt between different subunits from the first half of this operation gestalt 
between the junction node 9802 and the wireless node 9803 (step S9230- S9235, S9305). 
Moreover, the junction node 9802 acts to the exchange key Kxq between the 
transmitting node Q and the self-node (junction node) 9802 as the forward of the seed 
Ncq at the wireless node 9803 (steps S9236, S9237, S9305, and S9306). 
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[0269] In the wireless node 9803, since the value of Kxq and Ncq can be recognized, the 
value of the contents key K2 is computable using the same function J (step S9238). 
[0270] Therefore, even when it acts as the forward of the MPEG image enciphered with 
the contents key K2 sent from the transmitting node Q as it was and has been 
transmitted to the wireless node 9803 by the junction node 9802, without decrypting a 
code (steps S9228 and S9229), a decryption of a code can do it using the value of the 
contents key K2 previously calculated at step S9238 (step S9240). That is, coincidence 
reception of the MPEG image enciphered with two different contents keys (it is Kl and 
K2 at this operation gestalt) is attained. 

[0271] In addition, although the 6th operation gestalt and the 7th operation gestalt 
have explained the case where interconnect with IEEE 1394 and a wireless network is 
performed to the example, it is applicable also about the network of others, such as the 
Internet. 

[0272] in addition, the 1- this invention can be applied also when carrying out data 
transfer in the direction contrary to the direction of the data transfer illustrated in the 
7th operation gestalt (for example, when carrying out data transfer from a wireless node 
to the node on IEEE 1394). 

[0273] moreover, the 1- in the 7th operation gestalt, although the wireless node and the 
node on IEEE 1394 were explained about contents paying attention to either the 
transmitting function or the reception function, a wireless node and the node on 
IEEE 1394 can also have both a transmitting function and a reception function about 
contents 

[0274] Moreover, neither authentication procedure nor key exchange procedure 
(contents key share procedure) is limited to what was illustrated until now, but also 
when other various approaches are used, it can apply this invention. 
[0275] Moreover, above, although the operation gestalt was explained as a home 
network network, of course, this invention is applicable also to networks other than a 
home network. 

[0276] In addition, each above function is realizable also as software. 
[0277] Moreover, this operation gestalt can also be carried out also as a record medium 
which recorded the program (or in order to operate a computer as a predetermined 
means, or in order to make a computer realize a predetermined function) for performing 
a predetermined means on the computer and in which computer read is possible. 
[0278] This invention is not limited to the gestalt of operation mentioned above, in the 
technical range, can deform variously and can be carried out. 
[0279] 
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[Effect of the Invention] According to this invention, it becomes possible to perform 
contents protection procedure for transmission and reception of the contents which 
should be protected between the equipment which is not connected in the same network. 



[Translation done.] 
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* NOTICES * 

JPO and NCI PI are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect 
the original precisely. 

2. **** shows the word which can not be translated. 
3Jn the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim l] The 1st interface means connected to the 1st network, and the 2nd interface 
means connected to the 2nd network, A substitute configuration means to indicate the 
equipment on said 2nd network, service, or a subunit to said 1st network side as a thing 
on self-repeating installation, A control command receiving means to receive this 
equipment, service, or the control command signal addressed to a subunit from said 1st 
network side, A control command transmitting means to transmit the signal 
corresponding to said control command signal received with this control command 
receiving means to the equipment on said 2nd network, service, or a subunit, A contents 
protection information receiving means to receive said equipment, the service, or the 
contents protection information addressed to a subunit disclosed with said substitute 
configuration means from the equipment on said 1st network, Repeating installation 
characterized by providing a contents protection information transfer means not to add 
modification to the contents protection information received with this contents 
protection information receiving means, but to transmit to the equipment on said 2nd 
network, service, or a subunit. 

[Claim 2] The 1st interface means connected to the 1st network, and the 2nd interface 
means connected to the 2nd network, A substitute configuration means to indicate 
respectively the equipment on the 1st and 2nd networks, service, or a subunit to the 
network side of another side as a thing on self-repeating installation, A control 
command receiving means to receive this equipment, service, or the control command 
signal addressed to a subunit from the network side indicated with said substitute 
configuration means, A control command transmitting means to transmit the signal 
corresponding to said control command signal received with this control command 
receiving means to the equipment on the network indicated with said substitute 
configuration means, and a different network, service, or a subunit, A contents 
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protection information receiving means to receive said equipment, the service, or the 
contents protection information addressed to a subunit disclosed with said substitute 
configuration means from the equipment on said 1st or 2nd network, A contents 
protection information transfer means not to add modification to the contents protection 
information received with this contents protection information receiving means, but to 
transmit to the equipment on the network of said another side, service, or a subunit, It 
is said equipment, the service, or addressing to a subunit indicated with said substitute 
configuration means from the equipment on said 1st or 2nd network. A contents 
receiving means to receive the contents protected with the contents key obtained from 
said contents protection information, Repeating installation characterized by providing 
a contents transfer means not to add modification to said contents which received with 
this contents receiving means, but to transmit to the equipment on the network of said 
another side, service, or a subunit. 

[Claim 3] said contents protection information -* the authentication between the 
equipment on said 1st network, service or a subunit, and the equipment on said 2nd 
network, service or a subunit - and or the repeating installation according to claim 2 
characterized by being the information about the procedure of the contents protection 
including key exchange. 

[Claim 4] The 1st interface means connected to the 1st network, and the 2nd interface 
means connected to the 2nd network, A substitute configuration means to indicate 
respectively the equipment on the 1st and 2nd networks, service, or a subunit to the 
network side of another side as a thing on self-repeating installation, A control 
command receiving means to receive this equipment, service, or the control command 
signal addressed to a subunit from the network side indicated with said substitute 
configuration means, A control command transmitting means to transmit the signal 
corresponding to said control command signal received with this control command 
receiving means to the equipment on the network indicated with said substitute 
configuration means, and a different network, service, or a subunit, Between 
self-repeating installation with the equipment on said 1st network, service, or a subunit 
Between self- repeating installation with the 1st contents safeguard which takes the 
necessary procedure for contents protection, and the equipment on said 2nd network, 
service or a subunit From the equipment on the 2nd contents safeguard which takes the 
necessary procedure for contents protection, and said network of either the 1st or a 2nd 
A contents receiving means to be the equipment on the self-repeating installation 
indicated with said substitute configuration means, service, or addressing to a subunit, 
and to receive the contents enciphered based on said contents safeguard of either the 
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1st or a 2nd, The contents which received with said contents receiving means are 
enciphered based on the contents safeguard of said 1st or 2nd any or another side. Said 
1st [ the ] or the 2nd are the repeating installation characterized by providing a contents 
transmitting means to transmit to the equipment on the network of another side, 
service, or a subunit either. 

[Claim 5] The cipher system used by said 1st contents safeguard and said 2nd contents 
safeguard is repeating installation according to claim 4 characterized by being a thing 
based on key information which is a different method or is different. 
[Claim 6] Said contents receiving means and said contents transmitting means are 
repeating installation according to claim 4 characterized by carrying out the closure to 
the same LSI. 

[Claim 7] Repeating installation according to claim 4 characterized by making into the 
same thing 1st key information used in the procedure of said contents protection in said 
1st contents safeguard, and 2nd key information used in the procedure of said contents 
protection in said 2nd contents safeguard. 

[Claim 8] Said 1st [ the ] or the 2nd are the repeating installation according to claim 7 
characterized by performing procedure of said contents protection in the contents 
safeguard of another side per a contents unit, a service unit, or subunit using 
predetermined key information either. 

[Claim 9] Repeating installation according to claim 2 or 4 characterized by to provide 
further a configuration information receiving means to receive the configuration 
information containing the existence of an authentication format of this equipment from 
the equipment on said 1st and 2nd networks, service, or a subunit, and a configuration 
recognition means to perform this equipment, service, or configuration recognition of a 
subunit based on each configuration information which received with said configuration 
information receiving means. 

[Claim 10] Between self-repeating installation with the 1st interface means connected 
to the 1st network, the 2nd interface means connected to the 2nd network, and the 
equipment on said 1st network, service or a subunit Between self-repeating installation 
with the 1st contents safeguard which takes the necessary procedure for contents 
protection, and the equipment on said 2nd network, service or a subunit From the 
equipment on the 2nd contents safeguard which takes the necessary procedure for 
contents protection, and said network of either the 1st or a 2nd A contents receiving 
means to be the equipment on self-repeating installation, service, or addressing to a 
subunit, and to receive the contents enciphered based on said contents safeguard of 
either the 1st or a 2nd, The contents which received with said contents receiving means 
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are enciphered based on the contents safeguard of said 1st or 2nd any or another side. A 
contents transmitting means to transmit to the equipment on the network of said 1st or 
2nd any or another side, service, or a subunit is provided. Repeating installation 
characterized by making into the same thing 1st key information used in the procedure 
of said contents protection in said 1st contents safeguard, and 2nd key information used 
in the procedure of said contents protection in said 2nd contents safeguard. 
[Claim ll] Between the interface means connected to the network, and other 
equipments on said network, service or a subunit at least - authentication procedure - 
and - or with a copy protection processing means to perform predetermined contents 
protection procedure including key exchange procedure The enciphered contents which 
gave the address of a self-communication device to other equipments on said network 
An identifiable identifier is further given to a meaning for the address and these 
contents of a self- communication device through a network virtual channel top. From a 
contents transmitting means to transmit, and other equipments on said network A 
receiving means to receive the inquiry about the service or the subunit which gave said 
identifier through said virtual channel top, and has transmitted said enciphered 
contents, or a plug, The communication device characterized by answering this inquiry 
and providing the notice means which gives the notice about the corresponding service, 
a subunit, or a plug to other equipments on said network. 

[Claim 12] Between the interface means connected to the network, and other 
equipments on said network, service or a subunit at least - authentication procedure 
and - or with a copy protection processing means to perform predetermined contents 
protection procedure including key exchange procedure From other equipments on said 
network, the enciphered contents to which the address of other equipments on this 
network was given In the form where these contents were given to the identifiable 
identifier by the meaning, other equipments on this network through a network virtual 
channel top As opposed to a contents receiving means to receive, and other equipments 
on said network A transmitting means to transmit the inquiry about the service or the 
subunit which gave said identifier through said virtual channel, and has transmitted 
said enciphered contents, or a plug, The communication device characterized by 
providing a receiving means to receive the notice about the service applicable to said 
inquiry, a subunit, or a plug from other equipments on said network. 
[Claim 13] As opposed to the interface means connected to the network, and other 
equipments on said network the enciphered contents between a contents transfer 
means to transmit or receive through the flow of the transmitting address, a transmit 
port, the receiving address, and a receive port constructed, come out of and identified, 
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and other equipments on said network Or a copy protection processing means to 
perform predetermined contents protection procedure including key exchange 
procedure is provided, the logical port appointed beforehand - using - at least " 
authentication procedure — and - The communication device characterized by 
performing this in the unit of said flow when performing said predetermined contents 
protection procedure. 

[Claim 14] The communication device according to claim 21 characterized by giving the 
identifier of said flow to the information which sets for the procedure of at least a part 
included in said predetermined contents protection procedure, and is made it. 
[Claim 15] Between the interface means connected to the network, and other 
equipments on said network, service or a subunit at least - authentication procedure - 
and *• or with a copy protection processing means to perform predetermined contents 
protection procedure including key exchange procedure The enciphered contents to 
which the address of the equipment of a transmitting side was given to other 
equipments on said network In the form to which the identifiable identifier was given 
by the meaning, the equipment of this transmitting side these contents through a 
network virtual channel top To the information which sets for the procedure of at least a 
part which possesses a contents transceiver means to transmit or receive, and is 
included in said predetermined contents protection procedure, and is made it The 
communication device characterized by the service and the subunit which exchange 
said enciphered contents, a virtual channel, the identifier of a plug, or the equipment of 
said transmitting side giving at least one of identifiable identifiers to a meaning for said 
contents. 

[Claim 16] The 1st interface means connected to the 1st network, and the 2nd interface 
means connected to the 2nd network, The equipment, the service, or the subunit on the 
1st network, at least - authentication procedure - and - or with the copy protection 
processing means of predetermined contents protection procedure ****** l including 
key exchange procedure The equipment, the service, or the subunit on the 2nd network, 
at least - authentication procedure - and - or with the copy protection processing 
means of the predetermined contents protection procedure 2nd including key exchange 
procedure A contents receiving means to receive the data containing the specific 
contents enciphered from said 1st interface means, A decryption means to decrypt said 
enciphered data which were received from said 1st interface means with the key for 
contents protection for which it is provided with said 1st copy protection processing 
means, A conversion means to change said decrypted data into the data of another 
coding format, An encryption means to encipher said decrypted data with the key for 
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contents protection for which it is provided with said 2nd copy protection processing 
means, Repeating installation characterized by providing a contents transmitting 
means to transmit said enciphered data to said 2nd interface means. 
[Claim 17] As a thing on self-repeating installation, while indicating the equipment on 
said 2nd network, service, or a subunit to said 1st network side When the information 
addressed to the equipment indicated as a thing on self-repeating installation, service, 
or a subunit is received from the equipment by the side of said 1st network While 
transmitting the information on the contents according to this information to the 
equipment on said 2nd network, service, or a subunit As a thing on self- rep eating 
installation, while indicating the equipment on said 1st network, service, or a subunit to 
said 2nd network side When the information addressed to the equipment indicated as a 
thing on self-repeating installation, service, or a subunit is received from the equipment 
by the side of said 2nd network A substitute configuration means to transmit the 
information on the contents according to this information to the equipment on said 1st 
network, service, or a subunit is provided further. Said substitute configuration means 
The equipment on one [ said ] 1st or 2nd network, the equipment on the network of said 
1st or 2nd another side, service, or a subunit, at least - authentication procedure — and 
- or, in performing predetermined contents protection procedure including key 
exchange procedure While performing the equipment on one [ said ] network, and this 
predetermined contents protection procedure using one [ said ] 1st or 2nd copy 
protection processing means Repeating installation according to claim 24 characterized 
by performing the equipment on the network of said another side, service or a subunit, 
and this predetermined contents protection procedure using the copy protection 
processing means of said 1st or 2nd another side. 



[Translation done.] 
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coa>f>^ aft »t u fcSffa * > > y ic^ 

ii^L^ci^wafci-r* *^a Q 

[fff^3 ] WIB3>^>^fiiait(WKtt % fffiB^ 1 cd* 
5? F 7-^±©SJaX«-9--fcT^X«1f^a-^ F4, 
8ifE»2 CD* ^ F "7- ^.bDSgaXtt^- xxxity-zf 

c»«^4] »i©*y f y-^teffi»sft/c» loo-r 

l£2CD*^ h?-*{C^3ftfc*2<D-f >£:7*-;* 

WlRZffB2<D*y b y~#±<D&XXlZ1)-~VXXiX 
■Ft/a^* h£, g«^a_bCDfeCD<bLr&^ffe^O 

F«#*WK«aillJEfi*arH^Lfc*v Fy-^fiij^ 

CO«*37> FS«*Sr««LfcSWBW»3v> F 
v h7-^ii&5*9 F C7 — ^JbOSaXtilt— tfx 

xtt^^'? Fjaccis«-r*wiffli3v>Faifi#a 

4, 

HUlB^ 1 CD* v b V- ^±CD^aX«^- t^X»*^ 

30 **?f 5»103>^>^«a*Si, 

BfBB»2CD*y F»7-^±<DS8BXtt1?--^XXtt*^^ 

hi, a^^aopar, n>r>^^a(D^gi 

#*ff ; 5^2cDn>7 : *>^^a^ < h, 

MfB^ 1 X(J» 2 CDC^n^— 77 CD* ^ F >7-^±CD^ 

a* 6, «TO«a«jflt*aTBj^bfce**siaLbo8 
axBtf- ^ F3Sr*o, mriB^ix 
t*» 2 cd 1 > -r n^— n > ^ > ^ ffis^a icm^i * x 

4, 

40 S«fBri>7 = *>^§«^arS<iL,fcr3>^>7^r, mTIB 

m 1 x«n 2 <d 1 > -r *i 3W&&<d um^mc m 
^ Ft7-^±(D*axtt-9--tf^xttit^^^ haste 

2 <o 33 > r* > ^ Mfgrffi i^tis b*a:i wi » 

C 4 4 T 4ft^ 4 ^Cf BtgcD^il^ao 

50 [»*B6 ] mriB3>7 u >^«ft^S<i:, WiB=J>^> 



(3) 



ymm^mm— <dl s i tcs±3nn> 

[»I*S7 ] fulfill 1 <Dn>^>^iR|f^l86c*5WS8ff 

> y »a^S(c *j w s hsb *>r>y &m<D^m # « , 

ff 5 «WoBi»*® i £ jetcJMf -r * w 

BUiB»lXtt»2<Dl^n*>— h7-^_h©ig 

frr * ^ > x> ^a 4 , 

mfflB3>7 x >^S«^l2rS'fi l//c=J>^>^*, fylB 
Hf 1 XfiSS 2 CD l ft jfcffcfr© 3 > > ^ ffifl^atc* 
-3C>THf#fl;U WE»lXtt*2C[)0i'rft*ft6#<D* 

ffyiBIH l<D3>f>7 & jiuIB n > ^ > ^ 

v mm? £ sb 2 <omm m> t <d t> <d a ? & c t 
*£-r4*«»B. 



10 



20 



30 



40 
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& 5 n h' - 7 # P # 3 > (l!m ^a i , 

TKU^*W#LfcBff#fb3ftfc=i>^>!y*, 

•7 - z <D{%m? + * JkL*/i* fcfctlEK: golfing 

fyf B* * b 7 - 2±<D<&<Dgm& 6 , faffiiga^ * * ;l/ 
L r * ft: ttlWB«BB^-*f*^ b TSWBBf^ 1 3 ft 



%mt?z>mmmm a 

SolB* ^ h 7- ^±(Dft6cD^a^6, »* ^ h 7-^± 
CD{te©^g©T KU^3W-^SftfcBS^t3ftfc3>^ 



^t^Ur* ytBSWBBWiff*^ Lr «WBBf#f b $ 

ftfc3>f fc >^*(E^cri*s^-t^*^»i^^- 

4, 

8JIB*^ h 7-^_h©ffecD^a^e>, USBra^CCRS 

©iia^sff r ^a i 4 C 4 ^«fM4 t 

3>f->->* v lfl7F>X, iMd^-h, SffTKb 



50 [g»*^ 1 4 ] OTIBef^©3>7 : ->^«l 



(4) 
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1 KiBtgcDji{f£|g a 

urea** hy-^±ofl&<osgR*fc»if-^^sfcttif 

««3aft * gf ^<£> 3 > r > y «a#*fc * * tf 

cor Fu^^m^n^t^n/t^>r>7^ * 

a > > ^ t — SteWM *I« ttWW?-* $ 

tut B^tfi mcomw&Mm^ >-r>u> *— Stea^a nrae& 20 

^«i***OBfffi©=i>^>^«B^«*?f 5» 1 cDa 

mFlBJg 1 CD ^ > 4? 7 * 6S« 3 ti/cMfBfff # 

fTEa^tStiftif 5 -**, ^cDf^bff^cDx-^ 
3 >®lfgra« ShSa>f>^ ffiSffiOgrcffg 

r s 3 > ^ > ^ sj« £ & jyi u c t & 
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mi am i cd * v h v - zmummfr 6 , e *JKStK±cr> 

4> CD £ b r HJtR L /cglS /cttlf - fc** 4 fc ^ - 

t^-^t, s*^g±o^cD£br, miBff2 

h 7- S«^g±(D^cD£Ur^ 

^^©3>^>^««*«**ff5»^cctt, lute 

» 1 *fctt»2 cd— ^cDn t-^af^Va >®£I3M2 
^ffl^TlulB— y h 7-^±CD^g£S^f^CDr3 

2©ffi*03fc--^nf-^^ 3 >«ia^a*^rl(riB 

^ii^f^CDrI>7 : ->^^a^SI^^:^f^ 
^£r4»*3B2 4fcBB«0*«BgaL 

[0 0 0 1 ] 

C»W<Dfl|-S-4««»If ] IEEE1394 

i^*it^*i«isa' I E E E 1 3 &4^A^MM 

[0 00 2 ] 

[0 00 3] 03^1/35C3&S6, CCD^^^AV^^C 
SB, rr3>^>^cD^iE3 tr-s&saiStcff A*j 

[0 0 0 4] CCD r^iEa b--J SrES^fcatxOSW^li 



7 

<o^W3tin=»S 0 ^:<Dtp<D— -o& s CPTWG 

wsnrii* r i 3 9 4CP3>r>7§g^fMi 

K 1 394CP Content Protecti 
on System Specification)] 
"C$>& a C<DR5fJ«, IEEE 1 394;UtCgi^tl 
fc^-FIH^ KS-T^3>f>7 (WiHMPEGf 

fcoc>r % M^fi^- FOffflr^&BlBMS** 

BSEtc#Jur*4y- F«, *£#»DaM£«>6ftfcBffi 

'SrPAIft <' C i 3&s pfltetca S. 2C 
[0 0 0 5 ] 

[mMm8ki>£>? t~?&mm} ieeei 39 4^x 

«\ *fiiiS"Cfe 1 0 0Mb p s , ffl^feCD&CgiJrff 

ilt, fVr 2 hX$Zs#~ F<2fl&ft**^T^S. 
[0 00 6 ] Lrt>U I E EE 1 3 9 4W\ cn6»S( 
r I EEE 1 3 94i, f&O* * F?-^* 
safrrsifiM CC«*ttW»*^rCi*. WU* & 30 
«ffl^*JB<b I E E E 1 3 9 4 ^**JgiR"r5Ji§^ 

o 0Mb p saiii^fcisatt* 

-Mfflltl^^Ci^ I EE E 1 3 94©9i 

tcjimimmctettit^titfrh. ieeei 394 

fc*j£S:«5Ciiir*6K tcr, IEEE 139 

4 i , imm^Q&mtf: ^(Dmmom^u f p ;im$k 
[0007] c:n6WM, ee*coa^rai^/c 1 3 

94rJt*-^PT'^^3>^ilfflLJ: ; 5iL/cii^ % 
t^WtRrafc'-^P^^a^Rffij&S I E EE 1 3 9 4 

-7'nf^i> 3 >8M r I EEE 1 3 9 4i, flfeo* 

[0 0 0 8 ] #»H3tt, ±E*tt**«LrttStifcfe 

£TC\ n f-yDf^^ 3 >gl* I E E E 1 3 9 4 (7) 50 
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[0 0 0 9] J/c YV-Zfctem 

So 

[00 10] 

^±©S6ax«-^-tfxx»-y-^^y f*. swi^s 

FJecd«||5P=jv> FM#*mrtB* 1 * F 

#*tfris»2©*^ F»7-^±©igex»i?--ifxx» 
tf-^^-^ F»K2t«**iw»=ir> Fjasft*si, fa 

E»£©*v F7-^±(Z)iSB*6, «WB«ffi«J5R*« 

>^>y«ttftttfcSK*jto*.* i \ «rsa»2©*^F'7 

[0011] (lff^2 ) (cffi&EftKsatt*, ff 

Wtt. #2<D** h?~*fc«|ft3hfc#2<D-Y>*:7 

tt*-trxxttlf^-y Ft, e*«tt6«±©fc©i 
l/r#*ftofr<D** Fy-^fljCcHf^fSf^BliJSt^a 

^> Fft^*f5TiB«iI»^Kr^L/c^ * F 

> F5«*©rafl L/cmriB*fJfflnv> Fff^cStJ^b 

, tat E«aaw»ar u fc* v f r7 - ^ i 
F^-^±oii{i!x»*-tf^x«*^a- 
^ F«ccafe(tr*»ii»3T>FaMt*ai, wsb»ix 

t*»2 0*^ F7-^±©*af*6, mifBf^Jffl«^|g 
n > ^ > {SStf fB^^Mf S3>f>'; «Stt#6S^ 
>^>^«BHf*B^SEM*JOit'i". iWBfltofr®* ^ Fv 

*3>^>^«Bmi««Ba6*a<t t «na»ixtt»2(D 
* ^ f 7 - ^±cd^s^6 , wia«ffl«et^ar hsk l 

fBrJ>-r>^^tffg^e>f#6tiSP>7 : *>^r«S 



9 

[00 1 2 ] #*0<tt % mriE^>^>^^SW*8«, 

[0013] *«wccj:ntf. «s-r^^n> 

Tt>£Sjg2<D* h 7-^±<D£|g^j ^)<^r3 
#8**««OT^*SR2<7>** h 7-^±CD=gg^j 

*©ffBBBSC*KM'T*CiSc<*fiflPJK: 

[0015] <iiw&«4 ) ttcmztpmmmz, m 

Si, W2<D*v b 7-£&C«Jft3ftfc»2©-f 
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#iwcs-3t,>T wf#f 1 3 n/c ^ > ? > y -r & a > 

=3>?>y*, S?IB^lXB»2(Ol^m^ffe^CDr3> 

[ooi6] *»Kcc<tntf, git^t^y 

2<D* v h 7-#±CD$£g#j 4 !"» 1 * h 
^gj r^2©*y h 7~-#±CD$£g^J #v & 

-^±<D§|g^j i*«««4©IH, *Jj:Cf4«liai4 
30 [0017] »1CD*^ h »7-^±(DSgl3&>6» 

[0 0 1 9 ] jff$L>< tt, B«IS=i>'f'>^5fi^S<t, 

t0 0 2 0 ]»*Ktt. iWE»l©3>^>^««* 

O^lfffBi, MB^2(D3>^>^«a^SCC*jys|jr 
K3>^>^«H©^K*rttffl*r4W2C0«HI«i* 

50 -fi<D*v h7-^6fi*6ftfc, flS*©*^ 



CO 02 l ] #*L<«\ fl&2r<0** bV-ZM 

[ o o 2 2 ] $? s o < « % sneffi i x«j&2 ©urn* 

£©IWr, a»©B&^i*s»r*4J:5«:ttSfc«>, 

Ki-^itZ titer- $ &mmKMM-t & C t # njffi 4 ft 

[0 0 2 3 ]^il<^ WSSM 1 Rt*»2 <D* 7h9 

-^±©sax«*-t^x«if^-y f#>&, %s 

* s^gfiT gift/aw fg^ft^s ^ , «ne«jAtinRs«^ 

^x^mbtc^mmmmm^x, mmmx^v-^ 

m$C:R«tsj:5k:lt&j;(,>. c*uc«£ot, miff 

icm&^moy? ^t> f~ w xcomm^m^u 

So 

sis ft. &%&c&mni<D*v hv-2<DmmcftL 

[0 02 5] ##MI§ 1 0 ) 

#1 * F 7- *CC^3ftfcm<D-f 

<b, swags 2©** f 7-^±(Z)gtx«f-b^x« 
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tf-^a^^hi, gtfUttBDIBir. 3>^>^fiW© 

^^^Ro^ttafrffiffl-ri^itDitwai, Mian 
^*rffiffl-r«»2©at««i*ig— ©fe©^-rs"c 
[0026] (m&m 1 1 > tcft&9fff!«2, 

S^^iK # **€j»f %<D 3 > > ^ {SS^i^ # >!: ff ft 5 
3>^>^*-SCClMPJ«ttMMJ?.ft#^UT. SIS 

[0 02 7] *%0J (HM&g 1 2 ) CCffi&afl^jBtt. 
FicDra^, ^ac<ifeBE^tt#*JctCXift:J3:|i 

50 IB* v b »7-^±(Dffi©i6{B*6 % 8ofBra-&'&iCttS'f 
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coo28] *i%Bj{Ccbn«, mizomB.?- +*)ivm 

ifc©gt£5Ea-C # 5 <fc 5 ^©Bf-^-ffcT 1 - 

«. ^©^iJ^JtoriraMsnrt^Bi^bf 1 -^ 
©iM«> *sm*^m-eti-en©f-^-y h**i>« 

^"■7 y*&m-r 2> C t ifialtfot & <o . JSJll$©KaE • M£. 

[0 02 9] <I»3»B 1 3 ) tcfl&aig£»K> 

7*>^£, ^ffT FU^, i£{14<-F, ^fiT F U-Xte 

*fc««fi**:3>^>y«as*ai. otb** hy- 

* ^^t^BFf ^CD 3 > > ^ fiHH 5 *** £ff & 

ttr vita set zmm 

C0 03 0] *f?*u< mrie»fS©=i>^>u/«s^ 

0 Sn&t»««:SiflB7 o-OIWB^*^T« <fe 5CC L/ 

[0 0 3 1 ] *ffe?/JK: Jrtitt, 7 P-»CM&4«©5£ 
* 5 <fc 5 tc ft S fc» , «K ©BfE • «3HftT\ 

TSCi#niJtti&D* ioTR—y-FEkbrfc. R 

fb^-^O^OBMrt^ttitt*. 

[0032] (M^i i 5 ) la&zmmmmz. 
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ir * ;kh*r^ L T £ fc ratt^ffllOMPtt 3 > f* > ^ 

©3>T fc >^«B^tt*cc$$n-5ii>a< i&— sscd^ 
«fircc*jcaT^offif5 sniff *ec, iWBBS#fb3*ifc 

ffl(I©««#lifflE =i > ir > ^ *— SCciRgffpJfiBaBISB^© 
[0 03 3] <£ft«, BE • «3£»r % r t CD 

•a^asism^t^j iw^Tsciwwffiitt?), & 

oTH—>>~Fl5l±rfe, l5H©tc»BH:<Da*^|"C*s 

20 i^-^tcHTiBiE -a^^tfC^fclij ii^f 5 

[0034] *^hj (if 1 6 ) tm&tpm&mte, 

*«4, »2©*^ h I 7-^^3g^Sn/c^2(D-T>^ 

-tf^*fc«if^-^ hi, ifeBiE^«**s 
<fc * /c ttSBSSH^R # * Bf 
30 itt*ff5*l<Z>=ifcr-^Pf-^^a>iaa*Si. ^2 

^ Fi, ^i>AcC< itBK^ttSfcctVSfcttieaft**! 

^^^3>^II^©i v B?fS^l(D^>^^x-x^l3 
T4=J>^>^Sfi^l2i, friB»l<D-<>*7*-^ 

40 sn/cf-^*, aoow^b^so^-s^saftrsa 
»*ai. iwsa-^bstifcf 8 -**, «rsB»2©nt: 

ffloarBs^b-rsnff^fb^Si, mriBBt^bsn/c^ 

[0 0 3 5 ] #IS91K:j:*i«. ^ 1 ^ F 7-^£ 

so Tco^-^ittaaa^-^scrieii-rscij&s^ 
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loo, Sl©^7 b 7-#Jb<Z>SSK#>6»2<D** h 
4^~#«^fbSftTl>*c£K:3&*K HERB (Hf 

[0 036]»$1<B, f»3j&g i 6 (Ciatt©*«t»« 

GCblv-c, Safaflt2cD**> h?-£±<DSg«*fc«:lf~ 

tarn 10*^9-^ e> , a ^pmms±<D & 

hjacciSffrsiifeK:. Miami 

©** h 9 - /c^lf - t^X ^ /c(it 

y h*, g«=£a± It, mTia»2©*^ h 

ccommfcttcft^mn^msm i ©* 

fylBJfl 1 ^/c«!2 0- ;&<£>* * h 7-^_hCD 
ili, til laH 1 £/cBJg2CDffe^<D* ? V y-$±<D 

BIE^Sfc * ** J: zf * « * £ $ tf 7£<D 3 

2 cd— # © a f- y* u ^ v 3 r mrf B 

— #©* * h •7-^±<Z)^giK§fS03>7 : *>^{S^ 30 

*fr 5 i <b i> tc , tMeSS l S ft: ttSt 2 ©fl&^© a 

CO 0 3 7 ] *»W«:<fctitf, «BT-s*3>f>^(D 
SHI &b < ttSfi*?f oti^^rr** rflfcfrcD** 

SJ iOPi&C&^T, r— ;#0D* y h 9^^±©glJ 

r— #©* * h ?-^i:<D£iaj *fctt rffc£©* 

** by-?±<Dmw] tom-c, =*>^>^««^tt 



50 
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[0 0 3 8 ] Sfc, 0 * U < tt, »3j&S 1 6 iCiaigCD* 
igg^ctel^. «HBn>^>^3Ht*SB, «na&2 
(D^t-^f^^a^WgWr, iuiam2cD 

^fiSB^*ft*©5%iJ>&< ife— BBB, Witt* HiE^ 

[0039] *»wtc»sa«««tt, m 1 cog; 

g©$(l® S ft 6 HSfiliiiCD /c #>cd ^ ^ a 

5 %oyJ>%; < i fc— SB5*«jffi-r S^^*;l/Hrffi*f^j*-r a 
BIHi^fiS^ai, mifa^*;HliS^cD3^> Fi, mFIB 

»2©«a^rat-4*^-^ hjas*ai, «riaif 
<fcft«, sriawiB^ny^A*j#fc&ci*2osia6cjst 

LTfe, ^*;MliBBil^JF5t, ffTiafiS 1 ©Sg«©ftrj|» 

A > > -7 * - X £S«-r ^Ci *S pJtgtC 3Q: a 0 
[0040] fete, «aCC«4*«Bj«^ccffi5^|g 

[0 04 1 ] Ssfc, *«*A:tt*ffitc«a**9itt v n 
[0 04 2] 
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[0043] (mi (ommmm) m 1 bzwrno* 

[0 044] CCD*-A* ^ F 7-^K«, SkSs- F 
10 1, F 10 2, flffiBy- F 1 0 3030^ 

gsttsft-r**^ mm;- f i o i f i o 2 

« I EEE 1 3 9 1 0 4&C, tpms- 

F 1 0 2 4«BW-/- F 1 0 3(i*Wc^nwg^^ 

nn^ 0 /c/a, »a-r*<fc5)&^rffi^ 10 
[0045] *«w«»rtt. as*-'- f i o i *&as 

tiiSftfcMPEGSMfc** tpMs- F 1 0 2rcM6!U 

«iBKra*«SL/r«eiia^- f 1 o 3 tc^rr 
mtbxmwT&o *<drhc, «mt«a c^iE^fc-- 

©Krit) (Dtcsblc, &{gs- F 1 0 1 iJSuRy- F 1 0 
[0 04 6 ] 3ocr>y- F^Tj^Or* 

[0 047]^2(C, S^fi^- F 1 0 1 CDrtgP«iSCD— 

[0 048] aSfa^- F 1 0 1 ^gptCMPEGK® 
L>Tl>£^gT>&9, S*tCj£i;rMPE 
GKftf 5 -** I E EE 1 3 9 4^^X 1 0 4%ili;ri3l 
ttJT<& 0 I E EE 1 3 9 4^X±(,C^X^m 

^cttssar*MP e gbmr?*- ^^Bf^tbr inwr 30 
[o 0 4 9 ] m2i,c^$tiz > £5t f c, zomms-Fi 

OHt IEEE 1 394-f>jr7x-^40K AV 
/C7'P h^J^JMtf^AV/C^D F^JUftBlW 
40 2, AV/C^oh3;bfl©3bWaf^2/3> 
&C[g teffi*^T 5 =1 b*- 2 U a >*MIgR 4 0 

3, I EEE 1 3 9 4^MLX^{m Zti*>?-$<D*> 

xm&mrz i so«#as«tw4o 4, mpegw 

CD* h l/-^t*5MPEGX F U-^SB4 0 6, ntf 
-^P7^^3>*B;ffia$4 0 3*i6Bt^ilK%fe6^, 
MP EGB^ft^Hf^bUr I S Off-^^ffS[54 04^ 

-r^->3>®iISP4 0 3&, KffiEOfcafc©:?*-^* F 
Acer t ^}$o 0 

[0 05 0 ]*«c, H3fc, Fl 0 2©rt8H» 

[0 0 5 1 ] F 1 0 2W\ IEEE13 94A 50 
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XMfrh&mLtc-T-Z (MPEGR«f-$) 
KBHW^C7 * 7- F"r*»tecDfi6tC % I E E E 1 3 9 4 

jRBHHffil© y — Ffcfcf-LT I E E E 1 3 9 4^Xi©y 

- f (xmm&mrciz&ms- kiod ©«at>w* 

IEEE139 4^*»Dy~ F©«tB£«;3 

[0 0 5 2 ] B3te5*3;h£J; CCD*ffiy-Fl 
0 2tt % IEEE 1 3 94-f>^7x^20L &«H 
^>^7x-^20 2, AV/C7*U Fn.rt>#H18l$2 0 

3 , is o«#assm gp2 o 4 , ^KrawoHSB* * 

^^CDff -^-CD^^fi^tf 5 M£ I S 0{f-^^i§P2 0 
5, I E E E 1 3 9 4s*Z±<DS- F©«JSRfW«*iK3l 

Tl>£#Ht^TCDf»$P£> * I E E E 1 3 9 4±fcj£ 
S*r£tgf£>&^o 1 3 9 4^X«^B«8B2 0 6, IE 
E E 1 3 9 4^^ffliJ^Ur^mKM'JcDy- F*»1f- 

OS- F^-fcT^^CD3 v> F^£f^T^ttttW, 
^tHL/cO, *St,»tt«aiKlfflflD{cStlyr I EEE 1 3 

9 4W©^-F/if-fcr^ (tf^^-y h) ottm&m 

*:a^> F<Df^*#/HR»*ff^f^l^^-y F 
«fiSSP2 0 7, a^KIBLb©^- FO«SEW**JDaiSL 
/cO, a6<D»j^« (6^}Wtf<OJ:9 3a:«tt*J#or 

*Sf^J»»EH«J5SI8»SB 2 0 9, a tr— ^ £ 3 
MCWT4#ia«rffl\ 1 3 94^ijfc»?:^fc 

hS««*Jli8W«:7t7 - FS-eSntr-^o-^^v 
a>M»/7*7-F8P2 10, ifKBEMr^OffiOS 

FiSa«»2 1 l^rW^r^o 

[0 0 5 3 ] ^CC, ^4CC, F 1 0 3<D^m 

[0 0 5 4] &«Brafc*5^Tl>fo«>S I E E E 1 3 9 
4 7'P b p^ (^SU^ + ^ci F r3;b v U>^U>f^^ 

oh^ji/f) 36«a»ur^*ifi:*tt ! ^TLfett<. ie 

EE8 0 2. 1 l^>jH6i»LAN9, ffaE©«BR^n Fn 

cc, oosawfi ft»o«eiaii( 
rasp^^c q o s mB#t«8{) h ti & t ©Irs s n £ ©r a 

[0 0 5 5 ] l^fe«>S I E EE 1 3 9 4 F^ttttl^ 
KBIK^- F 1 0 3#s, I E EE 1 3 9 4^^^«Coft*sn 
fey- F (sWOBBHRTttatay- F 10 1) £9ft« 
ff5fc«>CC, fu5ti(Dcfc ^^C, tp«y-Ki02*IEE 
E 1 3 9 4^J:©>- F'^tg (if^aLr.^ F) *x 
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5^U-h l/T^S. rttbfe, flWK^- F 1 0 3^t> 
It, - K 1 0 2 ttl*»4 I E E E 1 3 9 4^ 

-Fl 0 3{^ (I EEE 1 3 9 4flfJ©y-F^ 

j8»«:«*tt^ - F 1 0 2M^7'p 

0 3lt ii-f>^7x-^301, F SO®;* 

^ Fi^ff§B3 0 2, 3 f-ypf^S/a >£LS9$3 10 
0 3, iflS OfI#j^{f SP 3 04, Sfi b/cBg^t 
$MXh'J-A (MPEGR«» *\ 3f-7'Or 
^a>&33B3 0 3*>6tSn53>f>^ + -K* 

«orch*tt-^ftr*BS#a#^b»3 0 5, mpeg 

7£WT£<, 

[0 0 5 7 ] «tfSU-Fl 0 3 0Dr3f-^*P7 : '^>'3> 
A3ffl6B3 0 3«, 5 BSE?*— ?*FB 

cert *©BSE<D«tT«Htt, SHf >>- F 1 

0 1 (©!ft«si^Hi*^^v F) (OBSEy F A 20 
cert (DftfflMB i H-©»*t flWBrft £ . 

[0 0 5 8 ] #»C, HR03t-^Df^«/3>S:tl 
tc±^<DMPEG&fc±ft<Di' — '!r>XlC^*X. 0 5 

F10 1©7n-?t-FW) , 09/0 1 0/01 1 
(cpms- F102<D7q-?t-h«l) , 01 2/0 

1 3 mms- f i o 3cd^p-^^- vm) 
[0059] *r, mm;- f i o 3 s^o^ft 

F 1 0 2$CiIftrT£ Uf7 7'S5 0 30 
1 ) o COiBDtt, «ft«R>- FrtCC I E E E 1 2 1 2 U 

Tfr*>*iTfe«fc<,>. *J5HWR£«\ S» (JKtR-/- F) 
WEGfa - F/t^ *:/lW««g*J#o£ 
Ci^ BfE • «£»<D/c»0DBffi:7 *-7?hS^ 

f**v &m<Dxv~7vf>#isa>ms*i*Ma>tc7*- 

W h~e&2>Ct*mmcMft)Ltct). I EEE 139 
4l5lW©3 f-^'n-r^^a ><Dfc«><DBaE:7* ? 
FT*4B*igB$te«&UTfe<fcl>. 40 
[0 0 6 0] C CT\ IKco^tffficMt^o 
[0 0 6 1 ] F V-?±&Wm*Tl't:&ta.rj:£<D 

-cas. &ifae>, cftfc©?*-*©^*^ **f 

[0 0 6 2] &fclWH£tt4<D** h rftLl^feOCC^- 
#*i£oTl>£f8;IS£«J5rl>j&>j <!:(#> 5 MH^C ft 4. fc£ 50 
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-F <Bf#S»<ll*SF-3r^a> Mf*8otC»5 

[0 06 3] JtftWcB, ^a&BSBBIJBrt* r c<D^- F 
iBJEL/fcy-F (ftSl^ttlf^^y F) tefcfLT, 
SSfUHloy- FiSflffitfo./- FicDW^c^AT** 

< e CCD raHE7*-v 9 Fj *jELC»JB"CJ#oTC^S 
iC^Citt *<DV-F (ftSl^ilf^-^ F) « 

fcr, ±ibco <r- ^ tc^fc -o t x m&ms- F 

<*£t>«lJ-:/:x.=.* F) RBTBiE:7*-v^ Foot* 9 
iEH^rBiE7*-w F3^»Br#/c 

Z>tclb<DjtktSi *iI*PU *©StTflHHfcS 

£4. 

[0 0 6 4] ST. jte»/-F 1 0 3», CCOJr^ftB 
+ F**6^i;a)BSE«H«:J:5^A6tiT 

WJ *J#oTl»4. CCT, Fl 0 33WRf->T 

l»4BBE7*-^^ F £ r B c e r t J it^o 
[0 0 6 5 ]i«y-F*10 3tt, 05CD^7"^^S5 
0 l-ca»fi>«flElf««:ii*p-rSIRK:, a»JM8iE7# 
-v^HUt^Ci^ CCDlf^tffRCCjjp^Tfe 
Ja> (Xf^7*S8 0 1). Mift 01 4<D£5t,C s 
ftffltm<DtptC s $iI>/-F103^MPEGf3- 

F/f^^u^a^ot^i se>tcK«tB3&sB 

[0 06 6]iftto, F 1 0 2$*jims- F 1 0 

SCD^lsSiBSR-rS^ffii Ut«, CODffe^fc*^^- 
F 1 0 2^18-/- F 1 0 3«:*fLT*fiS*Pfli^toti: 
^j^ v F£i*fIU tems- F 1 0 3*sch0cSAS 
^S^^nftgTftSo 

[0 06 7 ] ?T CO«fla»«*«iLte*«|y- F 
10 2B, F 1 0 3#BSE:7*-v* F*f*^ 

Ci^ MPEGf3-F/f^7*U^»^t 
lr»*Ci*WBTS (Xf ^7*S 7 0 1). 
[0 0 6 8 ] *«t^- F 1 0 2B\ F 1 03# 

MPEGfn- F/f^^l/^«IB*»otl»SCi 
* I EE E 1 3 9 4^i©>- FtC*fUT»l6lf*fc 
«), CCDMPEG^a-F/^^^^U^atB*, ^« 
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F 1 0 2 g#CD1f -;FiUTIEEE139 
tt, I EEE 1 2 1 2 U^X^GC rg»»MPEGf3 

•&*SWfcJiB^CC, g^MPEGf^-K/f ^7" 

(CtUtJ;^ I E EE 1 3 9 4fcgSK3*ifc>> 
-KB, fitt^-Fl 0 2teC©«fB*i?»T4£BB» 
■TSCiKlttS) o 10 

[0 0 6 9 ] ^(otcmc^ f i o 2 tt s ixm-y- 

•fa^v h«teK92 0 7rtCC^r— ^;U2 0 8*» 
o e 0 8tt, HI 5/13 1 6©J:5fc: % 

=WB^- F i o zffitfsxfcmhx^zi&t. ^<£>H<* 

[0 07 0 ] CCm B 1 SCD^^tC, &Jfgy- F 1 
0 3<DMP EGf 3- FVf^^U-fiffi^ *PMs 

7"S 7 0 2, S 7 0 3 ) . 

[0 07 1 ] i£{f F 1 0 1 ^6I/c*I 20 

>>- F 1 0 2(D»gffll 7<D<fc5*cSA£Ci$C&* 
(y^* ?*S 6 0 1 ) 0 

[0 0 7 2 ] J£i±«, I E E E 1 3 9 4 ^^fflltco^r 

OS^tl^o *l^-F10 2« t I EE 

E 1 3 9 4^M©a»*>t^tf*, -Fr/a-* FlgJiK 

- F*61fct(J«/- F 1 0 2CM*JgfctB 1 8 5 
^L/L£o 30 
[0 0 7 3 ] Sr. tiy-Fi02WcMPEGf3 

y-F10 1B, COIf^^^ KcSFtL/T, MPEG 

KMfc*<gasr4ci*awcc % 1 3 94^*±{chw* 

+ x (*»{f*-*^^ <m«l 3 94T 

A{cr^B5EsnytAV/ctcte»4^^^) ) <t, mp 

EGf3- F/^^^^U-Z-y-^JL^-y F£*85ttU 
a&mZWk^&J:! bOfitG&tiZ? Uf^S5 0 3, 
S 6 0 2 ) 0 iMffv-Fl 0 1 H CWzfzL^y h& 40 

F 1 0 1 *Ct>tcZ>i><Dtiffl{LX\,>2>tca>. A 
^cD^fi5feB*M^- F 1 0 2^*4. 
[0 0 7 4] Cft£§ff Uf^S7 04) bfc^tt 
✓-F10 2tt. $f im^y F*I»RL» ^0 
tfH*** S 6 asftffiU- - fcf * *tf o r C> &M P E G T^n - 
FZ-r^^^u^lf^^-^ FW5^^^Ci 

F 1 0 3tc*SCi*HaR-r4 

?^S7 0 5) . 

[0 0 7 5 ]cfc^-r, IEEE 1 3 9 4;a0|5]^t 50 
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^7-Ff^<, «ttiKIH©raJW* + *^ (#y) 
«*fTt> (*7"v:/S 7 0 6K I SOm^m^: 

{1SP2 0 4 <E«B*f *Jl>#x**fi) SOft 

U 1 3 94^>*7*-^2 0 l*6A*Stift:A* 

( 1 so?*-*) *«ia*Kiaicc^*-7-F-c#s 

cfc^CC-T^ U^77*S504, S70 7) 0 
[0 07 6] S&fc, JJB»y- F 1 0 3«C*fLt, r& 

n^r^ff 0, MPEGfn-^cAAU ^Oifg^x 

try h<DB~cmm-i'2> Uf?^S5 05, S7 0 
8) . 

[OO7 7]019tC, C<D*&fg>- FfflfJP^v 
— VtiTjkT. 

[00 7 81 11 9CC7F3ftSJ: fcaSU- F 1 0 
3lcMMmM?+*)l>#y*MLxmmLtc7 c -% (M 
PEGKf) MPEGfn- F/^-f X^U-raffi 

fc, CO^CC©?*-* (MPEGRf) 

f (em*^- f 1 0 2<Dmmmmmm ; sorcc 

tt, SSB^-F 1 0 l©f^r*<D«fe*l#oTl>S4 

[0 0 7 9 ] Cti*SftOfcJ)H«y- F 1 0 3tt. 

BOWS Ufy^S 8 0 2) 0 jtegU-Fl 0 3lt 
C<D?~ %<DmmjtUtPMs - F 1 0 2(DR^fi^^ 

^^ff7C«^ff^- F 1 0 o £<Dtcib. CCD 

Lxmm zti&^-z ^mm^t tpms- f 1 o 2 

[0 08 0 ] CCDf£, F 1 0 1 W\ 

;I/#x^j1LT, Bt-^ftSti/cMPEG!R«*e3|-rs 

Uf?^S6 03, S5 0 6) o Ctl^^ftO/c^ffi 
-/-F10 2«, 3feCC«BeofcJ:5Cccn«:*6liEIBCC 
^*9-F-r4 Uf^S7 0 9, S5 0 7) o 

[0 0 8 1 ] *Ht^-Kl 0 2«, ^fy^SSOe-C 

, T2> i &&jfii)2>tVtt&U* CM^©^$7t9- FT 
[0 08 2 ] CCDi:0CCUT, Bg-^bSn/cMPEGIfc 

«*s«ieR>- f 1 0 3t<cmm*T& ut^^sso 

3). COMPEGRffctett, y^rFu^iut 
F 1 0 2<DS- F I D*Jd£*rCt>T fc<tl» 0 C 
i»/-K10 3tt C©MPEG8Mfc*sitJ«| 
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s- F 1 0 2&%m^Utc&<DXfo&C±&V!tZmm~C 

U a CCt, F 1 0 3ttBfE*3tt***MPEG 

C0 08 3] *C"C, MS^- F 1 0 3 (Oae-^o 
^*fs>#Jffl»3 0 3) tt, BHS^SHf-SHfc^-ir 
©i*fl^Cc»Lra«r*. 5fe^»^fcJ:5«c, jlBtt^ 10 
- F 1 0 3 teB\ ±EBf^bf s -d?©aSft7C«*«>'- 

F102 (F*3<D, tf^jx-y H«89=!ft«aSft1f^a^ 

* K ^^a^.^ F I D = b (b=0iT-5) 
<D X t^a-* F) t?*4<fc5K:B»SftTt>4. 

[0 0 8 4] ift. 13 5 CDS 5 2 lCD<=t;MC, tfii«y- 

Fi0 2tc»ot, rmaRy- Fccfeor, &jfg|5ffi9^ 

PEGf3- F/rw ^^U-Ylf rfzL±y F"C, 
■tf^^y F I D= c (c = 0<h-r-5>) CD, if^^y 

bTl>£<Dtt£^1f F£>? j £l>5Sci»^i>© 

10 2ft rfc^sg^^^^ttyCciUftorc^cD 
tt, WHfcSSfil^^-y F <DV"?zl^ v F I D=0r£> 
So J i©SS4ilt y^S5 22, S731. 

S8 3 i) o cntc^o, atasu-Fi 0 3tt be* 
fT*5ite^*«>-F©R«as«if^iy f~c*£c 

[ 0 0 8 5 ] C©i^c, BttR#CDJS5te*BBU * 
«-/-F102 (F^CD^iMff^^-^ h <DV-7*~ 30 

* F I D=0) 0C»U BfES**aHW*. COD^ff 
CDft^iLr, BBEBsJt^y F ©553fe«r rcfuft^- F 
©R«ase-9-^ii y F «DV7zl~ 9 HD=0) J 
±LrfcJ:l>U BfER*^* F©ffiK©ti*K: TBft 
^Sfflf^^^ * F «DU-7zl^ v F I D = 0) J ils 

^t»$s^An, mE3ttm\m^m^^v f <© 

F I D = 0 ) r*Stm5CiS:W»K:^ 

-r^o «#<o»^«. F©**«Fje©«Hiap 40 

— JSOT, FcDBiE • «3SXJft*tf ft 5 

[0 0 8 6 ] -t©RL 8SES#fc: tt, fcSfl^ - F 1 0 3 
©BffiE^*-^^ F B c e r t Zft^-fi, (XTvzfS 
80 4, S 5 0 8 ) 0 Bcertft &SU-F1 0 3 
CDMPEGf^- b/?<< *^lW!f:/:z-* FCDBIE 

a>ADfflaiJ«, if^-r.^ F« F«JJ9S) 
"Ctt<, F I D^BlE^-v* F^rffl^ 

0"CfeJ;C^ 50 
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[0 08 7 ] BfBSft&Sft Uf^S7 10) Otc 
*«^-F«, «a^-^U2 0 8£#ffgLT, CCDB 
ra?*05*3fe3Wltt3aSfiy- F 1 0 1 (CDWft^Mlf 
zfa~v KOt^iy F I D = a (a = 0itS) ) 

[0 0 8 8 ] Fl 0 2tt, SSfl-'-Fl 0 ICC 

Stur, rcfjj^y- fk*ji>t\ raw** *Ji/#xts 

ft IWSOttMPEGfa- F/fw*:/Wlf:/:x 
^-^ bWzfzL^y F I D = 0T^ B .PJSB7-**Jl/# 

ft Ltfe^ (Xf^'S 5 2 3, S63 1, S73 

2) 0 cncc*fu atft-z-F i o i«\ ran*** 

^^-^ F I D = 0V$>& o J £cDiIS£iIT (Xf ^ 
7*S5 2 4, S 8 3 1 , S732) 0 
[0 0 8 9 ] CCDcfc^KLT, BBE5*©tB*S:BI»L 
fc&fctf, X^yZfS 5 0 8tCTSfiL/cBaES**, 
"TIC (Beer t I/O iM{f 

F 1 0 1 tettLXy* «7- F-T4 Uf^7*S5 0 
9, S 7 1 1 ) . -rttfe^ ^TKUX^ BIEB* 

b, ^flt^-FttaawMss-c**. 

[0 0 9 0] BfES3»(DK33S(DIR», JfeKHttHiLfcJ: 5 

cc, bbes*^^^^ vcDftftzmmMmy-?^-? b 

«DV7*-v F I D = 0 ) iltfe^U BIES* 
FCDffi^CDfeg^^iglf^aL-^ F*9i^-S-*« 
fg^Ati, BiEB*3fettS«H^^3.^v hr*4«5 

[ 0 0 9 1 ] C cr, BaEB*©tfi#*^iL-r«:7 * »7 

- F 1 0 1 KSdar 4 C i ^cAj: o , ttH, jJSft -/ - F 1 
0 1 tm&Ls- F 1 0 3 4®Bt?, SII»<DBBE^«*« 
^n>< C<b(Cft»3, L^fe^iK^- F 1 0 2 *«C 
a&, *©fft©y- F6c«*<DBE<DlS*W6*Cca4SI 

[0 0 9 2] BfE»***WKofcjaS«^ - F 1 0 1 
tt, cn^^iK^-" F 1 0 2CDMPEGr r n- F/^^ 
^^U-^f^-y F*6SI6tir#fcBfEB*r*4 
i^f?~T^ Uf^S6 04). *<D«, Bcert 
*i6>««^-F 1 0 3©MPEGf^- F/x^ ^^*L^ 
A^rzf^v F*«pJEt?#S ID (Bd i d) 

Uf^S6 05), ChiifeCC, -¥>«0I5I«©B 
ffiEB**BSES*<DSfi tu^cW L r tf 5 i S , /c/c 
i^ff KlOltt, Bcert ^jJBRy- F 1 0 
3<DBSE:?:r-^* hr*Sittt»tSCiB&<, 
tfL^cpJBt^- F 1 02 (OMPEGf3-F/f^ 
^'U-f^^^^ F) <DBBE7*-^v F^&&£;g|& 
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[0 09 3] C<DBfEB*ftc«, Mim F 1 0 1 «D 
mmmtiiyy^y b) <DWBEV b Ac e r t 
Bd i di^SDhi. CCt, F 1 0 1 

SBffiS* (Xf^'S5 0 9) ommTuterpMs 
- F 1 0 2 (©MPEGfn- F/-r^^^U-T1f^ 

la5fe«-^«0*«-/- K102ift4 (^f ^S60 
6, S 5 1 0 ) B 

[0 0 9 4] CtiZ&m (^f^S7 1 2) Ofti^lB 
>-K10 2tt, ftIf-M2 0 8 4#]IBLt, CCD 
HaE*ttcD**CE>S*5t*s«eK^- F 1 0 3 (©MP E 
G-r^i- b'/^j Xy'lsjmZ) T**C<fc«rBiSIU 
C4>BSE*«5g3fc«r, *#*^^.-rtC (Acer t«tt 
-e©£gg|OT) F 1 0 3$c2tbT:7:* 7- F 

"T4 (*t^:7S 5 11, S 7 1 3) o CCDlgiEg^CD 
3^lff7U«*ffi^- F 1 0 2t4^ 

[0 09 5 JC ft*$tf ttofcjUR^ - K 1 0 3 tt, C 
ti%tpMs- F 1 0 2<3DR«iiSft*^a^.-v h^6iH6 

5 ) . ^CD|£, A c e r t 2»6i*{f >> - F 1 0 1 <DK« 
h*«Fjer*4 I D (Ad i d) £ffifctJU 
l©3£gStei£*ft»9<D^tt** % BlEg3<©i*{f 



10 



20 



F103(t A c e r t ^3Mff y - F 1 0 1 (DmWEy * 
-v^t*StBi»i*l trU^UM- F 1 0 2 
«D8Mfcaifi^^a-5r h) ©B57*-7 9 Ft$>^ 

[0 09 6] C ©BHSt©3Sfefcj*Kfc8i 0 <Z>^»* <h 

ur; f io3«, mmm^mrnvt atmm 

F**»«!bTV4>'- F) CcStfOTBH -iiiafe^ 30 
-r h£^{fr& (Xf^'S 5 1 2) . 

Acer tO*^intWclfy-F (©B^ff^ff 
if^jL^y h) ©rv^j* I D (Ad i d) f^Slh 

(^f77's 8 06), ccr, asat^- F l o 

RBBEK* (Xf^7'S5 1 1 ) (DSHfiTtteWS 
>-F10 2 <©»«aS«^^a-5r h) r*&iJW»i 
Itl^/ci?), CCDBES*CDa6fs5t«-¥>«Oit>«l> r - 
Fl0 2£tt*. 

[0 0 9 7 ] cn*3fl LtctpMs- F 1 0 2tt, ftS 40 
7— :/;l>2 0 8 C©BBE*tt#©**(DS 
#$&WaHfy- F 1 0 1 (©»«3&fi-*:/:z:i* h) T 
*5C£*BBIU C©BBE#tt#^4r* h*. 
^.rtciifiv- F 1 0 1 &c*fLT:7*y- F-J-4 (X 
f-^S513, S7 14) Q CO^'^r^ K05Hfl7EB 
F 1 0 2-C&&. 

[0 0 9 8 ] cni|^*©^tt*^iijfg^- F10H 
F 1 0 F 1 0 3©#WfC# LTTfc 

ff*>4l4 (^f^S 5 1 4, S5 15. S60 9, S 
7 1 5 , S 8 0 7 ) 0 50 
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[0 0 9 9 ] C<DWRE¥8ti*J*lr v L/fciUfa ^ 

- F 1 0 1 W[>M^- F 1 0 3«, -en^ti, Sfi 

l v v s tir i> & ^ £ 5 #><z> # >^'© 

fc©r*S*»£5)&>©BtB**?fi^ 
^r*iI©BlEiiKa u t h*a»#fcH-r. t<D*»DB 
BEStKauthtt, i*ff^-F <©»^m*:/:x~ * 

<t©wrft»tef$o«r, C©g|K a u t h£ v 
C©W# F 1 0 1 , F 1 0 3 ) 

©ffeAtcftj en & cift< & c £ a* c offf^-cr 

8, S 8 0 8) 0 

[0100] C<DSE«Kau t hHot, HBSCCM 
PEGX h y-ACDHf-SHfcSff 5 3>^>^*-K<Dft 

Mms- f i o lfr^mms- f i o 2tc, ie 

EE 1 3 9 4©nt^7'Pf^i/ 3 >M (5C7^S;) 
©<£5fc:, 3Eft»£^-F OB) <Dffl*MifciSat<fcfc 

rti^ Uf^S5 18, S519) 0 

[0101] sr, c©J;5k:lt, ant-/ - F 1 0 1 

((D»»SSm*^-^ h) i«y-F103 (©M 

> ^ * - k <D*****rca s j: 5 cca o fc. 

[0102] C Ct, F 1 0 1 itftr^M 

0 stcxvsmto (xTvfs 610). cn* 1 3 9 

4s*X<Dfflm : ? + *)l>#x&mi>XtpMy- F 1 0 2 
(©MP E Gf 3- F/^^^^U-TIf^-^ h) (C 

*tLr^ftT4 Uf^S5 16, S611), 
[0103] F 102lt F 1 0 1 Jfc 

h mm * + * ^ # x *a l x m 6 nr < 4 Bt-^fb 5 n/c 

MPEG8MR4, I S 0{t^^:fi^2 0 4^6« I 

yCCSSftr* (^t^^^S 5 1 7, S7 16), 
[0104] Ctl^mOtcmUy- F 103B, 
K©I^fi-otMP E Glftf(Dffl^tf 6 (^f ^ 
7*S8 0 9, ^f^S810). a^{b3n/cMPE 
G-r-^^, MPEG-^n- FB53 0 etcrH^fcSti 
Uf ^^S8 1 1) , Ctl&rj Xy'\sJU3 0 7CC 
TB£«ij*-rS Uf^S8 12). 

[0105] c^^c 1 3 9 4J*xtmmmt<DWi 

fc, x> K-x>F©^- FRI± («OBB»CttSSfi 
s- F 1 0 1 £*88M- F 1 0 3 ) 3&SBffiE*«#-t>llSl 

F10 2*S». ^(DWDS- F*«ftl4C£ttr#&li 
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L fc - * <E36 * fif 9 C i 3&s?I«6 tc 4 . 
[0106] &*>\ «±©HSfe»»tt, BH#ttS*>. 

[0 10 7] i/c, «±(DSe*?|5!»"Ctt, BSE*5j;C«i 

[01091^1 <DSaBg«r«S. iUff F 

oT#/c 0 i^f^-F (OlWfclf^xy 20 

F) F (0MPEGf3-F/f -fX^U^ 

ttffi) Sl>*B«EU Bf^iOSaft^as* 

Ft*, mms~vtrcfti,xtem%s-h*<D 
fe^^Bf^t^-^cD^^^ocDgB^^o^r^, cn 

[0 110] C*tfC*tU »2©S6tt»»rtt s 

ffl, fc<fci^*«^- Fi*UHy- F4©Hr, 
f-^af^V3>^fflDtt^ 0 039. ccd 
^SSJBSRKitec^rfc, Wi^-FB, iUfi^-F*4^ 
tt^^- Ftc^urf^if--tf^tt»«-r4fe©©, 

BE7*-v^ F*RFft, *Jtt-/- FS#*t, 1 3 94^ 40 

jdeWKIBOMPEG^-^OBt^b 
[0 1 1 1 ] H2 0CC, ft5SIO*-A*? 

[0 1 1 2 3 H2 1 CC % aifi^- F2 1 0 1 <D«SM»j£ 

[0 113] ^C, 02 2^ *«^-F2 1 0 2CDft 50 
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[0114] rpMs- F 2 1 0 2 tt, HI 
HfflHc, I EEE 1 3 9 4^XffliJOy- FiC^ltil 

^-Fof^ai^-^iao, F©«te*f^r 

SWWSattk *JrV*BBKBI(H©-/--F«:S*ur I E 
EE 1 3 9 4^*ffl|©-/~ F (#5e»»JBTttj2Sft>>-- 

F2 1 0 1 ) Of^ai-^-^i&O, I EEE 1 3 94^ 
^fflij©^- F©««*«3Hra«-r«««*RFo. 

[0 115] Slfc, I EE E 1 3 9 4^XM&h$:mi> 
1t7-* (MPEGBMfcf 5 -*) *«98KfRHWfC7*»7 
- F-r*««*»o*s, »10SOI»llliffiJftT4^E 

"T**«*3&si EEE 1 3 9 4^KM4«tJlBEra4© 

W^c-^r, c©ifijK^- F2 i o 2cc*5t,»r»«is 

nr*5 0 , I E E E 1 3 9 4^^XWKcoiiT{JKfE7 * 
-7? FBcer t^IEEE 1 39 4^ tT— :/u*r^ 

s^h >&asfP2 208^ Mum.mm^cr>i>xmEmy 

*-7? FCcer t iftUaEfffl^ f-^n^^^a > 
#HMB2 2 1 2lC*ft-etif$^ 1 3 9 4^x<Dmm?~ 

S Off -^{13$ 2 2 0 3^T^ff^fff-^«^tSP2 2 0 
4 0CT«#tl#ffc-^«#fb3tlfcMPEG|SMfc*, «f# 
{bSP2 2 0 5 ^rBBf^b-*Ma I S 0<f#3SSfiBB2 

[0 1 163 Ch^OBaE^^-vy Mt IEEE1 
394-f>^7x-XS, *S(r»BjHe»EIH-/>i'7* 

[0117] CCr, Acer 'tiBcertft I^D 
BSEDin (fllAtf I E EE 1 3 9 403t-^of^V 

^ F (&&TZ> CcertiDcert) {Col^r tt. 

^^*ffl^r4SB©BfE«IJB*s»tTTiBK7 * - 

[0118] »MC, H23«:, M/-F2 103Oft 
SHfificD— OT*5VT. 3t*-^nx^^3>*!LfflgP2 3 
0 3 «ii»Enr^ W©BBE7 t-7-;FDcert4 
It^r^S C 4JM^tt, «*W«:B0 1 ©HJBgJB<D«ft 

[0119] *CC, HIRCD^fc'-^n^^^g^iJjSO 

4/02 5 (£{*<DS/->r>X#J) , EI2 6/H2 7 
mms- F2 1 0 1 (DVU-**- hW) , 028/ 
029/030/03 1 F2 1 0 2<D:?a- 

^t-FW , 03 2/0 3 3 {MRS- F 2 1 0 3 CD 
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[0120] s-r* mms- F2 i o 3 b, @#<£>«tj& 

F2 1 0 2tefflfcrr<& Uf^S2.5 

0 i ) „ *iasf»«£B, m& mms-p) &MPEG 

ISflEcDfc&CDtgflE:? * ^ F£J#oTt,>£C£&<!:r 
*4 (Ml . CC-C, !&IE<D/£&CDiglE:7*-- 

»Jl,TfcJ:l> (^f ^7'S 2 8 0 1 ) o. 

[0121] cti^mutc^my- F2 i 02B, m 

fiy-F2 10 l^i!iE7t-V7 F^oCi^ M 10 
(ATv^S 2 7 0 1 ) 0 *«t^- F2 102 

b, mi<DmM?&mtmmt. c(dmpeg?3-f/ 

r ^ ^^U-raffi*. I E E E 1 2 1 2 U^J^AV 
/ci/Dh3;lfSttot t *!^F2'l0 2BtO 
^hiUtIEEE 1 3 9 4^*ffJ{Cj££-rs 
(^f^7*S2 5 0 2). 

[0 12 2] ^(DtciblC^ tpms- F2 1 0 2B. Rffi 
F«U&S|32 2 1 0rtCCf^7 L -> r ^2 2 1 4 
**So 0 C©f^f-^2 2 1 4B, IWctill 20 
©^Jfi^J»iEiair*f5, S3 4/H3 5 CD J: * 

«^-F2 i o 2^ftsrjs^Lrc^^i, -ecDSif* 

[0123] CCW 13 4<D<fc5*C, F2 

1 0 3 P E Gf ^ - F/f ^ 7' L/ ^ St^ t 

^7'S2 7 0 2 1 S 2 7 0 3) 0 

[0 12 4] CCDtctb, mms- F2 1 0 1^61/c« 
F2 1 0 2©«jgB, 13 6CD<t5K:m*4Ci 
Ccfti (*?^:/S 2 6 0 1 ) o 30 
[0125] JiUiB. I E E E 1 3 9 4^XfflfJ$Co^T 

3K-/-F2 1 0 2B. I EEE 1 3 9 4^UI©8B-?> 
■*-tf*. t^^MfiSSL, enfeoff! 

Jr^ttRJEs&sttSti. JIW^- F/P6«fc*«ty-F2 

1 0 2©JfffiBB3 7cD c fcMcJl ( *.£ 0 

[0126] ST, F2 1 0 2F*3*tMP EGf 

F/-r^X7*U^1f^^^ F****£B»bfc3i 40 
ft-/- F2 10 IB, CCD1f>^^ Ftt*fLT, MP 

rc©HJt8* + *-rt'#x <*sfi-r<5:/^iO mp 

8MR*^-&J:j i<D#^«rffl-T Uf^7'S250 
3, S 2 6 0 2 ) 0 itfl^-F2 10 1B, CWzfzL 
~v b&tpMs- F2 1 0 2CC*Sfe<Di»i|RL/r^& 
tc&>, ft<§<Dm{m$vlZrpMs- F2 1 02t^^ e 
[0127] cn*Sft (^t-^ 7'S2 7 0 4) bfc* 50 
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«^-F2 10 2»4, *«bfc*M^*!7 FftjUfjb, 
* <D^*s a 6 *W Ji -if - tf* «r f f T I M P E G 7 s 
F/^*^U>fl^/:x~* FCC*f-T4tfe^r*S 
Ci*B8U fO-f— ^2 2 1 0*#«gbr. CCD 
i^it^SlftBftaB-/- F 2 1 0 3 *c*4 Ci*B«t 
6 (Xf^7'S 27 05) . 

[0 128] CC-C, B2 0<D*ttRKIHIB* Q.OSSstJS 

iLANlrii, f-^tffl3 8(Z)J:^ic, 

FUX, £b3cT FU*. f^^j ©<fc5«c:7*-^* F 

[0129] ST, IEEE13 9 4;<*<DE«8* + * 
Jl/ttxSStLTSflLfc?*--**, FffllCC? # 

7-F-T-<<, «B»KIB©QOS»e*tT9. S&fcl 
SOfs-^iH^{tgP2 2 0 3 <Etft8* + *Jb#x«r5fI> 
£&» I S 0{f-^^mgP2 2 0 6 (QO SffiiE*ff ft 
5*8«l:7U--AiCT2£fI> *H2 2(0*3»<DJ:5tcJS« 
L/ (*A:Bt#<DO[#<b3&J'C*3Q:li*:a>) , 1 3 9 4^> 
^7x-X2 2 0 1 fr^AJdZtitc I SOA^f-^^ 

itetBEfflcc*©**^ * »7 - FrsScfc^ocur 

Uf-^S2 504, S2 7 0 6, S2 7 0 7) o 
[0130] S6«C. ims- F2 1 0 3fc*tbT, 

cD^^Ma^-F*tj®^^^ bcDBx-mmrz 

^S2 5 05, S2708, S2 8 02) e C Offlm 
y'U F^UtB, I E E E 1 3 9 4AV/C7*P F^ 
;k $>^t>«IEC6 1 8 8 37*Ph3Jl/^ Cn6£ 

<DCD, (gi^S v-X ID (SID) 

tt^C, KlUTl^QOSf-^?:- 
^tC^or^O, CCDS I D<Dm* I EEE 1 3 94<D 
ra*B^ + *;K0J:5Cc, ^-^r? n-cDWJ?^cfflc^c 
£**r#4o ftStt-^- FftUffll^^y KD— WSBI 3 9 «: 

^^r^ F^iMftTcB*^^- F2 1 0 2~C&£. 
[0131] cn^fl/c«^-F2 10311 a 

^ci^^ig-r^. 

[0132] CCD^, am-/- K2 1 0 IB, I^IRS^i* 

4 (^f-^S 25 0 6, S 2 6 0 3 ) D =2>^>^« 
BKliTS. COBf-WIB, «af 4Saft«^>2/- F 

[0133] Sfc, CCDBf-^bStifcMP E G!ft«*aS 
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F^BSSiJ-TS ratify- K I Dj ^Shtlitfei 
[0 13 4] cn^fl b?c«By- F2 1 0 28, 

frfcdSttS nsm^-F I Dj 
-C**C££BiBL (Xf^7*S2 7 09) , 3£ffy- 

?fft5 Uf^S 2 5 0 7, S27 1 0) 0 C 

r-*ffii&m2i\x\,>&win9-+*)],ife <# X ) £ie 

*§£\ tpMs- K2 1 0 2CDMPEGf r ^- F/rv * 
^U-TIf^-^ hcDtf^^L-^ M D=0) fciiftl-r 
£<, CtxB, iMft^- F2 1 0 1 ^e>Jt/cBIE5fc£M&] 

[0135] C<DBfE5tera^tfA4r SUfi 20 

r*5£, *^*#&i>c&£WBTSSJ:5teLri 

[0 13 6] Sr. BBE3tem^1i:*3« (Xf^'S2 

6 0 4) Lttmms- K2 i o ehw^+ji^x 

F#, t£$$ y — F 2 1 0 2 COM PEGf^ - F/f ^ 
^u-rif^a^^ F-C*-5C<fc*BttT* a 
fc^RHSB*-**^* x^iltff bTO£1t:/:x~ ? b 30 
ifi. &fc3kfBV"7a- * F ?HD=0)T? 

BSBfcJS§A-5r* F iUt, Wi^-F2 

1 0 2tCjIftrr* (^f^'S 2 5 0 8, S26 0 
5) . 

[0137] cntCcfcO. cf«t^- F2 1 0 28, (HJJB 
^^^^ttxtCT^-^^iMfiLTCi-Slf^-y F#, 
36M F 2 1 0 1 CD^jUff If ^ F (lf:/;x- 

?hd = o) r&sc<b£Birc#£ (^t->^*s 2 

7 11). 

[0138] mm* + # xic?- zzmm ao 
bffi. 1 0 i<D$k&mmy~7^ 

~v b-Cfo&CtZmmLtctpMs- F2 1 0 2 (CDM 

fig) fct M^TiUffy- F2 1 0 lOIW&gfflf 
v Ffc#UTBffl»R*frfcS. CCDBIESMWctt, * 
»^-F\ KOMPEGf^- F/ir 

^X^U-Ylf^^L^^ FOBIE:?* — F (Beer 
t) 3&s*«C<eS6Sti4 Uf^S2 50 9, S26 0 
6, S2607, S 2 7 1 2 ) „ C©BBES*iBBE7 

KDsajw*. 9i^»k^ttiiQ«(c, as«y 50 
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-F2101 (<DWti£mV7*~*j b) *6rtt&-/- 
F2 102 (©MPEGfa-F/f^^U^t^ 
F) CC[SjWrfe?ffeti4 (X^^y'S 2 5 1 0. S 
2608, S2713, S 2 7 1 4) „ t<D«fc5fc, » 
2CO|QffiJi5JBfCtel»rfe, BH-ilXifMC* F 

^cBirsfliwfesaft-r-sott, i^D3£g[5j±cDji{re 

[0139] feSl^BSE^TUfcW^- F8, ffl 1 
©H«©Kfi8ilH««:BIE • 

7*S251 11, S 2 5 1 1 2 , S 2 6 0 9 , S271 
5) , BmE^K a u t h 1 ^ft^, 0 C<DBfE«*ffi 
^r, iliff F2 1 0 1 8, SHfta^f- F<D$m* 
F 2 1 0 2 CCStLrfTttli <*T* v 7'S251 
2, S2 6 1 0, , S 27 1 6) , *SJ^ *Iy-K2 
10 2m 3>7->^iKl©i^Cim?) 
J:5CC&£ (Xf77'S2717) 0 
[0 140] JMtt. eS^T<^3>f>7iKl-C 

Bf^t^n/cMPEGi*^ (mm?- + *)\'#xm&) 

(Xf^S2 5 13, S26 11, S2612)tt, 
**-'-F2 1.0 2CCT«#ft3tl (Xf^*S25 1 

4, S2718), 36CCiHa»KIBffl«C»(l«:«X3nfc 
n>f"> 1 >«k2r|}Bi#^bSti (Xf-;^S2 5 1 

5, S2516, S 2 7 1 9 ) , *fti»Elffl±*QO S ifi 
{£iE3n£7f$T, mms-b"2 10 30C^LTii«$n 
S (^f ?«2517, S2 7 20, S2 80 3) e 
C<Dm&~Vte, MP E GIMftfct I S Ofl^^fI§P2 2 

0 3, Bf#a#{t8B2 2 0 4. B^b§|32 2 0 5, M« 

1 S Off -5f j^flSR 2 2 0 6 

[0 1 4 1 ] 5fcGc2i^/cJ;5K:, CO<h^*I/-F2 

i o 2#, mmm.mmicmmLx\,>z>r- $<Dmw-c 

^^cfc^tCT^/c^CC, V-^ I *«^-F2 

1 o 2r— *ttfi*f*^LrasaLrfc<t^ 0 eict 

B, CO— atatf*aiTS. Tttto*. aCDffiCDoi^ 
fe^-^tt, I EEE 1 3 9 4<D[*$8^**;U#x£>6 
SfiL/c^-^ (^^>7">^^K 1 -Ctt-^HtU n> 
f->^«K2t?SBS#'fb0fcfe©) -C*^ 0 *iB^-F 

2 1028, a<DS i D*«wr«eWKBK:aiUoriri 

(Dtmmmfr 6 ss« u r ^ * > -c * 4 c i *bb u 

[0142] cn^fbfcM^- F2 1 0 3©«bfts 

«>^-F2 i o 2©»f¥iRi«'r**. -ratot. f 1 - 

^Bf^ftStir^SCiiBIR-S-SiifeK:, WAtf 

^ft r^^^c-g^ns r^ffTuTFu^j £#mi>t, 

CCD-r-^^riMff UTl^cD^^y- F2 1 0 2~C$> 
£Ci£B!aSU *i^-F2 10 2tC»Ur, r a j5c 

-/-F2 1 0 2<0£<D1f^^^ h^J *«S3&i»Sfti 
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2518, S2804K 

[0143] com, f-^«i?nti^s i d<d 

II (a) £fSiSbT, F2 1 0 2*. 

«S/-F2103(DMPEGf 
FVf* * ^^U>/^^^- y bOV-^^L^y F I D 
= 0) fcMftrTS. Cti«, 10 2^61 

[0 144] BiE5tera^-»*Sm Uf^S272 
1) L/c*ly-F2 10 2it S I D= alcMLX.m 
m LW4f-*4S« bri>Sif^-^ F#^ ftSl 
^— F2 1 0 3tDMPEGf^- F/tw Ylf :/ 

F F I D=0) T?&£Ci£Bf-&T 

•F^a-* F^ S*ft^{f1?-^^^^ FT$)^Ci*, 
BBE5fejSSF^^-2r y F £ It, F2 1 0 3 CCjIftJ 

1*5 y^S25 19, S2 7 2 2, S280 

5) . 

[0 14 5] cntcj:^ MRS- F2103«, SI 
D= a%tt^L,X^-Z&mmuX\,*2>1?7a~y b 
tfi. F2 1 0 2<Dmtt£tSl?"7a~y b~C$>2> 

ci*B§*rc#s 0 

[0146] SI D= fli*W4l/tf-**3ai 

Ft^^Ci^liSL/cily- F2 1 0 3 (CD 
MPEGfn- K/f ^^Iz-ft^ax-y F) ft 
l^rrti«ty- F2 1 0 2©|ft«a6«-!t^a- ^ FtC*fL 
•TB8E5**tf3tc5 (^f77*S25 20, S2 7 2 
3, S2 7 2 4, S 2 8 0 6 ) 0 C ©BIES#K: «\ ft 
JBU-F (ifcttii^ - F^MPEGf a - F/f 
^yu-ft^a-? F) (DBBE7* — F (Deer 
t) 3&s^Kie£3;h-5 0 C<DBffiS#£Bffi:7*--v* 
F©3»«, F2 1 0 2 (CDBWRaS©*^- 

7h)^6ii^-F2 103 (CDMPEGf3-F/ 
x^Wi^ax* F) tciqjWTfetTto-hS (^ 
y7"S2 5 2 1, S2725, S28 07) e 
[0147] *J2»v^cBiE*i3f5T L/tW^- Ftt\ 
rBfE • «£»*#fe* *m> (Xf ^7*S2 5 2 2, S 
2523, S 2 7 2 6 , S2808), BfEfllK aut 
h2**W"r£. C(DBHfit*fieoT, «y-F2 1 

o 2 tts titm^is- bcommzmMs- f 2 1 0 3 cc 

StfUTm* Uf7^S2 524, S 27 2 7, S28 
0 9), *SJS, mms- F2 1 0 3~C\ n>f->^«K 
2 0ffi**DSC<!:3&sr*4J:5CC3&S Uf^S28 
10). 

*^-FIHOBiE-'8e3lli. W^-Fiill^-F 
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ie©JK»rfe«kc^. w**afetf ur Recife niiilr 
[0 149] mm, lBSShr< «=i>^>^«Kir 

Bf#<b3ti&MPEGBMR (Xf77*S25 25) « 4 
■«^-F2 1 0 2CCT«#fb3tl Uf^S252 

6) , 2%KimmamtemKmm$Hitx^T>ya 

K2rSB##{b£ft (Xf^7'S 2 5 2 7, S252 

8, S2 7 2 8) , *e»KIHI±*QOS3&J«IE3n*JB 

-c, s i d = ajW4Sh*i»7 u-Aojgrjtee-/ 

10 - F2 1 0 3{c3PfLrSmsnS Uf^7*S252 

9, S 2 7 2 9) B 

[0150] ^Jgfct, fflgLs- F2103W, fttcA^ 
(^f-^7 , S2 5 3 0, S28 1 1) , Ctl^f^^ 

iwas2 3 0 ncxn^rz (xr*7S 2 8 1 2) o 

[0 1 5 1 ] C<D£5iC. IEEE 1 394^iii 

m<o t m cc fta > - f -wme-t ^ 5 &ffls«3&cD«# 
20 f\ tejr^tfJK^- Fi«® f#, ^n-enoEfa 

T\ BK#tt*^S»^**tT5C4^ H^©M 
P E G!^f©3>f >7«8©£*4f - *ofiS 

[0152] fc^3/v, iftB-/- F2 1 0 2 CD r^M 

p e g^- * j *Jiftnsau», *#wocBBit-^a#{fcaij 

30 2 2 044Bf#lbSB2 2 0 5i©WtC«, ^-^fczafcf 

■^ffcSPiBf-^bW*— *cd ls i K-r&tt^) jWftgn 

[0153] (»3<Z>SaH»«) *CC, 93(^(1 

[0 15 4]^3©^iflTO, IEEE13941 
40 CCtel^T , H A V i £g« (Specification 
of the Home Audi o/V i d i o 
Interoperabi 1 i ty (HA V i ) A r 
chitecture) ^cR^Sti*. A V/CCDJ: 

[0 15 5]B4 0&C % ^ F y — ^ 

iosofc»iB4ig«r*« 0 

[ 0 1 5 6 ] H4 1 CC, jaSft-/- F4 1 0 1 ©rtSRliii 
50 £>— M£^T 0 cnfe»l©**»»0>^iKlOT« 
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-C**# % I EEE 1 2 1 2 U^^44 0 7 &&m<D 
iIMI23£LT^& 0 IEEE1212U^X^4 
4 0 7*CW\ 2Sft^-F4 1 0 1 cDUtt, r 

[0 15 7]^(C, 04 2&C, F4 1 0 2<Dfc 

mm&cD— m%^-?o *pms- F4 i o 2 fe/mon 

>^*Stt9!t"5^Ci£Jfitt I EEE 1 2 1 2 U^J*£4 
2 13^139 4^X«^SB»aB4 2 0 6 rtCC^KSEL 
?c&£. H A V i ^S§P4 2 1 2 48fOj5#» 1 cDggJfe 
JKJB<tS>SS. H A V i $£W§$4 2 1 2(rC\t x i,>t>«>Z> 
HAV i ^-Y hn— FOftifflitf 5<Sfflv^> (VM) 

«, h fif/£gp4 2 0 7 s&sjSo. 
[0158] i4 3 tc, F4 1 0 3(Drt 

su«KS<D— w&Tjvr. ttuc-^Tfc, »i©siJfej£!B 20 

<D*§^ £ *$:flCK£ * & o 

[0 159]^CC, HAV iBIMKcbW*, *BS©3fcT 
- f ^ V a >^JS L/c±rcDM P E GRMftO^ 
-^>^tCOlir, 044/i4 5 (•£ft<DZs—>rl'Z 
W) . 14 6/S4 7 (iH{f F4 1 0 1 <D7U-^ 
+ - h£8) . i4 8/i4 9/H5 0 (*«y- F4 1 
02O7D-^t-F» , §5 1/05 2 
F4 10 3®7n^t-h«) *#B8U&*i6SilB-r 

[0160] ^f, &SIIU-F4 1 0 3«, e»<Z>«ffi 30 

WS**^- F4 1 0 2$Cffl*D-r£ Uf^S45 
01)o C<D££, Cti6©fll^Rf»ati, I EEE 12 
1 2 U^*#Jg5£<D««£: l/T F4 1 0 HC3S 

ftfifcOitip -r«cto%. «^-F4 10 2^ t 
»J^y- F4 1 0 3SC*fL<T r I EEE 1 2 1.2TSH 
Sn^CSR (nv>F* 

CCOT Fb^tCffiSr4BB»tCOlirCDfl»«j *m 
*U Cltitti^- F4 1 0 3**gA£^C<*K>0 

f&mmcte, S» (»8^-F)^MPEGf3-F/ 40 
f^7*U^ii^ic^/cCi^ BfflE©fcS><D 

Ct, F4 1 0 3jfimr>~C\t>ZW&7*-~?v 

h&B cert 

[0 16 1] Cft£§ff L F4 1 0 2«, & 

ISU- F4 1 0 lasBIE:?*-^ F^oci^ M 
PEGf3- F/^-f ^^U^«tB*J#or^4Ci* 
B6BT* (*t^:/S 47 0 1 ) , «By- F4 1 0 2 
tt* «8>'-F4 1 0 l^MPEGf a- F/f 
U-/«SB*j$oTl>4£<!:*r I EEE 1 3 9 4^*ffliJ<£> 50 
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FCC^0T»6tt5fc**, C£>MPE Gr^- F/ 
-^-f *«y-F4 102S#©1f^3. 

~*FiLTIEEE13 9 4^*Wtj£#T£ <*t* 
^'S45 02)o JWfcWfctt* g#(D I E E E 1 2 1 
2US^**K: r a^KMP E Gf3- F/f ^ ^1/ 
«««5oTl>*j B*K*Ofc?K AV/C7'PF3 

SSfg F4 1 0 l^CD I EE E 1 3 9 4 CCjgSglStife 
y- FW\ F(CC<D«ffi*s#«E"r4iK«rS 

[0162] ^(DtcZbtrC, EMB-/-F4 1 0 2fct, ftffi 
f-^4 2 0 8^o 0 ftIf-^4 2 0 8^ 0 
5 3/0 5 4<Dct:5&C, ^iK^- F4 1 0 2&ftmx?fK 

[0163] CCTt*. 0530^^, F4 
10 3(DMPEGf3-F/f^7'l/>fii^ 4 

^S47 0 2, S 4 7 0 3) 0 
[0164] «±iis£CD^as*3&s I E E E 1 3 9 4^* 
4 1 0 4±<DmtmS- F4 1 0 1 ©ftffia«*j»«|Xlffl 

Mtcjtur^iiijg'rfftons (^f-;7*s45 0 3 ) 

S4 5 0 4) „ iHffy-F4 1 0 \<D \ EE 

E1212l/^*4407CC, 

i^rfBiBbTte^ Ctl%tpMs- F4 1 0 2#SR#i& 
t?(Xf^7'S46 0 1 ) S47 04K C(DjHfi>- 
F4 10 1OIM8*, *B^-K4 102©«BiU 
f^Siur^izraWcD I E E E 1 2 1 2ffi^«ffi 
(J*«KWH»©CSRSBI) KKiftU il^-F4 1 

F4 1 0 2CD*SMffir*4*>CD<fcL/rKttLrfe6 
^„ C©jEtJSM«4, ^lf-7 , ;l/4 2 0 8tCi5 4© 
i^CCSKT^ (^7-^S4 7 0 5) . 
[0165] C<D<fc5fCLrKffi^-^l/4 2 0 8«\ 
H5 3/H5 4©J:5JC»J5RSn4. Sffy- F 

4 1 0 l*6ftfc*«^- F4 1 0 2(Dft$$mk*mb 
5^C, JSJR-/- F4 1 0 3*>6ji/c*«y- F4 1 0 2 

cDrtsiJff jfi«H 5 6 cc, ^n^n^-To 

[0166] ttto, CCDVZMX; ^f^S45 0 3O 
5^fm^— F^W$gco^^c s jSjfy- F4 1 0 1 £$UfP 
-r&tc#><DHAV i CO/nV Fa- FsW^SStirfef? , * 
«^-F4 1 0 2ttajfi^-F4 1 0 lcDf^Iitf-^\ 
•T^tD^DCM (f;^^3>Fa-;l/^a-;l/) CD 

*«y- F4 1 0 20HAV iffiS8B4 2 1 2W© 
[0167] **iy-F4 1 0 2CC^*;U«fiB;&!S 
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*54©iB!«LfcjftBy-F4 1 0 3tt, K 
4 10 2© F) &C>tfLT, ^**Jl/<D 

F^tti"*** (Xf ^7*S45 05, 
S4 8 0 2) . C*i*3fi (Xf^7 , S4 7 0 6) Lfc 

F4 10 2B, 2 0 8 «#flg 

I/, CcD^^^fgcDllft^ff F4 101 teffft 
UTl>&C<h£:Eff$U tulB^*^;b^SS<^*7> F* 
31fl^- F4 1 0 UcStLT?* «7~ F*T S (X^:?* 
S4506, S4 7 0 7) o 

[0 1 6 8] cn^Sff (Xf-^S460 1) LtcB 10 
ft-/- K4 10 1B, AVXCy'a h ^JUct;^;^ 

^-F4 10 2t?*4 Uf^S4 6 0 3, S450 
7) 0 Cft^ff (Xr^7 , S4 7 0 8) OfctftBM- 
F4 10 2tt, f^EM-r-^;U4 2 0 8£#MLT, cn 
^igy-K4 1 0 3$C7 (Xf^7'S4 
709, S4508, S4803) e 
[0169] CCT\ H5 7CC S JteK-/- F4 1 03tC 

t«\ 6oo?^iii(D^^ F^*^ufc3P*>*s 
r#*>2j , •••*<o*iw^w&ftTfto, a.-- »f#s 

[0170] ST, MMs- F4 1 0 36*, F 

4 1 0 2^li*ir^lx!;iglOtl^KMi^^ 

F4 1 0 1 ) , JiaSU- FftKBW'Jr* F^ftot (X^ 
^S45 09) , Sft«**Tfc»©^|gJt|*- * * ;b 
#y*5t0U C©***^***^- F4 1 0 2<D!fc 
r^it^ ^ FCt^MT£/t#><Dr2^> F**«-/ 
-F410 2(C*fL/T»ffT* Uf^S48 0 
4). cn*ffl/c*Iy-F4 10 2B, ftlf- 
^;i/4 2 0 84#iLt, HI«{CC©AV/C=3-7> F 

3&«»tfsti*^*^- f <as«^-F4 191) *mm 

U I EEE 1 3 9 4^U±«: ! i}Baff«*«Rt5i 

£&&t (|6jR55^*;U#x) , rtSB© I S Off ^iHSft 
SB4 2 0 4*t9:SLT x I EEE 1 3 9 4 AXOHIX!?- 

Uf^S4710, S4711, S4712. S4 

5 10). S/c, F4 102B, 3*fi^-F4 
1 0 lfc*tU RBH^ + *^#x*R«a6e-9-^^v 
htcSStt'T*3v>F*»ff'J-S (Xf^7'S451 
1, S4713), C*l«r3<l (Xf«>7 , S46 0 4 ) 
Lfc36»y- F4 1 0 ltt % 

f*T*£rtW<D!SMfc;* F V-JU&mtiZJtX (S3 4 1 T 

2a^Encctt->T^seR»> *i eeei 394^© 
[0171] ctiittraoT, astt^- F4 1 0 3©^ 50 
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4, ccD»m*. *^^-F4i 
0 2 sctejisn, cnw-tif-^4 2 0 8 ©#18* 

gTSHs F4 1 0 l^CDnv> FtC^ftSnS (X 
ff«4805, S47 14, S4715, S460 

5, S4512, S4513), 
[0172] C<Df£ s Mm^- F4101B, 
*^#x£iIUT, ^mt^titcUPEGmm^^MT 
£ (^f^7'S4 5 14, S4 6 0 6) „ Cfttt, 

F4 1 0 2CCTtfi«Sti, flKRv- F4 1 0 3«Cg| 
*T4 Uf?^S4 7 16). 
[0173] 31 1 (DUflS^JBcoW^iEI 

«T&9, Bf^t 3 ft fcM P E GKi^'M y — F 4 1 

0 3 &Cid*r* (^f 9^S48 06) c<dv$m-v 
M&y- F 4 1 0 3 »CC0Bf#*j)?< fca&CD«*W0T 

[0174] m i ©**jB»ccfieit«, mmtm 

{fy~F4 1 0 KOmtiSMif-fa-y F&ctBST&m 

mms- F©wfc*m*^^y h«cffi^-r*« 

©Htete I3\ C cDi 5 ttBfESSCfiDffeCC, mm s - F 4 

1 0 l©^*^;Hf^^L^> F#Bi£©*f«<!:&&J;5tt 
M^#x.6n^ 0 C<5M*&tt, i^M^-F4 10lcD 
^'^KcfA'^ i D*s»t)^T6nsc:<btc«c4o 

[017514ft, HAV i iCftl^Ttt, jHfi^-F4 
1 0 l*6j3S6<iT< irtj Fn - FT44DCMf© 

*^c, infty- F4 i o i %mmTz>tc#><D$\mwmm 

I (f 5 -* FV ^>-T >^^^->3>) <hPf^ c C<D£ 
5ft*i? a -;HJ, W^.tt*8/-F4 10 2fiCDHA 
V i MJISB4 2 1 2CCT«HSn, WWHrasW^KSti 

mm<Dmm*f$-omwwm) *«r«^-f«cc«-&4c 

hflWBW4 2 0 7#i. C©DD I 5C^*h4iHBIa»aEtt 
;l/*^^> F LTIS^DLT, ^Sna*»HIB©«S 
, ^^*Ji/iL/TC:c[)9(|fflilfflffi*B«fiR 

42 08CCtt, C<D^*Jl/i, DD IT^JiRSn*^* 
HAV i ^AV/CcDn^> F F 4 1 0 2 * 

F4 1 0 1 tC*fLT»tf Sti*> ©»JSf— 

4 1 0 3WCHAV i ha- F©<EEEvs^>*JffaE 
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&1>*I«SU~F4 1 0 3#>6, HAV i*8»G>fflffiI*nJ 

[0176] (*4©i66fcJ$») ^tc. f40»I 

[ 0 1 7 7 ] 8 (C, «Oi»»©^flc»fiRO-«* 

[0 17 8] H5 8 £5*3*1* ASK, ^40II^SI 
rtt, *SS«&D*--A* * h y-2~e$>& I E EE 1 
3 9 4^6 104i, (CCflt -«iOt 

h<fr4*J, WB*IWrcfe<fclO 6 105 
i**, *-Ay-h£W6 1 0 2t?SttSn, 3£fl^ 
-F6101 £§ff>-F6 1 0 3£<DHIT\ BBE^tt 

axosfrs. cct\ >f>#-** h 6 i o 5 {<ot $ 

■fe^«W4J) «\ IEEE 1 3 94AX6104aH 
T«M?5«##fitK:*HI < , IEEE 1 394^T«0 

i&9 2n£i£0fif#R (HHiirMPEG2W»r»s 

0 M P E G 2 f?-^ 6 M P E G 4 t^^CDW4^«£*?T 

[0179] H4cDWM$^c4c5^r mzcommB 
ffiiraatc, h^i^ccr. — a<3D=jf-^ 

*©^oano*wB-rs. mi^-f^*- 

Ay-F-)x^ *-A^f^x>f hSM^- F£ 

SHI^- F**© Ffc#Lrf«1f~tf;<4«« 

-h^*^g##BffiE7*-^* h*J3M5, *-A^- 
h£WS##139 4-'^J^KIHteJ:iy r i!iaaKHIOMP 

[0180] #«t, 05 9tC, itffv- K610 1 <Z)ft 

[0181] iWt, B6 0frc k hS W6 1 

[0 18 2] ^-Ay-^x^6 1 0 2©l*Wft* 

^»^tttt<«S*-A^-S>fteS»6 2 1 0**0 
Tl>4,"£u *~A^-^<Dfft& • ffiSSB6 2 1 1 £Wb 
«f#8HWtSP6 2 0 4 £BfrSHb»6 2 0 5 £ 
©nfcMPEG2/MPEG4*8IS|56 2 1 4*WbT 

IK 0 



(21) 2000-174797 

40 

[0 1 8 3 ] h^W6 1 0 2tt, -T>£- 

hffltoy- FtejtfLT I EEE 1 3 9 4J*xm<DS 
- F (*HSBKJ»r«, SHE-/- F2 1 0 1 ) (DRM? 
.-^ift*), I EEE 1 3 9 4 ^*m<DS- F<Z)«tt&* 
mirg«T£$tfg£Jfo 0 3Hfl>~- F6 1 0 1 tfSft 

Lr^a-fr-tr* <*§a^»©a^ s*#^ff^~-e 

CCT\ »fty-K6 1 0 3*6tt,-Si^-F6 1 0 
10 l<D1f-e;*«\ h^ W6 1 0 2<D*~A 

6 1 0 2#««'r4 I P (-f y h) ±<DV- b' 

[0184] g/c, ^A^h-)^^6 102B, 0 

2<o§mBi&£mmic. i e e e i 3 9 4^*M^e>§ 

{fU/c^-^ (MPEG2i*tf-^) 

#ffc«, 3t-7'nf^^3>W^i^IEE 
E 1 3 9 4^XKBB£ * h EPeB£ Op^co 

20 c©*-a^- h^ w 6 1 0 2cc*ji*r*sjss 

ftTl>£ 0 I E EE 1 3 9 4^X{IiJ&cot>Tte:, BEE 7 
* — v> hBcert£IEEE13 943t-^Pf 
^3>*M18B6 2 0 8frc, >f > # - * * h EHHBIK: o 
1>TB\ HSU? hCcert*>f>£-**h 
ffiiJnh*-^*Pf*^^a>^S§|5 6 2 1 2Ct^ft-enj# 
5* I E E E 1 3 9 4/^CD|HjS95 1 ^^;^6A^$n 

r^/d^fb^-^co^r^ i soff#iU^msP6 

2 0 3 $CT§{g-->Hg-^*^t§B 2 2 0 4 CCT b 
^ft?n/cMPEG2«MMPEG2/MPEG 
30 4^Jft8B6 2 1 4tCth7>X3 - F-»MPEG4!ftft 
*BS#{fc8B6 2 0 5«CTffie#^fc— A V«#aa(BW8 
2 0 6*CT^>#-** hffljKSiii, il^^n-fex* 

[0185] CCt t AcertiBcerttt, RIO 
BEE4SH (09*. « I E EE 1 3 9 4©3t , -7 , Dr^'> 
a>*fflMSTSBH«H> ^frLfcBH?*-^* h 

lE^^-v^ h (fll^Cc ertiDcert)(C 

[0186] *HSfi3KJI«C*JCiT«, 
v^F (Acert^Dcert)^ F 

50 ff^-h, SffT FUX, ^ft^- h) <Disr*Ji§n 
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[0187] SXtt:, H6 1 tc. Sft-' - F6 1 0 3 ©ft 

[0188] ^t'~7'ar#ism>mM^6 3 0 3W 
hr$jW<OKfE7*-v^ FDcer t^o 

hSSSft 3 0 2, AVff^^ff^6 3 0 4 ) *W 

^ ^ F iHSfi SB 6 3 0 2tiTCP v AVff-^gfl^ 10 
6 3 94BUDP© F ^>X*- F:/p F 
try hcDm&m^x.-Jl'-e&^X&J:^. 
[0 189]»C, HBR©ab--^a^^^a>*JISL/ 

063 (£te©^-^>X#J) , 06 4/06 5 (Stm 
3CD^P-^^- FW) , 06 6/06 7 
/068/069 (*-Ay- Fr>W 6 1 0 2CD^P 
, 07 0/07 1 (^my- K6 103 

[0 190] *-A^-h«J*-f6 102^ 20 

its - F 6 101CDIEEE1212 U^^^CD^iA 

4ft*tS Uf^S6 50 1, S 6 6 0 1, S6 7 
0 1, S6 5 0 2, S6 6 02, S 6 7 0 2 ) „ Cft£r 

iibr, ^-Ay-F^x^ i o 2«, mms- f 6 
[0191] cn*fm, ^-A^f»^xY6 i o 

2tt, i^ff-'- F6 1 0 1 *»Bffl|»T4;fc»0*-A 
^-^*MT5 (Xt^ 7*S 6 5 0 3) e S^ft&C 30 
«\ iUfi^- F6 1 0 \i$Wort*)\,hW&<OWfflk 

tl3lfi^"-F6 1 0 1 <DJ**JW ZfZL—y F<D*£>$C 
MffcT&mb-X:, ttffl*-A^-*^/£»6 2 1 OrtCD 

m%r~7McMm<D—wmzi&$nz> 0 mm 

F6 1 0 1 F&t r||£j tfrip 

; &mflB^^-^^ciBaLr4c5< e feu, ccd*-a 40 

y-^x^610 2frhmm^- F6 1 0 10DA*;l/ 

f<d rn^j #4?>{c3EtL/r r*r^>*s}iP3 

n/cj <fcl>5^>£^^3>**ig£^£tcS c 07 2 
(a) Cti*ff./-F6 10 l<Drt*)\,y-7*~y Von 

-Drt*)\,<D—m*. 072 (b) tc^-Ay-F^w 
6 i o 2<2m&o/c?n{i >>- F»otaiffl*-A^-^©— 

[0192] St, * F±CD^{f F6 1 

0 3tt, -f>^f-*y h*/MtC©*-A^h') J : 50 
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-f 6 2 0 1 GCT^-teXU 3£fI-/-F6 1 0 1 <D$fJ®H 
ffi*£tf*-A<^--*P*S3jcU CCD*— A-**— S^SS 
ffShS (^f 9^S65 04, S6 80 1, S670 
3) o Cll^lt, ^ff >>- F6 1 0 3<D:x— tm, M 
ffi±<D!K«^*g#T4**> 07 2 

(b) <D r|?£j ^rfflb/cfccDi-rSo CCDIS 

ccHTtp*aii;ra*n3tis Uf-^S 65 05, 

S6802, S670 4K 

[0193] COilftliM^Lr, F^x>f 
6 1 0 2 iff! >>- F6 1 0 3 iCDIfflr, ^9IK*)i*;ft 

a^h'j-A*sKii3n5iP7n- l Ttet>% cmm 

IPTFU*, iM«*-F, SIIPTFU^ Sff4< 
- F ) <D«<D3y£*\ -fe v is a >$0iP (W#fb5f5£*>B 

7*365 0 5, S 6 7 0 5 . S 6 8 0 3 ) e 09* R 
TSP ( V Ti^YA F^>^*- FX F >^ 
^SDP (^^^HVfX^'j^g^P 
Fn;b) **fflii-c, «F^fc*SC^«E©*3S, *- F 

[0 19 4] *-Ay~-F^x-f6 10 2B, Cft^CD 

o lcoift^ffif^x^ hr*sci*BBiL/. mm 

F6 1 0 1 (C»0tAV/C/P t"- 

*fri"S (sXFvzfS 6 5 0 6) . 
[0195] Cti45tft, i£ff y- F6 1 0 1^60 
SB*- + *;I/#x*«0T, Bf^^fcStifcMPEG!ft«3&s 
*-A^- F^x>f 6 1 0 2tejtfLTj3SfcH3ftS Ur 
^S6 5 07, S 6 6 0 3, S 6 6 0 4 ) . ^£>f£ 
S2 (DHJtJBJB© I E E E 1 3 9 4fPJjO^J[Ri^ 



F^x>f 6 1 0 2iCt3>f>7iK lC[>ft*3W-C#4 
cfc^tCtt* (7.T-J V'S 6 5 0 8-S 6 5 1 4, S66 
05-S661 1, S6706-S6715) e 

[01 9 6] aw, mm?**)i>#x%:mLxti§mk$ 

nfcMPEGtt«Uf-^S6 5 15, S66 12, 
S6 6 1 3) *«m lW-Ay-^x^6 1 0 2 

Wf#a^fcBB6 2 0 4CCT, cn^r7>7 u >^^K 
l*ffl^rMPEG2ft«tC«^tr* (^f^S6 
516, S6517, S6716K JfiWb/cM 
PEG2KM, MPEG2/MPEG4**BB62 1 
4rMPEG48MRCcF^>^n- FT4 
65 18) e CCDMP EG4^f 3>f>7iK2 
*ffli/»T, Bff#<tffi6 2 0 SrSBf^tU (^f 
6519. S6520, S6717, S6718), C 
tl^l Ps*#v Fft-T^o tom^. 9&D'kvisa>ffl 
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A¥-YV±-<(<Dl PT FUX) , iiHI#-h##tt 
c, Sff I PT KI/XIJD (§fl^- F<D IPTFU 

(Xf^'S 6 5 2 1 , S6719K 
CO 1 97] cn^Sff F6 1 0 3«, § 

7 7'S 6 8 0 4) . S{fy-F6 1 0 3B, £tD:r-£ 

*4c<fc*B»u ^-A^F^x^6io2rat 

BBES**aSfBT4 (Xf^*S6 5 2 2, S6 8 
0 5) o CCDBESRCD;^* hfe I P^trv hrfei 
l»o BSE5#©fca&<£>#~ hS-sttt, BfiE*tT&5^*& 

RL C<DBHB2K©^* FK*, ^hU-A^^CD^d 
-ID (C, c, D, d) Ztt^-LxmSfrSr*. C<DC 
<btCj:D, 6 1 0 2«, 

5C^T4BIE5!3}rr*S^*Biaj'rSC<!:3Wr#4 0 H 
^iiri^j:^^ C©BBES*5CK, *<i — F<£> 20 

[0198] h7>^F^nF3;biUtR 
TP (Real time Transport Pro 
t o c o 1 ) ^m^>Xl^Ctm^^cB^XhJ: 

[0199] C*i*3WT*-Ay- h^x^6 1 0 2 
7U- (C, c, D. d) (Dfc«)<DBfiE5*t?*i 
Ci*S8SU CCD7P-©fe«i>©BE^*-Vy 
^ffiBBS**, Sfi ^- FJTacjitOirr (X^v 30 
7*5 6 5 2 3, S6 720-S 6 7 2 2, S 68 0 6, 

S6 8 0 7K c<d£%, ccommmmcixwiEyu- 

[0 20 0 ] W#«, BSE • «2E3flft#«#, £ft 

$f/^~ K<DI(g^£\ I PA^ry h±Vft5 (X-rv 
7*5 6524 — 36526, S6723, S6724, 
S6 80 8-S6810) o CtltrCj:*). F6 

[0 20 1] iot, fitK, n>r*>7^K2^crBf-^ 40 
ifcShfc, 7U- (C, c, D, d) ^ibtl^nr 
<§MPEG4f-^ (Xf^7'S6 5 2 7-S653 
3, S6725, S6726, S 6 8 1 1 ) ±Mi<D 

*TpJ.«Bitt* Uf7^S 6 5 34) B «#{fcSft;teM 
PEG4f-^(i, MPEGfn- FSP6 3 0 6 fcTil 
■^fbStl (Xr^*S68 12), euh*?^ * rflW 
»6 3 0 7tCC|5£rS (*^*:/S6 8 13). 
[0 20 2] 5 fC, SSHJBi-f h**fi3 
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A^- h^W<hi*ff F, WW-A^F^x 
*f^©MPEGI^^©a>^>7ffiS<Z)^^cCf :r 

[0 20 3 ] »2©ja6»«i|g«€C, 
W 6 1 0 2tC*5(,>T-\ rS©MPEGf-^J ffimtl 
ft|«9CCttBf#a#{t»6 2 0 4, MP E G 2 
/MPEG4SJfc»6 2 14, *SmtSl6 2 0 5 

[0 2 0 4] (US CDlUb^tt) #MC % «5 (^NB^tt 
[0 20 5 ]»4©JOBI$1B^ £3fttt<-f>*-** 

[O2O6]073tc, *^^«©^^JiEia*^ 

-To 

[0 2 0 7] Ml 3CCSKSti-5J:5tC, »5©Hl»J*g« 
Ttt, 2o£D»8 1 0 5, 8 1 0 7^»|(CC 
m -Wiir-f>*-*y Fits**, B-ISD 

N^rfcAio 8 1 0 eitcxmm^tix^^. mi<om 
mms 1 0 b±<omms- fs i o 1 

f^^3>*#aivfcfT, AV3>^>^*»2C0SC 
I^S8 1 0 7±cr>Sffy- F8 1 0 4fcaiffrS. CC 

[0 20 8] #5©*^«fc:b^Ttt, 9 l ©SOWB 

FiEI«CC, t^Ay-F^x^lO 
2. 8 103&CT, IEEEl 3 94^8105, 8 

jWSASo *-A^F^x^8 l 0 2, 8 l 0 

3tt, -lOPfcl-^Pf^g^t^ "Tttto^B 

7* FT*. 

[0 20 9 ] 3Sfi«-^— F8 l 0 1 ^ff F8 1 0 4 
tt, S^^^m4O|IM^^<i:^CD^-C$>^ 0 

[0 2 1 0 ] S74CC, ^-Ay-f^x^8102, 
8 10 3 CDrtSP«3gcD-^iJ^-r a 

[021 1] ^-Ay-h»i7x-Y810 2 OlEfclftfcSI 
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[0 2 1 2 ] EI7 ^ftCD^— Jr>^(D— 09*tj* 

-r. 

[0213] cent ^2®fE«8 1 0 7.©:x-1f 
a**- F^x>f8103 ©IMfflflliMSffio'C, 
^fl F8 1 0 1© >^£, h 8 10 

1 0 6^ltfff F8 1 0 4&CBHff £i±£t§l^£ 

[0214] g-r, »4©sawg»4i5iaK:, ^^^^ 

S8 3 0 lCD^^^i, Xf*v7S8 3 0 2<Dmms 

[0 2 1 5 ] 02©S?iEW8 1 0 7©a-1f«, *-A 
hr>x^8 1 0 3*»fEU *-A^h-J*^8 
1 0 2 3^e>S6ffy- FffJ®ffl©*-A-^-^ (fftians 
ffi) ^ot< & (*^;/S 8 3 0 3) o W*. 
ffl7 6CCt^'TS<fc5&3fi>'- F8 1 0 4<D$fJfflJi® 20 
EfcE!B#teHj<. ^CT, H7 6<OJ:5K:, jUM F 

T> F FP y^-r*!&i*LT, ^A^F^W8 1 

0 3teBMREM**lM«-£ (^f^'S8 3 0 4) o 

[o 2 i 6 ] -r&t. mAcomtmmtmmt, mmm 

ftf«4S*-A^ F^W 8 1 0 2CC (>f 
F^>F£L>r) atf$*a (Xf^7 , S8 30 5) % 
Ctl»-Ay-F-)x^8 1 0 2*CTAV/C:/P F 
3Jb3v> F«:Hf?3ti, ^{f - F 8 1 0 l^^^ff 

F 8 1 0 4 [fflODfflm^* (IEEE 1 3 94^8 30 

1 0 5±©l5BH^**;U#x, F±<£>n* 
^>a>, I E E E 1 3 9 4 J^X±(DmM^ +• 

y) #*SS3*i4 (^f?^S8 3 06, S83 0 

7) . C<D±£, S^iKrBS#{tStlteMPEG2l* 

IftftSffiflSft* (^f^7'S8 3 0 8-S8 3 10). 

[0217101 cn^Sftb/c: 
aM F8 10 6^ SSfi7nK:SiES**^ltTT* 

Uf-^S 8 3 11). ^m^-F8 1 0 4«, CCD 
W^-A^- h £ W8 1 0 3 3&><&KfI3*rC(,>* 
£»«LT(r>4fc«>, t©ffiHK#tt*-Ay- h^* 40 
^8 10 3CC*fLTtftotlS. 

[0218] *-Ay- 8 103B, ^4CDH 

JBBffiiHSKc* rt»CDfflft^-^;U8 2 1 1**JK L 

r, cn**-A^- 8 i o 2&c?*y-F-r 

4. cniJ, *-A£*- F2W8 1 0 3«\ R«©iB 
ft7C#*-A$*- h 1 ? W8 1 0 2r*££JBjP?LTt> 
**a6r*4 0 CCD?*?- Fte, BfE5*8 3 1 1 CO 

h^'^r^ htm>n 

4 (Xf ^7*S 8 3 1 2) . *-Ay- 

-f8 102« % C^^f^-F8 10UC7t7-F 50 
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"TS (Xf-77'S8 3 13). jHft^-F8 lOltt, 
Ctlfc^-Ay-F^W 8 1 0 l*>63Sff3ftfcBffi 

[0219] cn£Riao*JW*35WfiI«:a*, 3£fl^ 
- F 8 1 0 1 £Sff F 8 1 0 4fflrffiBE*tt*Wf 

8 3 14) . ccora, t-A^ h 

*?-F-r& 0 ISiEiMtfOr, 5 BtO*?f 

l\ SMs-YB 1 0 4tt«©A**fT^ ISA* Wf# 
ft?n/cMPEG2 fcsW-C * -5 J: 5 *c ft S . 

[0220] i^ir, mm fs i o i fimmTz 

cn^l 3 9 4^^©|HjaB^ 3 :*jI/#x, *-A^-F 
^x^f8 102, *-Ay-h*)x^8 1 0 

3, 1 3 9 4rtX<Dmm***fr#y £l^«B*ifl-p 
r, Sfi^- F8 1 0 3tefr|»*r* (Xf^S 8 3 1 
5-S8 3 17). *Lr, 5fs F8 1 03W 

[0 22 1 ] C<DJ;5K:, Sa©B£-f h^tH 

Ay-F7x^/rit, asft^-Ftsm-/- F**H 

[0 22 2 ] *5<DJ!ft?&«{Cfc^T, 

*^CCte^r»4©||^l»DW^bffl» * 
-A^- hr> W8 1 02WMPEG2/MPEG4 
*-A^F»)i>f 8 1 0 3t(JMPEG4/M 
PEG2SSft) ^f^CiWot, STOfflSMRW* 

[0 22 3] (96 (DUtk^tt) 0 1 ©SW*««::bl> 
Ttt. ¥ifi I EEE 1 3 9 4J*Xtftmffit<D 

mmcmmzti, i e e e i 3 9 4^^±cr>ant f 

/Co »l©*»«J»rtt, HWE^*-vsr KosaiWCC 
f*»Sh*WH(DBK 3as«-/-F£«6Ky 

- FiHra»ff«ci^ tMit^-Ftt, cneof-^* 

[0 2 2 4] cntC*fU, »6CD3Stt»fflrtt, m2CD 

<fc 5 cc, i^tE • mt&omn&mms -Ft 

*«-/-FIB, teiCfWi^- F4«lll>- FIBT-tti 
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"C tpMs- FKT I E E E 1 3 9 4 &JB<DV6^<D®m 

e e e 1 3 g A^^m^hmmhtc^mtf-^^o 

[0 2 2 5 ] 07 7 *S«BO*-A*7h9-^ 
2 ©latins i imar * 5 „ 

[ 0 2 2 6 ] 0 7 8 te, iSff^- F 9 1 0 1 <DF*?gp«5g 

Bl7*-7^Acert^ y-Rc— o 

[0 2 2 7 ] 07 9 fc, F9 1 0 2<Dfam$& 

<D— M^r^fo ISSE^ * - v v h B c e r t , Ccer 
t**, * v F »7-^-Y>^^^-XftOC— (IEEE 
1 3 9 4{jW&CB cert, ^fflffiJCCC cert) ffi* 
3nr^S 0 I EEE 1 3 9 4WJCDI SOM-^HSffSP 20 
9 2 0 3 iffl I S 0«#i£S« 2 0 6 M"C, <« 

m&mtmmx&%> 0 

[0 2 2 8 ] 08 MIU- F9 1 0 3 Oftflifltfi 
"C*4» BSE:? h D c eT t FtC— o 

[0229] cn*rc^as»jB4BiaK:, *«^-k 

r«, I E E E 1 3 9 4WJCC«^«W±<D-9*-bf X© v 30 

msmku* i e e e i 3 9 4±cDtf-fcr^<D*n-en 

[0 2 3 0] *H56^(D^<*CDe>-^>XM^ 

#> F^BR©*-tr^*iEttor^ 40 

/cff^I EEE 1 3 9 4±ttHMB***n/#x±*, At 

$m±ummmm? + * ji/ # y ±*<eai s n & t <d 4 r 

ccxomm^tmx^mr&o 
[ 0 2 3 1 3 J&, aSft^- F 9 1 0 1 ©ttflsfMIW* 
138 2 ic % F9 1 0 2<Dmttmm*m8 3/ 

i8 4iC. MUs- F9 1 0 3 ©»^JHH^4BI 8 5/ 

H8 etc, **i-e*i*vr. so 
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[0 2 3 2] *H*6JK«rW. I E E E 1 3 9 4±CD# 
f^ttl«Bl^r*i r 5 C Digital Tran 
smissionContent Protoctio 
nSpecificationj <DWM • £K$ft£3£Ct 

»r«* Btt-«K»*3C*-/-F*fflrff5*l^«:o 

i»tHBt4 Fwa-cfr sm^c^x 

[0 2 3 3 ] 3t 4 mms- F9 1 0 ltt, IEEE1 
3 9 4<DH8a^**;l/#x_h{C, 3>f>^iK«^ 

ffc3nfcMPEG8Mfc*«a , r* uf^ssso 

1, S8601, S8701K cn*3«Lfc*«l>' 
-F9 10 2tt, C<Z>££ <5Ml/fcMPEG!K«* k 

^**;U#y$C#LT|£iliT& (Xr^*S850 
9, S8 7 0 1 ) 0 

[0234] mm^^^^ny^mox^mbtcy"-^ 
m^itzftx^ztmmutctpMs-FQ io2b 4 

SWL/c^-^CDC I P^^^CD^fl^- F I DV a - 

;^F (S I -f-;uF) *#Ht4*ur, i§«^- 

F9 i o i iBiE * siaaft-r^s-rftsiBii-ri (* 

f^S 8 8 0 1 ) . F9 1 0 2©BSE7*- 

^vFBcert ^McWMW^ir v h *ji#>>- 
F9 10 HC^LTf£3lhr& Uf^S8 50 2, S 
8 7 0 2). 

[0 2 3 5 ] Cft£Sfl b/tiltfl F9101B, iS 
M^- FOBaE?*-v^ F A c e r t *^?£BffiES 

F£«i^- F9 1 o 2t<cttLxmm~?& (X 

f?« 8 50 3, S86 02, S8 6 0 3, S87 0 
3) „ 

[0 23 6] iWt, 'BiE • «SSjft^«t**tf oT, iMfl 
^-F9 101 <fctji«y- F9 1 0 2<C«#T\ BSEfll 
Ka u t h l*a«*CftWTi Uf9«8 5 0 
4, S8 5 05, S8 604, S87 04) B 

[0237] IEEE13 9 4 *f¥fc«S##r«, a 
>^>^«K«. ftftfllKx. Jz-FNc, HHMflW 
»EMl<D3oo*»©H»j«:Tffi|ESn*. -r«c*> 

■fe, K=J (Kx, Nc, EMI)^^ C CtEM 

cfcor, aS«y-F9 1 0 1», «fiflW (^Ht^- 
F, 2t^««<0»^tt«B»^- Ft) 0C»OT. SSI 
iKxi ^- F N c (DmZMftl-? Sifi»36J* ^„ 
[0 2 3 8 ] *Ct, Si^- FQlOltt, 
F 9 1 0 2 <bcDP H ir*WUfcBIESIK a u t h 1 

K^PCDM^f 4^o-C, f (Kx, Kauth) <D 
ft*Iy-F9 1 0 2^iH«T^ (Xf77'S850 
6, S8 6 05, S8 7 0 8, S 8 7 09) „ - 
F9 10 2B, Kx©fi4*ffltSCi*s 
^rir^o ra«tc, ^FNc©Ifc 4 iift^-F9 10 
1^6*JB>- F9 1 0 2^Cfi3H§n-S (X^^^'S 8 
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5 0 7. S 8 6 0 6, S87 10) e £CT, 

F9 1 0 2tt, 5ff^aW^3>f>^iK^t 

[0 2 3 9 ] ST, l^a©^*****-/-- K9102 
£&§3§U- F9 1 0 3 0DHTMrbft<5 <*^*:/S 8 
510-S8513, S8 7 0 5-S8 7 0 7, S88 
02-S 8 8 0 4) 0 C<D#tt*«\ iM{f^-F9 1 0 
1 K9102 i<DIH©BIE • «aft^*fc#4 

fbsnfc^-^cfc, mmity- Fr&s*ffi^- F9 
i o 2 *i*8!it * 4 ct 5 sc r f u * mm&tt** s nr 

Orfc<fcl>. 

[0 2 4 0] St, *«^-F9 1 0 2iM/-K9 
1 0 1 iT^liKau t h2^M^/cfc0it 
&, *Hi(SJK«-C«, «y^K9 I0 2tt, &§-^{fc3 

tifcMPEGi»«*Bi#(oa-^fct-r4citt<. -eco 

Jl*fTo'r 0S5fc«> % «8^- F9 1 0 2l*1ims- 20 
F9 10 3CC»UT. I EEE 1 39 4KH<blUi;^ 
«Kx4^-FNc©ffl*ii»i-r5sMl3&«** (MtcM 

»rc*fttf, F9 i o 3 «Bf #<z>«-^{b;W pjfg 

r*S. fcftiU I EEE 1 3 94EPJ<tj!ll»iWKm 

itS) c *Ct, tpMs- F9 1 0 2tt, S 8 5 0 

6, S 8 5 0 7r#«Lfc?*-*J:9ffttlLfcKx. N 
cCD^n^txcDfB^, HfiHc&iR^- F9 1 0 3 left I, 
xmm?Z> Uf-;^S8 5 1 4, S8.515, S8 7 

0 9, S8 7 11, S8 8 0 5-S8 80 7) o ^ 30 
CCB, KxOfflttHBESlK au t h 2(Dtl^tf 
(Kx, Kauth2) SritJSLT, *gy^F9 1 0 

[0 24 1]«S^-F9103TO, C0D<£5fc:L 
T, Fil5 0*JIH*ffi-p"CKx, Nc<Z)fit£lg 

ffl**at4Ci3&Jr*5 Uf^S8 516). 
[0 24 2] cfcoT, F9 1 0 1 *6ii6nr 

tpms- F9 1 o 2rn^<oa#{b3&Jttstir, ^<s>£ 40 

3t«6(^f-^S 8 5 0 8, S85 17, S860 

7, S8712, S 8 8 0 9) fttCS 8 5 1 6T 

rtS (^f^S8 5 18, S 8 8 1 0 ) . 

MP EGSfefRCD^a- F\ * -fSSfWfbn 

4. 

[0 24 3] tt*s, $«5lflrii, «S«±"CMf ' 
^ft*;^I$*it*S^ Bt#fb3ftfcMPEG 

:C©^WJll***;U±*^3ttT< *£0T 50 
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mm&r^xztctiK n2<D9zmm<D&'itc. mum 

m*tpMs- F^eiS/- Ftt::?* 7- F-T4) #*» 
flPJUSr**. 

[0244] astcs 5 i , ^mm<D* 5 ttmc <t 

iS3^Fa*«^--FO*ll!B*siI«tacS g 
[0 24 5] 4*5, C<Dtfr£ k I E E E 1 3 9 4ffiiJ&CiJi 
iwy- F9 1 0 2 i«J5U6D>^— F (SU- F> ^fiEU 

coau-/- K^stwn^- F9 i o 2*«r. 

MS^-F9 1 0 3 0CS0O^>T->^glTBi^b3n/c 

(awfcttra^EMitSF^fc^-*) £i£ff-r 

n>^>^^B, S^Wfcf*-*© 
SSfi F9 1 0 l#n^t4{±ffl#<fcfcorc>4Ci 

+#CC*S. L*>U F9 1 0 2 F 

9 10 3 £<Df$X?, KtC=J>7^>7aiK3&s— «tC5E*3 
ntl^ fl f&tot, tpMs- F9 1 0 2 £*®»y- F 
9 1 0 3 i©iaT«. EIOEM IffitC-otirtt, 1 OCD 
:3>^>^glL^Wr£&t> 0 cfcoT. Pf-/-Flfflr 
IS* l^CDn>^>^ilL^ft^C4^-C#^l^c 

fc) ^-^SSMOrfc, ZtxZtpMs- F9 1 0 2)&i 
F9 1 0 3tc|EiJ|-rSIS&c, S0Oa>^>^ 
»*^r#&^fc«>, Cft*lI#fbr*&l»C£K:tt 

So 

[0 24 6] J: oT, £MB^-F9 i 0 2tt, «S5CBff# 

^-^issMur^*-/- f (^mmnmom^. m 
my- F9 i o 3) ctstur, «B<3o=i>^>^si*a5 

«, I EEE 1 3 9 4<DJJ9^- F©«:a*-tr^CCSPt"r 
iCCcfcO, 7(^!S«:±E^«*iaiB-r«c:i#(?l«4tt 

So *fc, F9io2tt mictimy- F9 i 
o 3 cc^fLriif-^b^-^coslfs^f ori^sii^c 

^i^^- F9 1 0 3*C*t0rtt, fifeODIf-^^ 

w-rs, *4^ttfl»fb^ f y-A<gat*#5ft** 
[0247] <»7 ©saBg«B) me (omfflmeit. 

BE • «3flas©»ffi*aHt-/- Fi«/- FiOIB, 
*5<fctJP*«y- Fi«W^-FiOHB"C*h^PtifTtt 
i\ *tt-/-FCcrni#(DtB#{b. *y<tcKllBt#{b*ff 

[0 24 8] CtifcWU »7©jOfc»»Ttt, 

-Fccres-^oa^b, *J:cKi?B^fb*ffa5ijw*i 
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r**J:^tti»^-C**. :***J&»fcJ:*iK, I EE 

E 1 3 9 4±coa^{f K^^^^b^-^Oig 

[0 24 9]H8 7&C, &£g^<£>*-A* y F 
(PiQ) #2o*Sj£U2J*k «*WCCB*6©IOBP 

[0250] mms- f 9 8 o i , 9811 <D^mm^ io 

[0 25 1] F 9 8 0 2 <Drt8M*J5Rtt, I E E 

E 1 3 9 4ffjT«BSE * «S3(IO#ffi*(^- HWt?* 

[0 2 5 2 ]«y-F9 80 3«Hf^ t^fiE * 

[0 2 5 3] fete, S6fi^- F9801, 9 8 1 K jft 
I^-K9 8 0 2 CD«ffWJHB«S*WtC«» 6 <DgO»B 20 

^T^W^©**^- F9 8 0 3©ttfl^J0fcK#Wfc 

[0254] cft&x?<Dnmmtmmtc, f 

r«, I E E E 1 3 9 4fi9^«^«iW±CD1f--hr^O, 
ite»»WI!JtCB I E E E 1 3 9 4±©1f-e*<D**vett 

«a^-^«»&i**fc©i*r4. fetes ccr©» 

[0 2 5 5 ] «»©a6©y- FCC*f UT*«*fr 

5»£<£>'M8>'- F 9 8 0 2 (Dm^mm^mS 8 K\ 30 

a«^-F3&sa«L/r^*^-tx (R«a6©^^ 

F ((D»«f=3-F1f^^y F) 4i«y-FcD« 
S««Bic*flvT1f-t^ (MPEGSHWESSS*) £g 
«^^F^|^(D1f-t^^« ori ^^f y 

- FcDK^ff-^^^^^ Fcc^ur, mm<ommz& 

EEE 1 3 9 4±«l3«i^**;U#x±*, fttftNLhtt 40 
*BttEI*8?^*^#y±*«a63ti*fcOi-rS. f$H 

[0 2 5 6 ] *»M^JT'fc v I E E E 1 3 9 4±<2>* 
ftMt«K;&5£t*£ T5C Digital Tran 
smission Content Protocti 
onSpecificationj (DBIE * M&WkJf^ 

[0 2 5 7] Sr, iUff^-FP (9 8 0 1 ) B % IE 
EE 1 3 94©0ffi?f^^#x±{C x =»>^>y«K 50 
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lT?fff^t§n/cMPEGB^^^T^ (X^yy'S 
9201, S9-301). 60£gH^tt£|QttCC. a 
>f>^«KlB, K1 = J (Kxp, Ncp, EM 
I) JCTfWSnSfeCDi'rSo CtliSftt/fctMB-/ 
-K9-8 0 2B, COJS-fSHIlfcMPEGWRt, 

9, S 9 3 0 1 ) 0 

[0 25 8 ] F9 8 0 2^ff FPfCfct L 

tbiss#*u «s3fttt£r*tToT % MKxpi 

t"- FN c p S^JK (Xt^'S 9 2 0 2-S 

9207, S9 30 2)lt &6 <Dm$ffi1&tEl1fcC$> 

F9 8 0 2«nt#*a#r-sfca>fcjjwttKx 

p, Ncp©ji*BBlfcCi«cSS, 
[0 25 9 ] St, h«<dbe • «Saft^»*3*s4i«^ 
- F 9 8 0 2 i«e»-/- F 9 8 o 3<z>ra-c fetrbh* 

(Xf^7*S9210-S9217 ) S9 3 0 3 ) 0 C 
©*»*«*2(D||!feJI5J»<Ojifi-/- FicpJK^- FfB 
©BEE • £H«t*4GTC, C CCOffl 

^„ *«>'-F9 8 0 2, F9 8 0 3 

r£©Bf#Yfcf*-*fco^T<DBH • tt£ft3«lE* 

iC, StteitODf^Yfc^- jr(coliTtt, fo] — CO y - K 

[0 26 0 ] fete, CCDP^, BBEgsRCC***^*^* 

7'S 9 2 1 OtDEfiESfcPfll^fel* 
7'S9 2 1 1 CDBaEjfeJSSW^Sitt*. 
[0 26 1 ] St, F9 8 0 2iii^- F9 

8 0 3T?BSEStKau t h 1 ^fT*fc fe(D<hT6 0 
*30BB«-Cfc, t«ty-F9 8 0 2tt, BS-SHfcSftfc 
MPEGR«*B&#©a#{b*'i-4C4Sc<, ^(7>£g 
(<D&^|nTO^-t**;U#y) *c:7*?-F#lS* 
ItoTU^ 5fcS>, «t>«^-F9 8 0 2«j»*-/-F9 
8 0 3&c5tfLT* 5ft»KxpiS/-KNcpC!)tt*I 
fcrrSsfiMM*** (iBfcfflfercfcfttf* F9 8 

0 3B»f#a>a#ffc3&SBi«r*s) . ^ct, ^e^- 

F9 80 2B, S9 2 06, S 9 2 0 7 "C^ff Ofcf 5 - 
^^OSLtHU/cKxp, NcpO*Wh0tt*. I3« 
CCj»«y- F9 8 0 3tC*t0tasm*r-5 (Xf^S9 
216, S9217) o Kxp CDffi«BiEfllK a u t h 
lWfotf (Kxp, Kauthl) *tmtO 

$ms- F9 8 0 3&cj£fflT£ Uf^S 9 2 1 
6) o 

[0 26 2]«y-F9 8 0 3m COi^tCO 
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X, «£>>-F9 8 0 2<h[5)C#IlH^«oTKxp, N 
9 2 1 8) 0 

[0 2 6 3 ] i^r, inm^- FP^6^e»nr < 

:n>:r>^ilK irBt^t3fifcMPEG|fc««, 

F9 8 0 2rB§#©a#ffc**r«:. *:<D$:&y* 
V- YljXHms- F9 8 0 3^r?5^5tir^/ciS^ 
Uf^S9 2 0 8, S 9 2 1 9) Xt, 9&CX^? 
7'S 9 2 1 8"Cft#L/cr3>7 ; ->^^K 1 COffl^ffio 10 
Bf^<D«#{fc#r*S (Xf^S9 2 20). -€* 

[0 2 64] *«t»»C[>J:5a:*ffirfc % F 
9 8 0 toJrCfWWts&J^Stctt 

[0 26 5 ] Sr. JJlKoaMt-'- FQ (981 

1)**, EJBSCCEttWU- F9 8 0 2 */hOTJtett-/~ F 
9 8 0 3(C^Lr3B(0=r>^>^StK2rllf-^fbSnyfc 20 
-r-^€r^fi*r^ia^ Ufv^S9 22 1, S92 2 
9, S9 3 04) £#*& e 

[0 2 6 6 ] *SOWK«©f}*<fcia*fc. 36« FQ 

i*iy^F9 8 0 2 ±<Dmxwm • me&tfifftoti 

(Xr^7'S9 2 2 2-S 9 2 2 7) , F9 8 

0 2 fc*3S»»K xqi^FNcq ©ffi**ft**i»S 

[0 2 6 7] *H*fi»J85C*5Cir«, EMU /-K980 
2iiiy - F9 8 0 3iOPJ©BaE«, 1f:/:x~*h 

Palter &&<d-c\ Bf^t^-^co^^M^^if^^ 30 

0 2 iily- F 9 8 0 3 £©i«^**©ttfE • ft&ft 

[0 2 6 8 ] -J-fcto^ «*JgJB©«r*iPI«CC, * 
tt^- F9 8 0 2 F9 8 0 3i©rir, #H 

«0^tt<Z>W*il4»tt*-!f * MHTCBIE • it3£& 
*tfot^< Ufy^S 9 2 3 0 — S9 2 3 5. S9 
30 5), -£<D±T\ F9 8 0 2«. S^y- 

FQigy-F («^-F) 9 8 0 2£<Dm<D£}%M 
Kxaii^-FNcQ*. MM ^-F98 0 3tC7*9 40 
-FT4 (^f ^7*S9 2 3 6, S9 2 3 7, S930 
5, S 9 3 0 6 ) 0 

[0 2 6 9 ] ti&ms- F9 8 0 3rtt, t©<£5&Cb 

Kxa, NcqotttBlr*4fcft, IQttoHtt 

J *ffio'r=i>^>^SIK2©ffi*lfai'r4C4*ir# 
£ (Xt^^S 9 2 3 8) 0 

[0270] jcoT, iHd^- FQ^^inenr < -5, 

3>^>^«K2rBf^kSti*:MPEGIWfctt % 

F9 8 0 2-cBt#cE>a#fb*'e'r«:, -€-<z>££:7* 
7- Futii^- F9 8 0 3 %x$m$ftx%tcm& so 
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(Xf77*S9 22 8, S9229) ~C£>, 3feCC^^^ 
7'S 92 3 8rff*L;fc:a>^>!y«K2<Dffi*ffio 

Bt#©«#{t**r*£ (Xf77 , S9240) o o 
SO, 2ocDS&S^>7 : *>^^ (*HS6JgJ»T«K 1 

[0271] tt*s, meommmmtmi ommmmx 
a. ieeei 39 4tmm$£<Dtmmwt*n i 5m& 

[0272] m 1 -mi <Dmmmm^c^>xm^ 

& (Wttf, fteR^- F^6 I E EE 1 3 9 4±<D^~ 
F^-^IBSTSiJte) CCfe, *»w«a«pi«-c* 

[0 2 7 3] *l-*7 0HSSJKJ»{C*5^r, & 

JJU- F^IEEE 1 39 4±<DS- Ffcoivrtt, 3 

UtiiL/c^ v a&iBU- F^IEEE 1 3 9 4±<DS 
[0 2 7 4] B«**S*> k <3> 

[0 2 7 5 ] £t±-ctt, mmm*y W-^th 

[0 2 7 6 ]^ «J:(DS««tt, V7F9*7il 

xi>mm*smx$>& 0 

[0 2 7 7 ] *SOB$BW\ 3>e*-jr{cBf3E 

0 fc :a > t* ^ - 0 nJffittiB»«» ilti HSfe-r 
[0 2 7 8 ] **?8tt, ±aiyfc3S«©^«K:lK3ESti 

[0 27 9 ] 

[0 1 ] *^co^ 1 cDHSfe^Jc^^^ V h y-?<D 

[H3] *«^-F<Drt9J«Jltc[)— «**fH 
CH4 ] mms- FOrtfflJfWfi©— W*^TH 
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[05] ±&<Dis--ir>X<D—ffl%:mTm 

[06] ±&<ois->ri/7><D— m^-rm 
[ h 7 ] mm ; - f <Dmtmm<D—&izm? 7c-?t 
-F 

[ El 8 ] mm y— F ©BW^JIS©— 0!l£^-f 7U-ft 

- F 

[09] t^gy- F©8bfP#JIB©— ^!J4m-r^n--^ + 

- F 

F 

till] F©ttfl^«©— Wfe^-T^a-^ 

-r- F 

[m 1 2 ] asss^- Foftf^iao— «%^t7 a-^ 

+ - F 

[013] fc^y- F©ttfff*0-f»J4^t7a-f 
+ - F 

[h 1 4 ] urns- FWMimrtirv v<D—w*m-rm 
[His] «a^-^Kz>— m^-rm 
[0i6] «3i^-^juo— w*svi-ia 

[017] aSffy- F©rt®MBB& 

l8HJ!T£fc«>©0 
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